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Introduction

The VMware vCenter Server™ 6.0 release introduces new, simplified deployment models. The components that
make up a vCenter Server installation have been grouped into two types: embedded and external. Embedded
refers to a deployment in which all components—this can but does not necessarily include the database—are
installed on the same virtual machine. External refers to a deployment in which vCenter Server is installed on
one virtual machine and the Platform Services Controller (PSC) is installed on another. The Platform Services
Controller is new to vCenter Server 6.0 and comprises VMware vCenter™ Single Sign-On™, licensing, and the
VMware Certificate Authority (VMCA).

Embedded installations are recommended for standalone environments in which there is only one vCenter Server
system and replication to another Platform Services Controller is not required. If there is a need to replicate
with other Platform Services Controllers or there is more than one vCenter Single Sign-On enabled solution,
deploying the Platform Services Controller(s) on separate virtual machine(s)—via external deployment—from
vCenter Server is required.

This paper defines the services installed as part of each deployment model, recommended deployment models
(reference architectures), installation and upgrade instructions for each reference architecture, postdeployment
steps, and certificate management in VMware vSphere 6.0.

VMware vCenter Server 6.0 Services

SERVICE

INSTALLED WITH

VMware AFD Service

vCenter Server and PSC

VMware Certificate Service

PSC

VMware Component Manager

vCenter Server and PSC

VMware Content Library Service

vCenter Server

VMware Directory Service

PSC

VMware ESX Agent Manager

vCenter Server

VMware HTTP Reverse Proxy

vCenter Server and PSC

VVMware ldentity Management Service

PSC

VMware vCenter Inventory Service

vCenter Server

VMware License Service

psC

VMware Message Bus Configuration Service

vCenter Server

VMware Performance Charts

vCenter Server

VMware Postgres

vCenter Server
(vCenter Server Appliance, Microsoft Windows if
embedded database is chosen)

VMware Security Token Service

psC

VMware Service Control Agent

vCenter Server and PSC

VMware Syslog Collector

vCenter Server

VMware System and Hardware Health Manager

vCenter Server

VMware VAPI Endpoint

vCenter Server
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SERVICE INSTALLED WITH
VMware vCenter Configuration Service vCenter Server and PSC
VMware vCenter Workflow Manager vCenter Server

VMware VirtualCenter Server vCenter Server
VMware vService Manager vCenter Server
VMware vSphere Auto Deploy Waiter vCenter Server

VMware vSphere ESXi™ Dump Collector vCenter Server

VMware vSphere ESXi Dump Collector Web Service vCenter Server

VMware vSphere Profile-Driven Storage vCenter Server
VMware vSphere Web Client vCenter Server

Table 1. vCenter Server and Platform Services Controller Services

Requirements

General

A few requirements are common to both installing vCenter Server on Microsoft Windows and deploying
VMware vCenter Server Appliance™. Ensure that all of these prerequisites are in place before proceeding with
a new installation or an upgrade.

* DNS - Ensure that resolution is working for all system names via fully qualified domain name (FQDN),
short name (host name), and IP address (reverse lookup).

» Time - Ensure that time is synchronized across the environment.

» Passwords - vCenter Single Sign-On passwords must contain only ASCII characters; non-ASCIl and extended
(or high) ASCII characters are not supported.

Windows Installation

Installing vCenter Server 6.0 on a Windows Server requires a Windows 2008 SP2 or higher 64-bit operating
system (OS). Two options are presented: Use the local system account or use a Windows domain account. With
a Windows domain account, ensure that it is a member of the local computer’s administrator group and that it
has been delegated the “Log on as a service” right and the “Act as part of the operating system” right. This
option is not available when installing an external Platform Services Controller.

Windows installations can use either a supported external database or a local PostgreSQL database that is
installed with vCenter Server and is limited to 20 hosts and 200 virtual machines. Supported external
databases include Microsoft SQL Server 2008 R2, SQL Server 2012, SQL Server 2014, Oracle Database 11g,
and Oracle Database 12¢. When upgrading to vCenter Server 6.0, if SQL Server Express was used in the previous
installation, it will be replaced with PostgreSQL. External databases require a 64-bit DSN. DSN aliases are
not supported.

When upgrading vCenter Server to vCenter Server 6.0, only versions 5.0 and later are supported. If the
vCenter Server system being upgraded is not version 5.0 or later, such an upgrade is required first.

Table 2 outlines minimum hardware requirements per deployment environment type and size when using an
external database. If VMware vSphere Update Manager™ is installed on the same server, add 125GB of disk space
and 4GB of RAM.
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RESOURCES TINY: SMALL: MEDIUM: LARGE:
UP TO UP TO 100 UP TO 400 UP TO 1,000
10 HOSTS/ HOSTS/ HOSTS/ HOSTS/
100 VIRTUAL 1,000 4,000 10,000
MACHINES VIRTUAL VIRTUAL VIRTUAL
OR MACHINES MACHINES MACHINES
EXTERNAL
PSC

CPU 2 4 8 16

Memory 8GB 16GB 24GB 32GB

Disk Space 50GB 100GB 100GB 100GB
10GB (PSC)

Table 2. Minimum Hardware Requirements - Windows Installation

Appliance Deployment

vCenter Server Appliance can use either a local PostgreSQL database that is built in to the appliance, which is
recommended, or an external database. Unlike Windows support for PostgreSQL, vCenter Server Appliance
supports up to 1,000 hosts or 10,000 virtual machines at full vCenter Server scale. Supported external
databases include Oracle Database 11g and Oracle Database 12¢. External database support is being deprecated
in this release; this is the last release that supports the use of an external database with vCenter Server Appliance.

When deploying vCenter Server Appliance, the target host must be ESXi 5.0 or later. In addition, prechecks
such as connectivity to an external database, NTP server, DNS server, and so on, are performed on the client
deploying the appliance rather than against the target host and destination port group. This does not ensure
that all required connectivity is available from the ESXi host and the destination port group of vCenter Server
Appliance. Users must ensure that the ESXi host and port group have the required connectivity.

Upgrading is possible only from versions 5.1 update 3 and later.

Table 3 outlines minimum hardware requirements per deployment environment type and size.

RESOURCES TINY: SMALL: MEDIUM: LARGE:
UP TO UP TO UP TO 400 UP TO 1,000
10 HOSTS/ 100 HOSTS/ HOSTS/ HOSTS/
100 VIRTUAL 1,000 4,000 10,000
MACHINES VIRTUAL VIRTUAL VIRTUAL
OR MACHINES MACHINES MACHINES
EXTERNAL
PSC

CPU 2 4 8 16

Memory 8GB 16GB 24GB 32GB

Disk Space 86GB (vCenter) 106GB 245GB 295GB

(External PSC) 30GB (PSC)

Disk Space 116GB 136GB 275GB 325GB

(Embedded PSC)

Table 3. Minimum Hardware Requirements - vCenter Server Appliance Deployment
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Reference Architectures

We examine the following architectures in this deployment guide:

* Fresh embedded deployment

» Upgrade in which all vCenter Server components are installed on a single machine
* Fresh external deployments

» Upgrade with external vCenter Single Sign-On

 Fresh vCenter Single Sign-On high availability deployment

» Upgrade of vCenter Single Sign-On high availability

Fresh Embedded Deployment

A fresh, or new, embedded installation is the simplest of all the deployments. In this scenario, vCenter Server
and the Platform Services Controller are deployed together onto a single virtual machine.

The vCenter Server database can be either local or remote. On the Windows platform, the local PostgreSQL
database is limited to 20 hosts and 200 virtual machines.

Embedded installations are recommended for standalone environments in which there is only one vCenter
Server and replication to another Platform Services Controller is not required. If there is a need to replicate with
other Platform Services Controllers or there is more than one vCenter Single Sign-On enabled solution,
deploying the Platform Services Controller(s) on separate virtual machine(s)—via external deployment—from
vCenter Server is required.

Platform
Services
Controller

vCenter Server Virtual Machine

vCenter Server Database

Figure 1. Embedded Architecture
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Upgrade in Which All vCenter Server Components Are Installed on a Single Machine

Upgrading vCenter Server 5.0 or vCenter Server with vCenter Single Sign-On—that is, vCenter Server 5.1 0or 5.5—
installed on the same virtual machine can be accomplished using the embedded deployment method.

All vCenter Server components are upgraded. If upgrading from vCenter Server 5.0, an external Platform
Services Controller can be installed or an embedded one can be used. vCenter Single Sign-On in vCenter Server
5.1and 5.5 is upgraded to a Platform Services Controller. In all upgrade scenarios, all services listed in Table Tare
installed or upgraded.

The vCenter Server database is upgraded during vCenter Server upgrade. On Windows installations using the
embedded SQL Server Express database, SQL Server Express is migrated to the PostgreSQL database during
the upgrade.

Platform
Services
Controller

vCenter
Single Sign-On

vCenter Server Virtual Machine vCenter Server Virtual Machine

vCenter Server Database vCenter Server Database

Figure 2. Upgraded Embedded Architecture

Fresh External Deployment

A fresh, or new, external deployment involves running the deployment wizard twice. The first time is to deploy
the Platform Services Controller. After this successful deployment, vCenter Server is deployed.

The vCenter Server database can be either local or remote. On the Windows platform, the local PostgreSQL
database is limited to 20 hosts and 200 virtual machines.

Deploying the Platform Services Controller externally is recommended for all but standalone
vCenter Server systems.
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vCenter Server Virtual Machine

vCenter Server Database

Figure 3. External Platform Services Controller Architecture

VMware vCenter Server 6.0
Deployment Guide

TECHNICAL WHITE PAPER / 9



VMware vCenter Server 6.0
Deployment Guide

Upgrade External vCenter Single Sign-On

When upgrading from vCenter Server 5.1 or 5.5 and vCenter Single Sign-On is deployed externally from vCenter
Server, vCenter Single Sign-On is first upgraded to a Platform Services Controller. After the Platform Services
Controller has been deployed, the vCenter Server system can be upgraded.

The vCenter Server database is upgraded during the vCenter Server upgrade. In Windows installations using the
embedded SQL Server Express database, SQL Server Express is migrated to the PostgreSQL database during
the upgrade.

vCenter Platform
Single Sigh-On Services
Controller

vCenter Single Sign-On Virtual Machine PSC Virtual Machine

Service

Web Client

vCenter Server Virtual Machine vCenter Server Virtual Machine

vCenter Server Database vCenter Server Database

Figure 4. Upgraded External Platform Services Controller Architecture

Fresh vCenter Single Sign-On High Availability Deployment

A fresh, or new, vCenter Single Sign-On high availability deployment is recommended when there are multiple
vCenter Server systems or vCenter Single Sign-On enabled solutions that require a high level of uptime.

When deploying the Platform Services Controller externally for multiple services, availability of the Platform
Services Controller must be considered. In some cases, simply having the Platform Services Controller located in
a vSphere cluster with VMware vSphere High Availability enabled is sufficient. In other cases, having more than
one Platform Services Controller deployed in a highly available architecture is recommended. This requires a
network load balancer. In Figure 5, we examine redundant Platform Services Controllers behind a network
load balancer.
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Platform Platform

Services Replication Services
Controller Controller

PSC Virtual Machine PSC Virtual Machine

Network Load Balancer

vCenter
Server

vCenter
Server

vCenter Server Virtual Machine vCenter Server Virtual Machine

vCenter Server Database vCenter Server Database

Figure 5. Highly Available Platform Services Controllers
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Upgrade of vCenter Single Sign-On High Availability

Upgrading an existing vCenter Single Sign-On high availability deployment converts vCenter Single Sign-On
servers to Platform Services Controllers. vCenter Single Sign-On 5.5 and previous versions do not work with
vCenter Server 6.0, so upgrading vCenter Single Sign-On to Platform Services Controller is a prerequisite.

After the Platform Services Controllers are up and running, the load balancer rules must be adjusted to load-
balance the Platform Services Controller ports before attempting to upgrade vCenter Server. Session affinity is
required based on source address and must-span ports. If vCenter Server initiates communication to the
Platform Services Controller on port 443 and is placed on the first Platform Services Controller, all subsequent
requests must also go to the first Platform Services Controller.

Upgrading from vCenter Single Sign-On high availability has been tested and validated only when upgrading
from vCenter Server 5.5 and when the vCenter Single Sign-On with network load balancer guide is followed to
set up the vCenter Single Sign-On high availability environment.

Platform Platform

Services Services
Replication
Controller Controller

vCenter vCenter

Single Sign-On Single Sign-On

vCenter Single Sign-On vCenter Single Sign-On

Virtual Machine Virtual Machine PSC Virtual Machine PSC Virtual Machine

Network Load Balancer Network Load Balancer

vCenter Server
Virtual Machine

vCenter Server Virtual Machine

vCenter Server Database vCenter Server Database

Figure 6. Upgrade of Highly Available Single Sign-On to Highly Available Platform Services Controller
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Deploying vCenter Server 6.0

Fresh Embedded Deployment

Windows Deployment
1. Verify all prerequisites.

2. If using a remote database, ensure that a 64-bit DSN has been created. DSN aliases are not supported.
This step is not necessary if using the local PostgreSQL database.

3. Mount the vCenter Server 6.0 ISO image.
4. If autorun does not start, execute autorun.exe.

5. Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows

C o WS VMware vCenter Server is a windows application that access control,
N performance monitoring and configuration, and unifies resources from individual servers to

VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.

vSphere Client

For a list of information you need to install this component, see the installation checklist

vSphere Update Manager hitp:www.vmware_com/

Server P o
. rerequisites:
Download Service None
VMware vCenter Support Tools

vSphere Authentication Proxy

Explore Media Exit

6. Click Next.
7. Accept the license agreements.

8. Select Embedded Deployment and click Next.
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Select deployment type

Select the component to deploy.

vCenter Server 6.0.0 requires a Platform Services Controller, which contains shared services such as vCenter Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same Windows Host as
vCenter Server. An external Platform Services Controllers is deployed in a sepal d Host. For smaller installations,
consider vCenter Server with an embedded Platform Services Controller. For larger installations with multiple vCenter Servers,
consider one or more Platform Services Controllers. Refer to product documentation for more information.

Note: Once you deploy vCenter Server, you can only change from an embedded to an external Platform Services Controller with a

fresh install.
Embedded Deployment [ _VMorHost
|/ Platform Services |
® vCenter Server and Embedded Platform Services Controller | Controller |
i 4
| vCenter Server
\
________ _
External Deployment [ VMorHost
|' Platform Services \|
O Platform Services Controller \ Controller |
o ri]
VM or Host VM or Host
A previously installed Platform Services Controller is  f—— N (— N
required | vCenter Server : | vCenter Server }
[ <Bak | [ mNex> | [ cancel

9. Verify that the FQDN is correct and click Next.

10. Enter a password and Site name for vCenter Single Sign-On and click Next.

vCenter Single Sign-On Configuration
Create or join a vCenter Single Sign-On domain.

® Create a new vCenter Single Sign-On domain

Domain name: [vsphere.local

vCenter Single Sign-On user name: |administrator

vCenter Single Sign-On password: [soeseees |
Confirm password: || ssssssee |
Site name: |Palo-ito]

O Join a vCenter Single Sign-On domain

Platform Services Controller FQDN or IP address: I

vCenter Single Sign-On HTTPS port: |443

vCenter Single Sign-On user name: |administrator

vCenter Single Sign-On password: “

e Note: vCenter Single Sign-On configuration cannot be changed after deployment.

11. Select the local system account or enter the service account user name and password.
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vCenter Server Service Account
Enter the vCenter Server service account information.

By default, the vCenter Server instance runs in the Windows Local System account. To run in another administrative user account,
select the option to specify a user service account and provide the account credentials. The user service account must be granted
the 'Log on as a service' privilege.

O use Windows Local System Account
Note: I you select this option, you cannot connect to an external database using Integrated Windows authentication.

@® Specify a user service account

Account user name: |VMWARE\,svchenter
Account password: I......"{

12. Select Use an embedded database (vPostgres) or Use an external database server’'s DSN Name
and click Next.

|
15

Database Settings
Configure the database for this deploy

O use an embedded database (vPostgres)
® Use an external database

DSN Name: [veos v| [ Refresn

DB user name: I

DB password: [

The chosen DSN is configured to use g d Windows Authentication. SQL Server will use the credentials of the user
to verify authenticity.

13. Unless required, leave all ports at their defaults and click Next.
14. Unless required, leave the default paths for installation and click Next.

15. Review and then click Install.
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Setup Completed

Your vCenter Server is successfully installed.

© Post install step(s):

1. vCenter Server is installed in evaluation mode. Activate vCenter Server by using

the vSphere Web Client within 60 days. When the evaluation period of this vCenter

Server expires, all hosts will be disconnected from this vCenter Server.

2. Use the vSphere Web Client to manage vCenter Server. Log in with the vCenter

Single Sign-On administrator inistrator@vsphere.local.
VMware

Launch vSphere Web Client
vCenter Server 6.0
< Back Finish Cancel

vCenter Server Appliance Deployment

1. Mount the ISO image on PC.

2. Open the vcsa folder and install the plug-in.

3. Inthe root of the ISO image, double-click the vcsa-setup.html file.
4

Wait until you are prompted to enable the client integration plug-in to run. Click Install.

vCenter-Server Appliance” 6.0

Install

5. Accept the License Agreement and click Next.

6. Enter atarget host and a User name and Password on the host with root access.
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' [ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Connect to target server

AT DR Specify the ESXi host on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | w3-tm-hp380-010.vmware.local |

4 Select deployment type
User name:
5 Set up Single Sign-on | root | o

6 Single Sign-on Site

Password: |nuuu| -~ [
7 Select appliance size

8 Select datastore A\ Before proceeding:

9 Configure database

. = Make sure the ESXi host is not in lock down mode or maintenance mode.
10 Network Settings

= When deploying to a vSphere Distril Switch (VDS), the i must be toan
portgroup. After deployment, it can be moved to a static or dynamic portgroup.

11 Ready to complete

Back Next | | Finsh || Cancel
7. Click Yes to accept the host’s certificate.

8. Enter an Appliance name and the root OS password you want to assign. Click Next.

g VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up virtual machine
2 Connect to target server Specify virtual machine settings for the vCenter Server Appliance to be deployed.

3 Set up virtual machine ,
Appliance name:

4 Select deployment type

[ veenterooa | @

5 Setup Single Sign-on 0S user name: root

6 Single Sign-on Site

7 Select appliance size 0S password: I ssssssss I ®

8 Select datastore

Confi |
9 Configure database oS | ! - |

10 Network Settings

11 Ready to complete

[ Back || NMH‘ Finish | [ cancel |

9. Select Install vCenter Server with an Embedded Platform Services Controller and click Next.
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[ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select deployment type
+ 2 Connect to target server Select the services to deploy onto this appliance.

+ 3 Setup virtual machine vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single Sign-On,
4 Select deployment type Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same
Appliance VM as vCenter Server. An external Platiorm Services Controller is deployed in a separate Appliance VM.
5 Set up Single Sign-on For smaller installations, consider vCenter Server with an embedded Platform Services Controller. For larger
§ ) : installations with multiple vCenter Servers, consider one or more extemnal Platform Services Controllers. Refer to the
6 Single Sign-on Site vCenter Server ion for more i i

7 Selectappliance size Note: Once you install vCenter Server, you can only change from an embedded to an extemal Platform Services

8 Select datastore Controller with a fresh install.

9 Configure database

10 Network Settings E Services €

11 Ready to complete @ Install vCenter Server with an Embedded
Platform Services Controller
Ext 1l Services C

O Install Platform Services Controller

O Install vCenter Server (Requires External
Platform Services Controller)

[ Back || wnea || Fnsn || cancel |

10. Select Create a new SSO Domain and enter an administrator vCenter SSO Password; enter an SSO
Domain name such as vsphere.local and an SSO Site name such as a city or physical location name.

[ VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Set up Single Sign-on (SSO)
+ 2 Connectto target server Create or join a SSO domain. An SSO configuration cannot be changed after deployment.

v 3 Setup virtual machine (®) Create a new SSO domain

+ 4 Select deployment type () Join an SSO domain in an existing vCenter 6.0 platform services controller
5 Setup Single Sign-on

6 Select appliance size vCenter SSO User name: administrator
7 Select datastore

vCenter SSO Password: — | ()
8 Network Settings
SRR IELE S Confirm password: e |

SS0 Domain name: [ vsphere local | )

SSO Site name: I Houston | )

| Back || wNext || Finisn || cancer

11. Select appliance size from the drop-down list and click Next.
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[ vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select appliance size

2 Connectto target server Specify a deployment size for the new appliance

+ 3 Setup virtual machine Aopliance:size: .

+ 4 Select deployment type Tiny (up to 20 hosts, 400 VMs)
+ 5 Setup Single Sign-on Tiny (up fo 20 hosts, 400 VMs)

Small (up to 150 hosts, 3,000 VMs)
Medium (up to 300 hosts, 6,000 VMs)
Large (up to 1000 hosts, 10,000 VMs)

6 Select appliance size

7 Select datastore

Description
8 Configure database . N ) . .

= This will deploy a Tiny VM configured with 2 vCPUs and 8 GB of memory and requires 120 GB of disk space.
9 Network Settings This option contains vCenter Server with an embedded Platiorm Services Controller.

10 Ready to complete

| Back |[ e || Fmisn || cancel

12. Select datastore to deploy the appliance on and click Next.

'ﬂ' VMware vCenter Server Appliance Deployment
—_—

+ 1 End User License Agreement Select datastore
2 Connect to target server Select the storage location for this deployment

+ 3 Setup virtual machine

The following datastores are accessible. Select the destination datastore for the virtual machine configuration files
W SREE I LT and all of the virtual disks.
+ 5 Setup Single Sign-on

+ 6 Select appliance size

Name Type Capacity Free isi Thin isioning
7 Select datastore

8 Configure database RDM Mappings  VMFS 475GB 225GB 25GB true

9 Network Settings NFSMGMTO01 NFS 500 GB 331GB 169 GB true

10 Ready to complete NFSMGMT02  NFS 500 GB 306.96 GB 23813 GB true

[ Enable Thin Disk Mode @

[ Back ][ Neﬂ'{"’“ Finish H Cancel J

13. Select Use an embedded database (vPostgres), which is recommended, or Use Oracle database
and click Next.
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g VMware vCenter Server Appliance Deployment

+ 1 End User License Ag Config
2 Connect totarget server Configure the database for this deployment

+ 3 Setup virtual machine
+ 4 Select deployment type
+ 5 Setup Single Sign-on
+ 6 Selectappliance size
+ 7 Select datastore

8 Configure database

(®) Use an embedded database (vPostgres)
() Use Oracle database

9 Network Settings
10 Ready to complete

| Back |[ weu ﬂ,\ Finish | [ cancel
14. Enter Network Settings and click Next.

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the
deployment will fail.

'E' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement  Choose a network:

’ VM Network v @ )
+ 2 Connect to target server
+ 3 Setup virtual machine
IP address family: Pva -
+ 4 Select deployment type
+ 5 Setup Single Sign-on
+ 6 Select appliance size Network type: ‘ — . ‘
+ T Select datastore
S EEounm e she e Network address: [10.155.168.81 |
9 Network Settings
e System name [FQDN or IP [ veenter003.vmware.local ‘ o
address]:
Subnet mask: [255.255.255.0 |
Network gateway: [ 10.155.168.253 |
Network DNS Servers [10.155.168.60 ]

separated by comas

Configure time sync: O Synchronize appliance time with ESXi host

(*) Use NTP servers (Separated by commas)
[10.47.0.1,10.47.02 |

| Back |[ Nex || Fnsh || cancel

15. Review and click Finish.
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.ﬂ' VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement  Ready to complete
2 Connecttotarget server Please review your settings before starting the installation

+ 3 Setup virtual machine ESXi server info: w3-tm-hp380-010.vmware.local

+ 4 Select deployment type Name: veenter003

5 Setup Single Sign-on Installation type: Install

(A BT Deploy type: E Platform Services Controller
Deployment Tiny (up to 20 hosts, 400 VMs)

+ T Select datastore configuration

+ 8 Configure database Datastore: NFSMGMTO01

+ 9 Network Settings Disk mode: thin

10 Ready to complete Network mapping: Network 1 to VM Network
IP allocation: IPv4 | static
Time synchronization: 10.17.0.1,10.17.0.2
D

Properties: SSH enabled = true
SS0O User name = administrator
SSO Domain name = vsphere.local
SSO0 Site name = Houston
Network 1P address = 10.155.168.81
Host Name = vcenter003.vmware.local
Network 1 netmask = 255.255.255.0
Default gateway = 10.155.168.253
DNS =10.155.168.60

| Back || wext [[ Finisn ‘nlJ[ cancel |

Upgrade in Which All vCenter Server Components Are Installed on a Single Machine

Windows Upgrade
1. Verify all prerequisites.

2. Mount the vCenter Server 6.0 ISO image.
3. If autorun does not start, execute autorun.exe.
4

Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows

VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.

vSphere Client
For a list of information you need to install this comp seethell ion checklist.
vSphere Update Manager hittp:/Awww.vmware.com/

Server

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

5. Click Next.
6. Accept the license agreements.

7. Enter the vCenter Single Sign-On password and the service account password if applicable. Click Next.
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vCenter Single Sign-On and vCenter Server Credentials
Enter your vCenter Single Sign-On 5.5 and vCenter Server 5.5 administrator credentials.

l vCenter Single Sign-On user name: Iadministrator@vsphere.local

vCenter Single Sign-On ps d: ||

[Vl Use the same credentials for vCenter Server

vCenter Server user name: |adminlstrator@vsphere.local

vCenter Server password: |

The installer has detected that the vCenter Server service is running under the following service account. Enter the

credentials for this service account.:
Account user name: IVMWARE\svwcenter
Account password: || esecseee

The vCenter Single Sign-On credentials must be of a user with vCenter Single Sign-On administrative privileges to your existing
vCenter Single Sign-On domain. The vCenter Server credentials must be of a user with administrative privileges to your vCenter
Server instance. If the default accounts and domain names were used, the admini here.local would meet both

P

< Back m> Cancel

q

8. Wait for the pre-upgrade checks to complete.

Running pre-upgrade checks. This could take a few minutes...

9. Accept the default ports and click Next.
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Configure Ports
Configure network settings and ports for this deployment.

Common Ports
HTTP Port:
HTTPS Port:

Syslog Service Port:

-

Syslog Service TLS Port:
Platform Services Controller Ports

Secure Token Service Port:
vCenter Server Ports

Auto Deploy Management Port:

Auto Deploy Service Port:

ESXi Dump Collector Port:

ESXi Heartbeat Port:

vSphere Web Client Port:

£

o Some ports are not configurable. To proceed, make the following ports available:
88, 389, 636, 2012, 2014, 2020, 7080, 11711, and 11712

|<Bad(||m>aj|camel

10. Accept or change the installation paths as necessary. Click Next.

1
Destination Directory
Select the ge location for this deploy

P

Install vCenter Server with an embedded Platform Services Controller to:
C:\Program Files\VMware\

i
?

Store data for vCenter Server with an embedded Platform Services Controller in:
C:\ProgramData\VMware\

Export your 5.X data to:
C:\ProgramData\VMware\vCenterServer\export\

Note: During the upgrade, 5.x data will be stored in this directory, and then migrated to the 6.0.0 deployment. Data exported to
this directory will not be dleaned up by the installer. Remove this directory and its contents after the upgrade completes.

ii
|

|<Bad(||Hm>N|(hncel|

11. Check the box to verify that you have backed up this vCenter Server and its database. Click Upgrade.
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Ready to upgrade
Confirm the settings below and dick Upgrade.

Deployment type: vCenter Server with an embedded Platform Services Controller
vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

vCenter Single Sign-On site name: PaloAlto

Installation directory: C:\Program Files\VMware\

Data directory: C:\ProgramData\VMware\

Upgrade export directory: C:\ProgramData\VMware\vCenterServer\export\

o VMware vCenter Server will be in evaluation mode after the upgrade.

Activate vCenter Server through the vSphere Web Client within 60 days after the upgrade. When the evaluation period of the
vCenter Server expires, all hosts will be disconnected from this vCenter Server.

Iﬂl verify that I have backed up this vCenter Server machine and the database server pointed by the ‘vcenter002' DSN.

<Back | | uUpgrade | | cCancel

12. When completed, click Finish.

Setup Completed
Your vCenter Server 5.5 is upgraded to version 6.0.0.

o Post upgrade step(s):

1. vCenter Server is upgraded and is now in evaluation mode. Activate vCenter

Server by using the vSphere Web Client within 60 days. When the evaluation

period of this vCenter Server expires, all hosts will be disconnected from this

vCenter Server.

2. Data exported to C:\ProgramData\VMware\vCenterServer\export\ directory is

not cleaned up by the installer. Verify that the upgraded vCenter Server works

correctly and remove the directory and its contents.

3. Use the vSphere Web Client to manage vCenter Server. Log in with the vCenter
here.local.

Single Sign-On administrator account inistrator

&

VMware
vCenter Server 6.0

Launch vSphere Web Client

< Back E Finish ; Cancel
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vCenter Server Appliance Upgrade

1. Mount the ISO image on PC.

2. Open the vcsa folder and install the plug-in.

3. Inthe root of the ISO image, double-click the vcsa-setup.html file.
4

Wait until you are prompted to enable the client integration plug-in to run. Click Upgrade.

.I

vCenter” Server Appliance” 6.0

Upgrade

5. Click OK to the supported upgrades pop-up.

Supported Upgrades

You can upgrade to vCenter Server Appliance 6.0 from the following
Versions:

« vCenter Server Appliance 5.1 U3
« vCenter Server Appliance 5.5

If you have an earlier version of the appliance, you must first upgrade it
to one ofthe above versions, then you can upgrade itto 6.0.

Continue upgrading to vCenter Server Appliance 6.07

I“{b"OK | | Cancel

7. Enter a target host and a User name and Password on the host with root access.

6. Accept the license agreement and click Next.
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[ VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Connect to target server

2 Connect to target server Specify the ESXi host on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | w3-tm-hp380-009.vmware local |
4 Connect to source appliance
User name:
5 Set up Single Sign-on I root | (i ]

6 Select appliance size

Password: I ....... | |
7 Select datastore

8 Network Settings
9 Ready to complete

A\ Before proceeding:

« Make sure the ESXi hostis notin lock down mode or maintenance mode.
« When deploying to a vSphere Distributed Switch (VDS), the appliance must be deployed to an ephemeral
portgroup. After deployment, it can be moved to a static or dynamic portgroup.

Back Next . | | Finisn || cancel

8. Click Yes to accept the host’s certificate.

9. Enter an Appliance name and Enable SSH if required. Click Next.

E VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up virtual machine
2 Connect to target server Specify virtual machine settings for the vCenter Server Appliance to be deployed.

3 Set up virtual machine
Appliance name:

4 Connect to source appliance

vesa01 ‘ (i ]

5 Setup Single Sign-on
6 Select appliance size
7 Select datastore

8 Network Settings

9 Ready to complete

[ Back ]l Next H Finish |I Cancel J

10. Enter the vCenter Server version, FQDN, Password, vCenter SSO Port (443), ESXi host FQDN, user name,
and password. Click Next.
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E VMware vCenter Server Appliance Deployment

+ 1 End User License A

+ 2 Connect to target server Existing Appliance Type ‘ VCSAS55 v
+ 3 Setup virtual machine
= vCenter Server Appliance
4 Connect to source appliance
5 Select appliance size vCenter Server IP address/FQDN: ‘ vesa01.vmware.local |
§ Selectdatastore vCenter Administrator User name: administrator@vsphere.local
7 Network Settings
8 Ready fo complets vCenter Administrator Password: I
vCenter SSO Port: l 443 I
Appliance (OS) Root password: |
Temporary Upgrade Files Path: [ Ampivmurare/cis-export-folder |
Migrate Performance & other
Enabled
historical data O
Source ESXi Host
ESXi host IP address/FQDN: ‘ w3-tm-hp380-010.vmware local |
ESXi host user name: ‘ root |

ESXi host password: I

| Back |[ wNew || Finish || cancel

11. Select Appliance size from the drop-down list and click Next.

[ VMware vCenter Server Appliance Deployment
e e e

+ 1 End User License Agreement Select appliance size
2 Connecttotarget server Specify a deployment size for the new appliance

+ 3 Setup virtual machine Ao )
lance size: &
+ 4 Select deployment type PP Tiny (up to 20 hosts, 400 VMs)

5 Setup Single Sign-on Tiny (up fo 20 hosts, 400 VMs)
Small (up to 150 hosts, 3,000 VMs)
Medium (up to 300 hosts, 6,000 VMs)

7 Select datastore Description Large (up to 1000 hosts, 10,000 VMs)

6 Select appliance size

8 Configure database
o This will deploy a Tiny VM configured with 2 vCPUs and 8 GB of memory and requires 120 GB of disk space.
9 Network Settings This option contains vCenter Server with an embedded Platform Services Controller.

10 Ready to complete

| Back || Nex || Fmisn || cancel

12. Select datastore to deploy the appliance on and click Next.
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'ﬂ' VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select datastore

+ 2 Connecttotarget server Select the storage location for this deployment
+ 3 Setup virtual machine ) ) g ; . i
R — The following datastores are accessible. Select the destination datastore for the virtual machine configuration files

and all of the virtual disks.
+ 5 Setup Single Sign-on

+ 6 Selectappliance size

Name Type Capacity Free isi Thin isioning
7 Select datastore

8 Configure database RDM Mappings  VMFS 475GB 225GB 25GB true

9 Network Settings NFSMGMTO01 NFS 500GB 331GB 169 GB true

10 Ready to complete NFSMGMT02  NFS 500 GB 306.96 GB 23813 GB true

[ Enable Thin Disk Mode @

| Back |[ Next _,,"l | Fnsh || cancel
3
13. Review and click Finish.
[ vMware vCenter Server Appliance Deployment
|
+ 1 End User License Agreement Ready to complete
2 Connect to target server Please review your settings before starting the installation.
+ 3 Setup virtual machine ESXi server info: w3-tm-hp380-009.vmware.local
+ 4 Connect to source appliance Name: vesa0l
« 5 Select appliance size Installation type: Install and Migrate
B Deploy type: E‘ Platform Services Controller
N Deployment Tiny (up to 20 hosts, 400 VMs)
+ 7 Network Settings configuration:
8 Ready to complete Datastore: NFSMGMT01
Disk mode: thick
Network mapping: ~ Network 1 to VM Network
IP allocation: IPv4 , dhcp
Time synchronization:
Properties: SSH enabled = true
SS0 User name = administrator
| Back || net || rFinish |[ cancel

Fresh External Platform Services Controller Deployment

Windows Deployment
1. Verify all prerequisites.

2. Mount the vCenter Server 6.0 ISO image.
3. If autorun does not start, execute autorun.exe.
4

Select vCenter Server for Windows and click Install.
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vmware vSphere

VMware vCenter Server vCenter Server for Windows

VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to

VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.

vSphere Client
vSphere Update Manager
Server

For a list of information you need to install this comp seethel ion checklist.
hitp:/Awww.vmware.com/

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

5. Click Next.
6. Accept the license agreements.

7. Select External Deployment Platform Services Controller and click Next.

Select deployment type
Select the component to deploy.

vCenter Server 6.0.0 requires a Platform Services Controller, which contains shared services such as vCenter Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same Windows Host as
vCenter Server. An external Platform Services Controllers is deployed in a separate Windows Host. For smaller installations,
consider vCenter Server with an embedded Platform Services Controller. For larger installations with multiple vCenter Servers,
consider one or more Platform Services Controllers. Refer to product documentation for more information.

Note: Once you deploy vCenter Server, you can only change from an embedded to an external Platform Services Controller with a
fresh install.

Embedded Deployment ( VM or Host

O vCenter Server and Embedded Platform Services Controller

PR,
External Deployment __VMorHost
|/ Platform Services \|
@® Platform Services Controller | Controller |
O vCenter Server
VM or Host VM or Host
A previously installed Platform Services Controller is (T N (- T T 3
required | vCenter Server : | vCenter Server }
l ________ -~ l ________ _4
< Back | | Next > ﬂ | Cancel

8. Verify the system name and click Next.
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System Network Name
Configure the name of this system.

Enter the system name to use for managing the local system. The system name will be encoded in the SSL certificate of the
system so that the p can i with each other by using this name. Enter the system name as a fully-qualified
domain name (FQDN). If DNS is not available, you can provide a static IPv4 address. IPv6 is supported only by using a name.

System Name: psc001.vmware.local

o Note: The System Network Name cannot be changed after deployment.

[ <Back | [ met> | [ cance |

9. If thisis the first Platform Services Controller, select Create a new vCenter Single Sign-On domain.
If this is an additional Platform Services Controller, select Join a vCenter Single Sign-On domain.

a. For anew vCenter Single Sign-On domain, enter a password for the vCenter Single Sign-On
administrator, a Domain name such as vsphere.local, and a Site name such as a city or physical
building name.

L

vCenter Single Sign-On Configuration
Create or join a vCenter Single Sign-On domain.

@ Create a new vCenter Single Sign-On domain

Domain name: Ivsphere.local

vCenter Single Sign-On user name: Iadministrator

vCenter Single Sign-On password:

Confirm password:

Site name: IHou ston|

© Join a vCenter Single Sign-On domain

Platform Services Controller FQDN or IP address: I

vCenter Single Sign-On HTTPS port: |443

vCenter Single Sign-On user name: Iadmimstrator

vCenter Single Sign-On password: u

o Note: vCenter Single Sign-On configuration cannot be changed after deployment.

| <Back | [ mext> | | cancel |

b. Tojoin an existing vCenter Single Sign-On domain, enter the FQDN of an existing Platform Services
Controller and the vCenter Single Sign-On administrator’s password. Click Next. Choose a site to join
from the drop-down list. Click Next.
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vCenter Single Sign-On Configuration
Create or join a vCenter Single Sign-On domain.

O Create a new vCenter Single Sign-On domain

Domain mame: [vsphere.local

wiCenter Sngle Sign-On user name: Iadministrator

wCemnter Sngle Sign-On passwand:

Comfirm passward:

Site mame: |Houston

@® Join a vCenter Single Sign-On domain

Platform Services Controller FQDN or IP address: |psc01.vmware.|oca|
vCenter Single Sign-On HTTPS port: |443

vCenter Single Sign-On user name: [administrator
vCenter Single Sign-On password: || esescens

e Note: vCenter Single Sign-On configuration cannot be changed after deployment.

[ <Back | [ nNex> | [ cancel

10. Accept the default ports and click Next.

1%,

Configure Ports
Configure network settings and ports for this deployment.

Common Ports
HTTP Port: lso
HTTPS Port: faaz
Syslog Service Port: [514
Syslog Service TLS Port: [1514

Platform Services Controller Ports
Secure Token Service Port: [7444

o Some ports are not configurable. To proceed, make the following ports available:
88, 389, 636, 2012, 2014, 2020, 7080, 11711, and 11712

I<Back||Next>§|Cnnoel

11. Accept or change the installation paths as necessary. Click Next.
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Destination Directory
Select the storage location for this deployment.

Install Platform Services Controller to:
C:\Program Files\VMware\

Store data for Platform Services Controller in:
C:\ProgramData\VMware\,

<Back||Ne;d>||CanceI

12. Review and click Install.

)
i

Ready to install
Review your settings before starting the installation.

System Name: psc001.vmware.local

Deployment type: Platform Services Controller

vCenter Single Sign-On configuration: Create a new vCenter Single Sign-On domain
vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

vCenter Single Sign-On site name: Houston

Installation directory: C:\Program Files\VMware\

Data directory: C:\ProgramData\VMware\

<Back | | Install [ cancel
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vCenter Server Appliance Deployment

1. Mount the ISO image on a PC.

2. Open the vcsa folder and install the plug-in.

3. Inthe root of the ISO image, double-click the vcsa-setup.html file.
4

Wait until you are prompted to enable the client integration plug-in to run. Click Install.

vCenter- Server Appliance” 6.0

Upgrade

5. Accept the license agreement and click Next.

6. Enter atarget host and a User name and Password on the host with root access.

[ vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Connect to target server

2 Connect to target server Specify the ESXi host on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | w3-tm-hp380-010.vmware.local |

4 Select deployment type

User name:
5 Set up Single Sign-on | root | (i)

6 Single Sign-on Site

Password: | ssssssssl - |

7 Select appliance size
8 Select datastore A Before proceeding:
9 Configure database

10 Network Settings

» Make sure the ESXi host is not in lock down mode or maintenance mode.
= When deploying to a vSphere Distril Switch (VDS), the i must be deployed to an
portgroup. After deployment, it can be moved to a stafic or dynamic portgroup.

11 Ready to complete

[ Back || Nemqnh]]\ Finsh | [ cancel |

7. Click Yes to accept the host’s certificate.

8. Enter an Appliance name and the root password you want to assign. Click Next.
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[ VMware vCenter Server Appliance Deployment
—

+ 1 End User License Agreement  Set up virtual machine
2 Connecttotarget server Specify virtual machine settings for the vCenter Server Appliance to be deployed.

3 Set up virtual machine .
Appliance name:

e S mea psc01.vmware.local | (i ]
5 Setup Single Sign-on 0S user name: root
6 Single Sign-on Site
7 Select appliance size 0S password: S— | ()
8 Select datastore
e Confirm OS password: | |
10 Network Settings
11 Ready to complete
[ Back || nNext || Fmsn || cancel |

9. Under External Platform Services Controller, select Install Platform Services Controller. Click Next.

[ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select deployment type
2 Connect to target server Select the services to deploy onto this appliance.

+ 3 Setup virtual machine vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single Sign-On
Licensing, and Certificate Management. An embedded Platiorm Services Controller is deployed on the same
Appliance VM as vCenter Server. An external Platform Services Controller is deployed in a separate Appliance VM.
5 Setup Single Sign-on For smaller installations, consider vCenter Server with an embedded Platiorm Services Controller. For larger
B . . installations with multiple vCenter Servers, consider one or more external Platform Services Controllers. Refer to the
6 Single Sign-on Site vCenter Server documentation for more information.
VSRR Note: Once you install vCenter Server, you can only change from an embedded to an external Platform Services
8 Select datastore Controller with a fresh install.

9 Network Settings
d Platfe i Il
0] Remary 11 Eoamiplete Embedded Platform Services Controller

() Install vCenter Server with an Embedded
Platform Services Controller

External Platform Services Controller

@ Install Platform Services Controller

() Install vCenter Server (Requires External
Platform Services Controller)

[ Back [ mNex || Fimsh || cancel |

10. If this is the first Platform Services Controller, select Create a new SSO domain. If this is an additional
Platform Services Controller, select Join an SSO Domain.

a. For anew vCenter Single Sign-On domain, enter an administrator vCenter SSO Password, an SSO
Domain name such as vsphere.local, and an SSO Site name.
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+ 1 End User License Agreement Set up Single Sign-on (SSO)
+ 2 Connectto target server Create or join a SSO domain. An SSO configuration cannot be changed after deployment.

+ 3 Setup virtual machine
+ 4 Select deployment type

5 Set up Single Sign-on

6 Select appliance size vCenter SSO User name: administrator
7 Select datastore
8 Network Settings

(s) Create a new SSO domain
Q Join an SSO domain in an existing vCenter 6.0 platform services controller

vCenter SSO Password: [ ...... - | o

9 Ready to complete

Confirm password:

S$S0 Domain name:

lvsphere local | o
SSO Site name: | Houston | [
[ Back || nNext || Fmsn || cancel |

b. To join an existing vCenter Single Sign-On domain, enter the FQDN of an existing Platform Services
Controller and the vCenter Single Sign-On administrator’s password. Then click Next. Choose a site to
join from the drop-down list. Click Next.

(¥ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Set up Single Sign-on (SS0)
2 Connect to target server Create or join a SSO domain. An SSO ion cannot be ch d after

+ 3 Set up virtual machine
+ 4 Select deployment type

5 Set up Single Sign-on

6 Single Sign-on Site Platform Services Controller psc01.vmware local
FQDN or IP address:

O create a new SSO domain
@ Join an SSO domain in an existing vCenter 6.0 platform services controller

7 Select appliance size

8 Select datastore vCenter SSO User name: administrator
9 Configure database
10 Network Settings vCenter SSO Password: [ ssssscss| P |
11 Ready to complete
4 " Port: ‘ 443 ‘

A Before proceeding make sure to type the correct site name that you want to join. Typing in the wrong site
name will create a new site.

| Back || Neat || Fmsn || cancel ]‘

11. Click Next. There is only one appliance size for the Platform Services Controller.
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'ﬂ' VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select appliance size

+ 2 Connect o target server Specify a deployment size for the new appliance
e Appliance size: Platform Services Controller
+ 4 Select deployment type

+ 5 Setup Single Sign-on
6 Select appliance size

7 Select datastore Description

8 Network Settings This will deploy an external Platform Services Controller VM with 2 vCPU and 2GB of memory and requires 30
GB of disk space
9 Ready to complete

| Back [[ wew || Fmsn || cance

12. Select a datastore to deploy the appliance on and click Next.

S‘ VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select datastore

+ 2 Connect to target server Select the storage location for this deployment
+ 3 Setup virtual machine

The following datastores are accessible. Select the destination datastore for the virtual machine configuration files
L SR B AT and all of the virtual disks.

+ 5 Setup Single Sign-on
v 6 Selectappliance size

Name Type Capacity Free isioned Thin isioning

8 Conligure database RDM Mappings ~ VMFS 47568 22568 2568 true
9 Network Settings NFSMGMT01  NFS 500 GB 33168 169 GB true
AU NFSMGMT02  NFS 500 GB 306.96 GB 23813 GB true
[ Enable Thin Disk Mode @
[ Back ] [ Next J,% ‘ Finish ‘ I Cancel
N

13. Enter Network Settings and click Next.

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the
deployment will fail.
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+ 1 End User License Agreement ~ Choose a network:

+ 2 Connect to target server

+ 3 Setup virtual machine

+ 4 Select deployment type

+ 5 Setup Single Sign-on

+ 6 Select appliance size

+ 7 Select datastore
Network address:

IP address family:

Network type:

9 Ready to complete
System name [FQDN or IP
address]:

Subnet mask:

Network gateway:

Network DNS Servers
separated by comas

Configure time sync:

l VM Network v| o
‘ 1Pv4 v|
‘ static v‘

[ 10.155.168.73 |

l psc01.vmware.local | (i ]

[ 255.255.255.0 |

[ 10.155.168.253 |

[ 10.155.168.60 |

() Synchronize appliance time with ESXi host
@ Use NTP servers (Separated by commas)
[10.47.0.1,10.17.02 |

14. Review and click Finish.

g VMware vCenter Server Appliance Deployment

| Back |[ Next || Fmsn || cancel

+ 1 End User License Agreement Ready to complete

2 Connect to target server Please review your settings before starting the installation.
+ 3 Setup virtual machine ESXi server info: w3-tm-hp380-010.vmware.local
+ 4 Select deployment type Name: psc01.vmware.local
5 Setup Single Sign-on Installation type Install

Deployment type: Platform Services Controller

+ 6 Selectappliance size

Datastore. NFSMGMT01
v 7 Select datastore Disk mode: thin
+ 8 Network Settings Network mapping:  Network 1 to VM Network

IP allocation: IPv4  static

Time synchronization: 10.17.0.1,10.17.0.2

Properties: SSH enabled = true
SS0 User name = administrator
SS0 Domain name = vsphere.local
SS0 Site name = Houston
Network 1 IP address = 10.155.168.73
Host Name = psc01.vmware local
Network 1 netmask = 255.255.255.0
Default gateway = 10.155.168.253
DNS =10.155.168.60

| Back || wew || Fmsh || cance

Fresh External vCenter Server Deployment

Windows Deployment
1. Verify all prerequisites.

2. If using a remote database, ensure that a 64-bit DSN has been created. This step is not necessary if using

the local PostgreSQL database.

3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.
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5. Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows

Viware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.
vSphere Client
For a list of information you need to install this cor see the i fion checklist
vSphere Update Manager hitp-/iwww vmware com/

Server

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

6. Click Next.
7. Accept the license agreements.
8. Under External Deployment, select vCenter Server. Click Next.

"y
B

Select deployment type
Select the component to deploy.

vCenter Server 6.0.0 requires a Platform Services Controller, which contains shared services such as vCenter Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same Windows Host as
vCenter Server. An external Platform Services Controllers is deployed in a separate Windows Host. For smaller installations,
consider vCenter Server with an embedded Platform Services C ller. For larger installations with multiple vCenter Servers,
consider one or more Platform Services Controllers. Refer to product documentation for more information.

Note: Once you deploy vCenter Server, you can only change from an embedded to an external Platform Services Controller with a
fresh install.

—_—
Embedded Deployment VM or Host
e b
| Platform Services
O vCenter Server and Embedded Platform Services Controller | Controller |
G i
| vCenter Server |
_ J
_______
External Deployment — _VMorHost
(" Platform Services |
O Platform Services Controller | Controller |
vCenter Server
VM or Host VM or Host
previously installed Platform Services Controlleris | N O 3
required | vCenter Server I | vCenter Server |
________ = E————
[ <Back | [ mext> | [ cancel

9. Verify that the FQDN is correct and click Next.

10. Enter the external Platform Services Controller FQDN and vCenter Single Sign-On password. Click Enter.
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vCenter Single Sign-On registration
Connect vCenter Server to a vCenter Single Sign-On domain in an existing Platform Services Controller.

Platform Services Controller FQDN or IP address: |psc010.vmware.local
Note: This is the external Platform Services Controller with the vCenter Single Sign-On you want to register with.

vCenter Single Sign-On HTTPS port: |443
vCenter Single Sign-On user name: |administrator
vCenter Single Sign-On password: || escsseed

<Back | | Ne)d>hj [ cancel

11. Click OK to accept the certificate.

Certificate Validation
Please confirm that the certificate provided by the remote server matches

the expected certificate. Select OK if you approve it, otherwise select
Cancel.

psc010.vmware.local

Issuer: CA
Valid From: 1/12/2015 to 1/5/2025

Click here to view certificate
properties

OKQJ

12. Select Use Windows Local System Account or enter the service account user name and password.
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vCenter Server Service Account
Enter the vCenter Server service account information.

By default, the vCenter Server instance runs in the Windows Local System account. To run in another administrative user account,
select the option to specify a user service account and provide the account credentials. The user service account must be granted
the 'Log on as a service' privilege.

O use Windows Local System Account
Note: I you select this option, you cannot connect to an external database using Integrated Windows authentication.

@® Specify a user service account

Account user name: |vMWARE\svovCenter
Account password: I......"{

13. Select Use an embedded database (vPostgres) or Use an external database and enter the server’s
DSN Name. Click Next.

17

Database Settings
Configure the database for this depl

O Use an embedded database (vPostgres)
@® Use an external database

DSN Name: [veos v| [ Refresn

DB user name: [

DB password: I

The chosen DSN is configured to use Integrated Windows Authentication. SQL Server will use the credentials of the user
to verify authenticity.

14. Unless required, leave all ports at their defaults and click Next.
15. Unless required, leave the default paths for installation and click Next.

16. Review and then click Install.
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L5

Ready to install
Review your settings before starting the installation.
System Name: veenter010.vmware.local
Deployment type: vCenter Server with an external Platform Services Controller
vCenter Single Sign-On registration host: psc010.vmware.local
vCenter Single Sign-On user name: administrator
vCenter Single Sign-On domain: vsphere.local
vCenter Server service account: VMWARE\svcvcenter
Database type: embedded (vPostgres)
Installation directory: C:\Program Files\VMware\
Data directory: C:\ProgramData\VMware\
<gack | [ mnstal ﬂ [ cancel

vCenter Server Appliance Deployment

1. Mount the ISO image on a PC.

2. Open the vcsa folder and install the plug-in.

3. Inthe root of the ISO image, double-click the vcsa-setup.html file.
4

Wait until you are prompted to enable the client integration plug-in to run. Click Install.

vCenter- Server Appliance” 6.0

Inatall Upgrade

5. Accept the license agreement and click Next.

6. Enter atarget host, a user name, and a password on the host with root access.
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' [ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Connect to target server

AT DR Specify the ESXi host on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | w3-tm-hp380-010.vmware.local |
4 Select deployment type
User name:
5 Set up Single Sign-on | root | (i ]

6 Single Sign-on Site

Password: |nuuu| -~ [
7 Select appliance size

8 Select datastore A\ Before proceeding:

9 Configure database

. = Make sure the ESXi host is not in lock down mode or maintenance mode.
10 Network Settings

= When deploying to a vSphere Distril Switch (VDS), the i must be toan
portgroup. After deployment, it can be moved to a static or dynamic portgroup.

11 Ready to complete

Back Next | | Finsh || Cancel
7. Click Yes to accept the host’s certificate.
8. Enter Appliance name and the root password you want to assign. Click Next.

[ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement  Set up virtual machine
+ 2 Connecttotarget server Specify virtual machine settings for the vCenter Server Appliance to be deployed

3 Set up virtual machine )
Appliance name:

[ veenter011 ‘ (i ]
4 Select deployment type
R OS user name: root
6 Single Sign-on Site
7 Select appliance size OS password: [ ‘ i)
8 Select datastore
Confirm OS password: I - I

9 Configure database

10 Network Settings
11 Ready to complete

l Back H Nexte““ Finish || Cancel ]

9. Under External Platform Services Controller, select Install vCenter Server. Click Next.
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'ﬂ'vuwucmsmummnmm
—

+ 1 End User License Agreement Select deployment type
+ 2 Connect o target server Selectthe services to deploy onto this appliance.

v 3 Setup virtual machine vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same
Appliance VM as vCenter Server. An external Platform Services Controller is deployed in a separate Appliance VM
5 Configure Single Sign-On For smaller installations, consider vCenter Server with an embedded Platform Services Controller. For larger
N B installations with multiple vCenter Servers, consider one or more external Platform Services Controllers. Refer to the
6 Select appliance size vCenter Server ion for more i ion.

Lt b Note: Once you install vCenter Server, you can only change from an embedded to an external Platiorm Services
8 Configure database Controller with a fresh install

9 Network Settings

0] Rendy 1o comicie Embedded Platform Services Controller

O

() Install vCenter Server with an Embedded
Platform Services Controller

External Platform Services Controller

(O Install Platform Services Controller

%I;\stall vCenter Server (Requires External
jorm Services Controller)

[ Back || mNew || Fmsh || cance |

10. Enter the external Platform Services Controller FQDN and vCenter SSO password. Click Next.

[ VMware vCenter Server Appliance Deployment
I

+ 1 End User License Agreement  Configure Single Sign-On (SSO)
ConnectvCenter Server to a SSO domain in an existing platform services controller. An SSO configuration cannot

o 2 TR R be changed after deployment.

v 3 Setupvirtual

v 4 Select deployment type Platform Services Controller psc011.vmware local
5 Configure Single Sig FQDN or IP address:

6 Select appliance size

vCenter SSO User name: administrator
7 Select datastore
8 Configure database vCenter SSO password: [rre— ‘
9 Network Settings
vCenter Single Sign-On 443
10 Ready to complete HTTPS Port ‘ ‘

l Back H Ne’“.ﬂv“ Finish H Cancel
v

11. Select Appliance size from the drop-down list. Click Next.
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+ 1 End User License Agreement Select appliance size
+ 2 Connecttotarget server Specify a deployment size for the new appliance

+ 3 Setup virtual machine Aol )
lance size: .
+ 4 Select deployment type R Tiny (up to 20 hosts, 400 VMs)

+ 5 Setup Single Sign-on Tiny (up fo 20 hosts, 400 VMs)

Small (up to 150 hosts, 3,000 VMs)
Medium (up to 300 hosts, 6,000 VMs)
Large (up to 1000 hosts, 10,000 VMs)

6 Select appliance size

7 Select datastore

Description
8 Configure database

This will deploy a Tiny VM configured with 2 vCPUs and 8 GB of memory and requires 120 GB of disk space.

9 Network Settings This option contains vCenter Server with an embedded Platiorm Services Controller.

10 Ready to complete

| Back |[ e || Fmisn || cancel

12. Select datastore to deploy the appliance on. Click Next.

ﬂ' VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select datastore
2 Connectto target server Select the storage location for this deployment

+ 3 Setup virtual machine

o T T The following datastores are Selectthe 1 for the virtual machine configuration files

and all of the virtual disks.
+ 5 Setup Single Sign-on

+ 6 Selectappliance size

Name Type Capacity Free
7 Select datastore

8 Configure database RDM Mappings  VMFS 475GB 225GB

9 Network Settings NFSMGMTO01 NFS 500 GB 331GB

10 Ready to complete NFSMGMT02 | NFS 500 GB 306.96 GB

P Thin Provisioning
25GB true
169 GB true
238.13GB true

[ Enable Thin Disk Mode @

| Back || Next_?"“ Finish | | cancel |

13. Select Use an embedded database (vPostgres), which is recommended, or Use Oracle database.

Click Next.
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g VMware vCenter Server Appliance Deployment

+ 1 End User License Ag Config
2 Connect totarget server Configure the database for this deployment

+ 3 Setup virtual machine
+ 4 Select deployment type
+ 5 Setup Single Sign-on
+ 6 Selectappliance size
+ 7 Select datastore

8 Configure database

9 Network Settings

(®) Use an embedded database (vPostgres)
() Use Oracle database

10 Ready to complete

| Back |[ weu _{l,\ Finish | [ cancel

14. Enter Network settings and click Next.

NOTE: The FQDN or IP address entered here must be resolvable by the DNS server specified or the deployment
will fail.

'S' VMware vCenter Server Appliance Deployment
—

+ 1 End User License Agreement

+ 2 Connect to target server Network type: | — .
+ 3 Setup virtual machine
4 Selectde ment
v ployment type Network address: [ 10.155.168.89 |
+ 5 Configure Single Sign-On
+ 6 Select appliance size
T R System name [FQDN or IP | veenter011.vmware.local | (i )

address]:

+ 8 Configure database

9 Network Settings Subnet mask: | 255.255.255.0 |

10 Ready to complete

Network gateway: [ 10.155.168.253 |

Network DNS Servers [10.155.168.60 |
separated by comas

Configure time sync: () Synchronize appliance time with ESXi host

(*) Use NTP servers (Separated by commas)
[10.47.01.101702

[ Enable ssh

A Before proceeding make sure there is time synchronization between ESXi host and the NTP servers. If not,
deployment will fail. bt

[ Back Il Nexth Finish |[ Cancel
CUL

15. Review and click Finish.
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[ vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Ready to complete
2 Connecttotarget server Please review your settings before starting the installation.

+ 3 Setup virtual machine ESXi server info: w3-tm-hp380-010.vmware.local
+ 4 Select deployment type Name: veenter011
Installation type: Install

+ 5 Configure Single Sign-On

« 6 Select appliance size Deployment type: vf:emer Server
Deployment Tiny (up to 20 hosts, 400 VMs)
+ 7 Select datastore configuration:
+ 8 Configure database Datastore: NFSMGMT02
+ 9 Network Settings Disk mode: thin
10 Ready to complete Network mapping: Network 1 to VM Network
IP allocation: IPv4 , static
Time synchronization: 10.17.0.1,10.17.0.2
D :
Properties: SSH enabled = true

SS0O User name = administrator

Single Sign-On instance IP = psc011.vmware.local
SSO Domain name = vsphere.local

Network 1 IP address = 10.155.168.89

Host Name = vcenter011.vmware.local

Network 1 netmask = 255.255.255.0

Default gateway = 10.155.168.253

DNS =10.155.168.60

[ Back || neat |[ Fnisngmj | cancel

Upgrade External vCenter Single Sign-On

1. Back up the vCenter Single Sign-On and vCenter Server machines.
Log in to the vCenter Single Sign-On machine.
Mount the vCenter Server 6.0 ISO image.

If autorun does not start, execute autorun.exe.

SEEEE I

Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows
VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.

vSphere Client
For a list of information you need to install this comp t, see the il ion checklist
vSphere Update Manager hitp:/iwww.vmware.com/

Server

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit
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6. Click Next.
7. Accept the license agreements.
8. Enter the vCenter Single Sign-On password for the administrator@vsphere.local account. Click Next.

15

vCenter Single Sign-On Credentials
Enter your vCenter Single Sign-On 5.5 administrator credentials.

vCenter Single Sign-On user name: Iadministrator@vsphere.loca[

vCenter Single Sign-On p: d: || |

Running pre-upgrade checks. This could take a few minutes...
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10. Accept the default ports and click Next.

Configure Ports
Configure network settings and ports for this deployment.

Common Ports
HTTP Port: ISO—
HTTPS Port: [aa3
Syslog Service Port: W
Syslog Service TLS Port: [1514
Platform Services Controller Ports
Secure Token Service Port: W

o Some ports are not configurable. To proceed, make the following ports available:
88, 389, 636, 2012, 2014, 2020, 7080, 11711, and 11712

< Back Next > n Cancel

11. Select your installation path or take the defaults. Click Next.

Destination Directory
Select the ge location for this

Install Platform Services Controller to:

C:\Program Files\VMware\

Store data for Platform Services Controller in:

C:\ProgramData\VMware\

Export your 5.X data to:

C:\ProgramData\VMware\vCenterServer\export\

Note: During the upgrade, 5.x data will be stored in this directory, and then migrated to the 6.0.0 deployment. Data exported to
this directory will not be cl d up by the installer. this directory and its contents after the upgrade completes.
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12. Check I verify that | have backed up this vCenter Single Sign-On machine. Click Upgrade.

Ready to upgrade
Confirm the settings below and dick Upgrade.

Deployment type: Platform Services Controller

vCenter Single Sign-On replication host: sso02.vmware.local

vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

vCenter Single Sign-On site name: Palo Alto

Installation directory: C:\Program Files\VMware\

Data directory: C:\ProgramData\VMware\

Upgrade export directory: C:\ProgramData\VMware\vCenterServer\export\

Iﬂ verify that I have backed up this vCenter Single Sign-On machine.

13. Click Finish.

14. Log in to the vCenter Server you want to upgrade.
15. Mount the vCenter Server 6.0 ISO image.

16. If autorun does not start, execute autorun.exe.

17. Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows

vCente er for Windows Viware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.
vSphere Client
For a list of information you need to install this comp see the i ion checklist
vSphere Update Manager hittp:/Awww.vmware.com/

Server

Prerequisites:

Download Service None

VMware vCenter Support Tools

vSphere Authentication Proxy

Explore Media Exit

18. Click Next.

19. Accept the license agreements.
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20. Enter the vCenter Server password for the administrator@vsphere.local account and the
Account password for the service account (if applicable). Click Next.

L
15

vCenter Server Credentials
Enter your vCenter Server 5.5 administrator credentials.

vCenter Server user name: [administrator@vsphere.local

vCenter Server password: ||........

The installer has detected that the vCenter Server service is running under the following service account. Enter the
credentials for this service account.:

Account user name: |VMWARE\mcenter

Account password: II sssssses

Running pre-upgrade checks. This could take a few minutes...

22. Enter the vCenter Single Sign-On password for the administrator@vsphere.local account. Click Next.

vCenter Single Sign-On registration
Connect vCenter Server to a vCenter Single Sign-On domain in an existing Platform Services Controller.

Platform Services Controller FQDN or IP address: Isu.vmware.local
Note: This is the external Platform Services Controller with the vCenter Single Sign-On you want to register with.

vCenter Single Sign-On HTTPS port: |443
vCenter Single Sign-On user name: Jadministrator
vCenter Single Sign-On password: I...."..I
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23. Click OK to accept the certificate.

Certificate Validation

Please confirm that the certificate provided by the remote server matches
the expected certificate. Select OK if you approve it, otherwise select

Cancel.
VMWareDirectoryService d...
Issuer: CA, CN=ss002,
dc=vsphere dc=local
Valid From: 12/18/2014 to 12/15/2024
Click here to view certificate
properties
| ok || Concel |

24. Accept the default ports and click Next.

]
IS

Configure Ports

Configure network settings and ports for this deployment.

Common Ports
HTTP Port: [0
HTTPS Port: Eanl

Syslog Service Port:

Syslog Service TLS Port:
vCenter Server Ports

Auto Deploy Management Port:

Auto Deploy Service Port:

ESXi Dump Collector Port:

[
-
'y

ESXi Heartbeat Port:

(<]

SRELE

vSphere Web Client Port:

o Some ports are not configurable. To proceed, make the following ports available:
2020
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25. Accept or change the installation paths as necessary. Click Next.

Destination Directory
Select the storage location for this deployment.

Install vCenter Server with an external Platform Services Controller to:
C:\Program Files\VMware\ Change..

Store data for vCenter Server with an external Platform Services Controller in:

C:\ProgramData\VMware\

Export your 5.X data to:

C:\ProgramData\VMware\vCenterServer\export\

Note: During the upgrade, 5.x data will be stored in this directory, and then migrated to the 6.0.0 deployment. Data exported to
this directory will not be cl d up by the installer. this directory and its contents after the upgrade completes.

26. Check the box to verify that you have backed up the vCenter Server and its database. Click Upgrade.

Ready to upgrade
Confirm the settings below and click Upgrade.

Deployment type: vCenter Server with an external Platform Services Controller
vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

Installation directory: C:\Program Files\VMware\

Data directory: C:\ProgramData\VMware\

Upgrade export directory: C:\ProgramData\VMware\vCenterServer\export\

€ vMware vCenter Server will be in evaluation mode after the upgrade.

Activate vCenter Server through the vSphere Web Client within 60 days after the upgrade. When the evaluation period of the
vCenter Server expires, all hosts will be disconnected from this vCenter Server.

[V 1 verify that I have backed up this vCenter Server machine and the database server pointed by the 'vcenter001' DSN.

<Back | | upgrade | | cancel
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27. When completed, click Finish.

Setup Completed
Your vCenter Server 5.5 is upgraded to version 6.0.0.
o Post upgrade step(s):

1. vCenter Server is upgraded and is now in evaluation mode. Activate vCenter
Server by using the vSphere Web Client within 60 days. When the evaluation
period of this vCenter Server expires, all hosts will be disconnected from this
vCenter Server.

2. Data exported to C:\ProgramData\VMware\vCenterServer\export) directory is
not cleaned up by the installer. Verify that the upgraded vCenter Server works
correctly and remove the directory and its contents.

3. Use the vSphere Web Client to manage vCenter Server. Log in with the vCenter

Single Sign-On administrator account admii phere.local.
VMware web
vCenter Server 6.0 :
< Back \ | Finish | { Cancel

Fresh vCenter Single Sign-On High Availability Deployment

Windows Deployment
1. Complete steps 1-12 in the “Fresh External Platform Services Controller Deployment” section.

2. Login to the second Windows Server to become a Platform Services Controller.
3. Mount the vCenter Server 6.0 ISO image.

4. If autorun does not start, execute autorun.exe.

5

Select vCenter Server for Windows and click Install.

vmware vSphere’

VMware vCenter Server vCenter Server for Windows

e VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.
vSphere Client
For a list of information you need to install this component, see the installation checklist
vSphere Update Manager hittp:/Awww.vmware.com/

Server

Prerequisites:
None

Download Service
VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

6. Click Next.
7. Accept the license agreements.

8. Under External Deployment, select Platform Services Controller. Click Next.
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Select deployment type

Select the component to deploy.
vCenter Server 6.0.0 requires a Platform Services Controller, which contains shared services such as vCenter Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same Windows Host as
vCenter Server. An external Platform Services Controllers is deployed in a separate Windows Host. For smaller installations,
consider vCenter Server with an embedded Platform Services C ller. For larger installations with multiple vCenter Servers,
consider one or more Platform Services Controllers. Refer to product documentation for more information.
Note: Once you deploy vCenter Server, you can only change from an embedded to an external Platform Services Controller with a
fresh install.
Embedded Deployment VM or Host

f————————

| Platform Services M
O vCenter Server and Embedded Platform Services Controller | Controller |

(- T T T T N

| vCenter Server }

l iiiiiiii -~
External Deployment __VMorHost

|/ Platform Services )
@® Platform Services Controller | Controller |
O vCenter Server

VM or Host VM or Host
A previously installed Platform Services Controller is (T (a——
required | vCenter Server I | vCenter Server ]‘
__ \ ——
< Back || Next>{i| Cancel

9. Verify the System Name and click Next.

15
System Network Name
Configure the name of this system.

Enter the system name to use for managing the local system. The system name will be encoded in the SSL certificate of the
system so that the p can i with each other by using this name. Enter the system name as a fully-qualified
domain name (FQDN). If DNS is not available, you can provide a static IPv4 address. IPv6 is supported only by using a name.

System Name: psc002.vmware.local

o Note: The System Network Name cannot be changed after deployment.

|<Back||Nen>,‘||Cnncel
X
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10. Select Join a vCenter Single Sign-On domain and enter the FRDN and password. Click Next.

vCenter Single Sign-On Configuration
Create or join a vCenter Single Sign-On domain.

(O Create a new vCenter Single Sign-On domain

Domain mame: lvsphere.local

wCentar Single Sign-On user name: [administrator

wCanter Sngle Sign-0n passwond: “ ‘

Canfirm passwand: “ ‘

Site mame: [pefautt-First-site

@® Join a vCenter Single Sign-On domain

Platform Services Controller FQDN or IP address: Ipscool.vmware.IOCal
vCenter Single Sign-On HTTPS port: |443

vCenter Single Sign-On user name: ladministrator
vCenter Single Sign-On password: || Y

e Note: vCenter Single Sign-On configuration cannot be changed after deployment.

I<Back||nm>d|c,me|

11. Click OK to accept the certificate from the Platform Services Controller.

Certificate Validation
Please confirm that the certificate provided by the remote server matches

the expected certificate, Select OK if you approve it, otherwise select
Cancel.

psc001.vmware.local

Issuer: CA
Valid From: 1/12/2015 to 1/5/2025

Click here to view certificate
properties
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12. Select Join an existing site and enter the site. Click Next.

vCenter Single Sign-On Site
Create or join a vCenter Single Sign-On site.

Select an option to join an existing site or create a new site for this Platform Services Controller. For an existing site, VMware
recommends a maximum of eight Platform Services Controllers per site. The site selection cannot be changed after install.

I Houston v

@® Join an existing site
Select this option for high availability at a single site.

O Create a new site |
Select this option for a multi-site deployment.

<Back | | Nexl>hj [ cancel

13. Accept the default ports and click Next.

|
3

Configure Ports
Configure network settings and ports for this deployment.

Common Ports
HTTP Port:
HTTPS Port:
Syslog Service Port: 14
Syslog Service TLS Port:

Platform Services Controller Ports

AR RN

Secure Token Service Port:

o Some ports are not configurable. To proceed, make the following ports available:
88, 389, 636, 2012, 2014, 2020, 7080, 11711, and 11712

<Back | | uext>[$| Cancel
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14. Accept or change the installation paths as necessary. Click Next.

ol
137

Destination Directory
Select the storage location for this deployment.

Deployment Guide

Install Platform Services Controller to:
C:\Program Files\VMware\

Store data for Platform Services Controller in:
C:\ProgramData\VMware\

<Back||Nexl>

Cancel

15. Review and click Install.

)
I

Ready to install
Review your settings before starting the installation.

System Name:

Deployment type:

vCenter Single Sign-On configuration:
vCenter Single Sign-0On replication host:
vCenter Single Sign-On user name:
vCenter Single Sign-On domain:
vCenter Single Sign-On site name:
Installation directory:

Data directory:

psc002.vmware.local

Platform Services Controller

Replicate with an existing vCenter Single Sign-On server
psc001.vmware.local

administrator

vsphere.local

Houston

C:\Program Files\VMware\

C:\ProgramData\VMware\

<Back | | Inslnllw [ cancel
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16. Log back in to the first Platform Services Controller.

17. Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server
product download page.

18. Extract the vCenter Single Sign-On high availability scripts to c:\sso-ha.
19. Open a command prompt.
20. Add Python to your path by typing:

PATH=%PATH%; SVMWARE PYTHON_ HOMES%

= Administrator: CAWindows\ 2\cmd.exe [= o =

Files\UMware\vCenter Server\python"

s\administrator.UMWARE>

21. Change directories to c:\sso-ha.
22. Run:

python gen-lb-cert.py --primary-node --lb-fgdn=IloadbalancerFQDN

where loadbalancerFQDN is the FQDN of the load balancer’s virtual IP (VIP) used for load-balancing the
Platform Services Controllers.

Administrator: C\Windows\system32\cmd.exe

:\sso—ha>python gen—lb—cert.py —primary—node ——lb—fgdn=pscBlB.vmvare.local

Initialization complete

executing certTool command

executing certTool command

sing config file : C:\Program Files\UMware\vCenter Server\umcad\certool.cfg
: Success

[Executing openssl command
’screen’ into random state — done
[Executing openssl command
writing RSA key
if yi hostname .txt
server.xml
ing StopService all
:Service: licenseService, Action: stop
:Service: vmwareServiceControlAgent, Action
:Service: UMwareComponentManager, Action:
:Service: rhttpproxy,. Action: stop
:Service: UMwareSTS, Action: op
:Service: UMuwareldentityMgmtService, Action:
:Service: UMWareCertificateService, Action: stop
:Service: UMUareDirectoryService, Action: stop
:Service: UMWareAfdService, Action:
:Service: vmware—cis—config, Action
StartService ——al
:Service: vmuare—c config.
:Service: UMWareAfdService.,
:Service: rhttpproxy, Action:
:Service: UMlWareDirectoryService, Action: start
:Service: UMWareCertificateService, Action
:Service: UMuwareldentityMgmtService, Action
:Service: UMwareSIS. Action: s t
:Service: UMwareComponentManager, Action: start
:Service: licenseService,. Action: start
Service: vmuwareServiceControlAgent, Action: start
opy the contents of the c:\ha to the other nodes
Please copy the pl2 file into the F5 loadhalancer
Please copy the lb_rsa.key file and lb.crt file into the Netscaler loadbhalancer

:\sso—ha>_

23. Set up your load balancer to balance between the two or more Platform Services Controllers on
ports 443, 2012, 2014, 2020, 389, and 636.

a. An SSL certificate (generated earlier and stored in c:\ha) is required for port 443 only.
b. For configuration steps for the F5 BIG-IP, see the appendix in this document.

24. Create a forward and reverse DNS entry for the VIP created to load balance the Platform Services
Controller traffic.

25. Log in to the second Platform Services Controller.
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26. Copy the sso-ha and ha folder from the first Platform Services Controller into the c: drive.

27. Copy C:\ProgramData\VMware\vCenterServer\cfg\sso\keys from the first Platform Services Controller to
c:\ha\keys.

28. Open a command prompt.
29. Add Python to your path by typing:

PATH=%PATH%; SVMWARE PYTHON_ HOMES%

Administrator: CAWindows\ 2\cmd.exe [= o=
3.96001

1 rights re

C:\Users\administrator .UMWARE>PATH=xPATHZ; "c:\Program Files\UMware\vCenter Server\python"

:\Users\administrator.UMWARE>

30. Change directories to c:\sso-ha.
31. Run:

python gen-lb-cert.py --secondary-node --lb-fgdn=loadbalancerFQDN --lb-cert-

folder=C:\ha --sso-serversign-folder=c:\ha\keys\

where /oadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing the
Platform Services Controllers.

g
>
o

2

stem32\cmd.exe =

ers\adninistrator.UMUARE>pat} \Progran Files\UMuare\uCenter Server\python"

thon gen p secondary-node ——1b—fqdn=pscB18.unuare.local ——lb-cert—folder=c:\ha ——sso-serversign—folder

ion conmplete

e make sure that you have copied the contents from HA folder in Node 1 into

A folder in the local node

e Make that you have copied the ssoserverSign.* files and ssoServerRoot.crt file from node 1
to c tinue.

config,

config,

32. Repeat steps 26-32 for any additional Platform Services Controllers.
33. On one Platform Services Controller, update the endpoint URL by running:

python lstoolHA.py --hostname=FQDNofLocalMachine --lb-fgdn=loadbalancerFQDN --lb-cert-
folder=C:\ha --user=Administrator@SSODomain --password="password”

where FQDNofLocalMachine is the FQDN of the machine where the script is being run, loadbalancerFQDN is
the FQDN of the load balancer’s VIP used for load balancing the Platform Services Controllers, SSODomain
is the vCenter Single Sign-On domain (by default vsphere.local), and password is the password for the
vCenter Single Sign-On administrator. The password parameter is optional; if not specified, you will be
prompted for it.
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= Administrator: C:\Windows\system32\cmd.exe

gram Files\UMuare\uCenter § >ython"

node ——lb—fgdn=pscB1@.umuare.local —lb—cert—folder=c:\ha —— ign—folder|

itents from HA folder in Node 1 into

verSign.* files and ssoServerRoot.crt file from node 1

34. Follow the steps to install a new external vCenter Server. When asked for the Platform Services Controller,
enter the FQDN of the load balancer’s VIP.

vCenter Server Appliance Deployment
1. Complete steps 1-14 in the “Fresh External Platform Services Controller Deployment” section.

2. Click Install to start the installation for the second Platform Services Controller.

vCenter- Server Appliance” 6.0

3. Accept the license agreement and click Next.

4. Enter atarget host and a User name and Password on the host with root access.
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' [ vMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Connect to target server

AT DR Specify the ESXi host on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | w3-tm-hp380-010.vmware.local |

4 Select deployment type

5 Set up Single Sign-on User name: | root | (i ]
6 Single Sign-on Site Bt

- - |
7 Select appliance size

8 Select datastore A\ Before proceeding:

9 Configure database

. = Make sure the ESXi host is not in lock down mode or maintenance mode.
10 Network Settings

= When deploying to a vSphere Distril Switch (VDS), the i must be toan
portgroup. After deployment, it can be moved to a static or dynamic portgroup.

11 Ready to complete

Back Next | | Finsh || Cancel
5. Click Yes to accept the host’s certificate.
6. Enter an Appliance name and the root password you want to assign. Click Next.

gm:evcms«vumwm

+ 1 End User License Agreement Set up virtual machine

« 2 Connect o target server Specify virtual machine settings for the vCenter Server Appliance to be deployed.

3 Setup ual machine

Appliance name: pscO3.vmware local | o
4 Select deployment type
5 Set up Single Sign-on 0S user name: root
6 Single Sign-on Site
7 Select appliance size 0OS password: sosennen | (i )
8 Select datastore

Confirm OS password: | e |

9 Configure database
10 Network Settings

11 Ready to complete

Back Next l Finish l Cancel

TECHNICAL WHITE PAPER / 61



VMware vCenter Server 6.0
Deployment Guide

7. Under External Platform Services Controller, select Install Platform Services Controller. Click Next.

E VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select deployment type

+ 2 Connect to target server Select the services to deploy onto this appliance.
+ 3 Setup virtual machine vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single Sign-On,
4 Select deployment type Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same
Appliance VM as vCenter Server. An external Platiorm Services Controller is deployed in a separate Appliance VM.
5 Set up Single Sign-on For smaller installations, consider vCenter Server with an embedded Platform Services Controller. For larger

installations with multiple vCenter Servers, consider one or more external Platform Services Controllers. Refer to the

6 Single Sipm.on Site vCenter Server documentation for more information.

7 Select appliance size Note: Once you install vCenter Server, you can only change from an embedded to an external Platiorm Services
8 Select datastore Controller with a fresh install.
9 Network Settings
Embedded Platform Services Controller - rETe—
10 Ready to complete VM or Host

O Install vCenter Server with an Embedded
Platform Services Controller

External Platform Services Controller

@ Install Platform Services Controller

O Install vCenter Server (Requires External
Platform Services Controller)

[ Back H Next H Finish H Cancel

8. Select Join an SSO domain and enter the FQDN and password. Click Next.

gmmmmmw

+ 1 End User License Agreement Set up Single Sign-on (SSO)
+ 2 Connectto target server Create or join a SSO domain. An SSO configuration cannot be changed after deployment.

+ 3 Setup virtual machine
4 Select deployment type

(O Create a new SSO domain
(*) Join an SSO domain in an existing vCenter 6.0 platiorm services controller

6 Single Sign-on Site Platform Services Controller psc01.vmware.local
FQDN or IP address:

7 Select appliance size

8 Select datastore vCenter SSO User name: administrator

9 Network Settings

20| ety 16 comiiets vCenter SSO Password: | p— |
Port: ‘ 443 |

A Before proceeding make sure to type the correct site name that you want to join. Typing in the wrong site
name will create a new site.

| Back || nNext || Fmsn || cancel
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9. Select Join an existing site. Choose the site and click Next.

[ VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Single Sign-on Site

2 Connect to target server Create or join a vCenter Single Sign-on site.
+ 3 Setup virtual machine
+ 4 Select deployment type
+ 5 Setup Single Sign-on

6 Single Sign-on Site ;r;olrs.r;g $SS0 Site name from Palo-Alto

@ i e
(=) Join an existing site
() Create a new site

7 Select appliance size

8 Select datastore
9 Network Settings
10 Ready to complete

| Back |[ mext || rFinisn || cancel

d

10. Click Next. There is only one appliance size for the Platform Services Controller.

[ VMware vCenter Server Appliance Deployment
|

+ 1 End User License Agreement Select appliance size
2 Connect to target server Specify a deployment size for the new appliance
+ 3 Setup virtual machine

Appliance size: Platform Services Controller
+ 4 Select deployment type
+ 5 Setup Single Sign-on
7 Select datastore Description
8 Network Settings This will deploy an external Platform Services Controller VM with 2 vCPU and 2GB of memory and requires 30

GB of disk space.
9 Ready to complete

Back II Next H Finish H Cancel

TECHNICAL WHITE PAPER / 63



VMware vCenter Server 6.0
Deployment Guide

11. Select a datastore to deploy the appliance on and click Next.

'ﬂ' VMware vCenter Server Appliance Deployment
I

+ 1 End User License Agreement Select datastore
2 Connect to target server Select the storage location for this deployment

+ 3 Setup virtual machine

The following datastores are accessible. Select the destination datastore for the virtual machine configuration files
A BB LI and all ofthe virtual disks
+ 5 Setup Single Sign-on

+ 6 Select appliance size

Name Type Capacity Free isi Thin isioning
7 Select datastore
rE—— RDM Mappings  VMFS 475GB 22568 2568 true
9 Network Settings NFSMGMTO1  NFS 500 GB 33168 169 GB true
AEADET IR NFSMGMT02  NFS 500 GB 306.96 GB 238.13GB true

[ Enable Thin Disk Mode @

| Back || Nexl_lh“ Finish | [ cancel
3

12. Enter Network Settings and click Next.

NOTE: The FQDN and IP addresses entered here must be resolvable by the DNS server specified or the
deployment will fail.

g VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement 006 a network:

‘ VM Network v | (i ] =
+ 2 Connectto target server
+ 3 Setup virtual machine _
e et iy D IP address family: l 1Pvd v |
+ 5 Setup Single Sign-on
+ 6 Single Sign-on Site Network type: l static v
+ 7 Selectappliance size
R EiSaachiialanbn Network address: [ 10.155.168.74 I
9 Network Settings
10 Ready to complete System name [FQDN or IP [ psco3.vmware local | @
address]:
Subnet mask: [255.255.255.0 |
Network gateway: [10.155.168.253 |
Network DNS Servers ‘ 10.155.168.60 |

separated by comas

Configure ime sync: © Synchronize appliance time with ESXi host

(#) Use NTP servers (Separated by commas)
10.17.01,1017.02 |

| Back |[ Neu 4"1,\ Finish | [ Cancel

13. Review and click Finish.
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'ﬂ' VMware vCenter Server Appliance Deployment
i

+ 1 End User License Agreement Ready to complete
2 Connect to target server Please review your settings before starting the installation.

+ 3 Setup virtual machine ESXi server info: w3-tm-hp380-011.vmware.local
+ 4 Select deployment type Name: psc03.vmware.local
+ 5 Setup Single Sign-on Installation type: Install
6 Single Sign-on Site Deployment type: Platform Services Controller
N ~ Datastore: NFSMGMTO1

+ 7 Selectappliance size T thin
v 8 Select datastore Network mapping: ~ Network 1 to VM Network
+ 9 Network Settings IP allocation: IPv4 | static

Time synchronization: 10.17.0.1,10.17.0.2

Properties: SSH enabled = true

SS0 User name = administrator

Single Sign-On instance IP = psc01.vmware.local
S50 Domain name = vsphere.local

SS0 Site name = Palo-Alto

Network 1P address = 10.155.168.74

Host Name = psc03.vmware.local

Network 1 netmask = 255.255.255.0

Default gateway = 10.155.168.253

DNS =10.155.168.60

[ Back || wnem | Finish‘““l[ Cancel
Ay

14. Connect to the first Platform Services Controller via SSH.
15. Type:

shell.set --enabled True

16. Type:

shell

17. Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server
product download page.

18. Extract the vCenter Single Sign-On high availability scripts to /sso-ha.

19. Change directories to /sso-ha.

20. Run:

python gen-lb-cert.py --primary-node --lb-fgdn=loadbalancerFQDN

where loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing the
Platform Services Controllers.
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21. Set up your load balancer to balance between the two or more Platform Services Controllers on
ports 443, 2012, 2014, 2020, 389, and 636.

a. An SSL certificate (generated earlier) is required for port 443 only.
b. For configuration steps for the F5 BIG-IP, see the appendix in this document.

22. Create a forward and reverse DNS entry for the VIP created to load-balance the Platform Services
Controller traffic.

23. Connect to the second Platform Services Controller via SSH.

24. Copy the /sso-ha and /ha folder from the first Platform Services Controller.

25. Copy /etc/vmware-sso/keys/ from the first Platform Services Controller to /ha/keys.
26. Change directories to /sso-ha.

27. Run:

python gen-lb-cert.py --secondary-node --lb-fgdn=loadbalancerFQODN --lb-cert-folder=/ha
--sso-serversign-folder=/ha/keys

where loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing the
Platform Services Controllers.
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28. Repeat steps 24-28 for any additional Platform Services Controllers.
29. On one Platform Services Controller, update the endpoint URL by running:

python lstoolHA.py --hostname=FQDNofLocalMachine --1b-fgdn=loadbalancerFQODN --1lb-cert-

folder=/ha --user=Administrator@SSODomain --password=password

where FQDNofLocalMachine is the FQDN of the machine where the script is being run, loadbalancerFQDN
is the FQDN of the load balancer’s VIP used for load-balancing the Platform Services Controllers,
SSODomain is the vCenter Single Sign-On domain (by default, vsphere.local), and password is the
password for the vCenter Single Sign-On administrator. The password parameter is optional; if not
specified, you will be prompted for it.

30. Follow the steps to install a new external vCenter Server. When asked for the Platform Services Controller,
enter the FQDN of the load balancer VIP.
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Upgrade of vCenter Single Sign-On High Availability

Back up all vCenter Single Sign-On machines.

Log in to one of the vCenter Single Sign-On machines in your high availability configuration.

Add a host file entry that contains the local machine’s IP address and the FQDN of the load balancer’s VIP.
Mount the vCenter Server 6.0 ISO image.

If autorun does not start, execute autorun.exe.

o U A WP

Select vCenter Server for Windows and click Install.

vmware vSphere

VMware vCenter Server vCenter Server for Windows

vCenter Serv VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
VMware vCenter Desktop Client be shared among virtual machines in the entire datacenter.
vSphere Client
For a list of information you need to install this comp it seethei ion checklist
vSphere Update Manager hitp:/Awww.vmware.com/

Server

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

7. Click Next.
8. Accept the license agreements.

9. Enter the password for the administrator@vsphere.local account and click Next.
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vCenter Single Sign-On Credentials
Enter your vCenter Single Sign-On 5.5 administrator credentials.

vCenter Single Sign-On user name: |administrator@vsphere.local

vCenter Single Sign-On p d: || |

Running pre-upgrade checks. This could take a few minutes...

11. Review the ports and click Next.

Configure Ports
Configure network settings and ports for this deployment.

Common Ports
HTTP Port: [so
HTTPS Port: faas—
Syslog Service Port: [s1a
Syslog Service TLS Port: [1s14
Platform Services Controller Ports
Secure Token Service Port: [744a

o Some ports are not configurable. To proceed, make the following ports available:
88, 389, 636, 2012, 2014, 2020, 7080, 11711, and 11712

< Back Next > Dq Cancel

12. Choose your installation path or take the defaults. Click Next.
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Destination Directory
Select the storage location for this deployment.

Install Platform Services Controller to:

C:\Program Files\VMware\
Store data for Platform Services Controller in:

C:\ProgramData\VMware\
Export your 5.X data to:

C:\ProgramData\VMware\vCenterServer\export\

Note: During the upgrade, 5.x data will be stored in this directory, and then migrated to the 6.0.0 deployment. Data exported to
this directory will not be cleaned up by the installer. Remove this directory and its ¢ after the d

P9 P

13. Check I verify that | have backed up this Single Sign-On machine. Click Upgrade.

s

Ready to upgrade
Confirm the settings below and dick Upgrade.

Deployment type: Platform Services Controller
vCenter Single Sign-On replication host: sso02.vmware.local
vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

vCenter Single Sign-On site name: Palo Alto

Installation directory: C:\Program Files\VMware\
Data directory: C:\ProgramData\VMware\
Upgrade export directory: C:\ProgramData\VMware\vCenterServer\export\

Iﬂverifytha‘l I have backed up this vCenter Single Sign-On machine.

<Back||

Cancel

Par

14.
15.
16.
17.

18.
19.
20.

Click Finish.

Remove the host file entry that was added in step 3.

Repeat steps 2-15 on the remainder of the vCenter Single Sign-On machines.

Download the vCenter Single Sign-On high availability configuration scripts from the vCenter Server

product download page.

Extract the vCenter Single Sign-On high availability scripts to c:\sso-ha.

Create a folder named HA in the root of c:\.

Copy rui.crt, rui.pl2 from c:\certs\sso to c:\ha and Root64.cer from c:\certs to c:\ha.
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21. Rename rui.crt to Ib.crt, rui.pl2 to Ib.pl12, and Root64.cer to root.cer.
22. Open a command prompt.

23. Add Python to your path by typing:

PATH=%PATHS; $VMWARE PYTHON HOME$

= Administrator: C\Windows\system32\cmd.exe [ = [ = [

s [Uersion 6.3.96881
Corporation. All rights reserved.

administrator.UMUARE>PATH=%PATHZ;"c :\Program Files\UMware\vCenter Server\python"

administrator.UMUARE>

24. Change directories to c:\sso-ha.

25. Run:
python gen-lb-cert.py --upgrade --lb-fgdn=IloadbalancerFQDN --root-cert=c:\ha\root.cer

where /oadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing
vCenter Single Sign-On.

= Administrator: C\Windows\system32\cmd.exe ILIE-

Files\UMua

cert=c:\ha\root.cer

26. When prompted, enter the password for the administrator@vsphere.local account.
27. Repeat steps 17-26 on the remaining Platform Services Controllers.
28. On one Platform Services Controller in the site, run:

python lstoolHA.py --hostname=FQDNofLocalMachine --1b-fgdn=loadbalancerFQODN --1lb-cert-

folder=C:\ha --user=Administrator@vsphere.local --password="password”

where FQDNofLocalMachine is the FQDN of the Platform Services Controller the command is being run on,
loadbalancerFQDN is the FQDN of the load balancer’s VIP used for load-balancing vCenter Single Sign-0n,
and password is the password for the administrator@vsphere.local account. The password parameter is
optional; if not specified, you will be prompted for it.
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= Administrator: C:\Windows\system |_|£-
: %ML bean
n
- c i 0 - Umod1Cont
xt - C pes . impl.Unodl <t Inp1$Nonl
startup < 14 PST 2 h
xt Impl$NonValidatingC athimlAppl
onUalidatingClassPath¥nlApplicati

xt Impl$NonUalidat ing h¥nlfpplicat

n
onUalidatingCl ApplicationContext@Se

hy
ntextInpléNonlalidatingClassPath¥mlfpplicati
$ lidatingClassPath¥nlfppli Context

Loading XML b

nUalidating ath¥nlA
ClassPathimlApplicationC
hy
npl.AdninClientInpl — Client
momi.client.http.inpl.HttpConf igurationCompilerBases(
so.adnin.client.unoni.inpl.AbstractClien Client
resources from zip file path=
libsustClient.jar]
Util - Reading s from decoded zip file pat
C r]

ces/1stool/lib/ustCl
-inpl.Util - Reading 1 from zip file path=[/C:/Progran

1/1i 1
_Util e so from decoded zip file path=[
1 1 .
inpl.SanlTokenImpl — SA oke! » SubjectNameld [value=Adminis
ormat=http: hena * lains/UPN] successfu

NFO_ con.vmuar . t.inpl.SecurityTok

m. Unuar i i.client.htt mpl.Http
the connection monitor

29. Log in to the load balancer. In this example, we are using an F5 BIG-IP.

30. Create a pool for ports 443, 2012, 2014, 2020, 389, and 636. Set health monitors to use TCP and
Load Balancing Method to Round Robin.

When complete, the Pool List should look like this:

Local Traffic » Pools : Pool List
Pool List

Statistics

£ B

Search Create...

Status l 4« Name < Application l Members l + Partition / Path
O Q SS0 2 Common
® Q sso.vmware.local-2012 2 Common
B Qo sso.vmware.local-2014 2 Common
» Q ss0.vmware.local-2020 2 Common
O Q sso.vmware.local-389 2 Common
® Q sso.vmware.local-443 2 Common
® Q sso.vmware.local-636 2 Common

Delete...
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31. Create a virtual server using the same IP address as the original vCenter Single Sign-On high availability
virtual server for each of the new pools. Use TCP for each virtual server. Set Source Address Translation to
Auto Map and Default Persistence Profile to Source Address. Assign the client and server SSL profiles
created when setting up vCenter Single Sign-On high availability for vCenter Server 5.5 to port 443 only.
No other port requires a client or server SSL profile.

When complete, the Virtual Server List should look like this:

Local Traffic » Virtual Servers : Virtual Server List

Virtual Server List  Virtual A

E. 34

5l | Search Create...
v/ [~ status | « Name + Application | + Destination | + Service Port | < Type | Resources | = Partiion / Path
0O Q sso.vmware.local 10.155.168.100 7444 Standard Edit... Common
0 Q sso.vmware.local-2012 10.155.168.100 2012 Standard Edit... Common
0O Q sso.vmware.local-2014 10.155.168.100 2014 Standard Edit... Common
O Q sso.vmware.local-2020 10.155.168.100 2020 Standard Edit... Common
0O Q sso.vmware.local-389 10.155.168.100 389 Standard Edit... Common
O Q sso.vmware.local-443 10.155.168.100 443 (HTTPS) Standard Edit... Common
0O Q sso.vmware.local-636 10.155.168.100 636 Standard Edit... Common

Enable | Disable || Delete...

32. Edit the source_addr Persistence Policy and check the Match Across Services box.

e0e -IP® -
(§)BIG-IP® - bigip1.vmware | X

€ & C (X hitps//10.155.170.150/xul/ Did

L/T:d Statistics
(g e
General Properties
@ — Name source_addr
Partition / Path Common
() Local Traffic Persistence Type Source Address Affinity
Network Map
Configuration -
Virtual Servers Match Across Services [‘Enebleﬂ
Policies Match Across Virtual Servers aj
Profiles Match Across Pools O
iRules Hash Algorithm Default ¢ |
Pools Timeout seconds
Nodes
Mask
Monitors
Map Proxies Enabled
Traffic Class 0
Override Connection Limit )
Address Translation
Update
(033 Accateration

mm

33. View the Network Map and verify that all services are up (green).

For full configuration instructions of the F5 BIG-IP load balancer, see the appendix.
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® 00 /HoiciPe- bigptvmware | x L\ .
€ > C | (X htps/10.155.170.150/xui/ =

ONLINE (ACTIVE)

Standalone

Local Traffic » Network Map

[g) taeps
@m

Status  [“Any Staws ¢ |

Type | All Types $ Search

Search iRule Definition

Show Summary || Update Map

() Local Traffic Local Traffic Network Map
( Network Map @ sso.vmware.local @ sso.vmware.local-2020 @ sso.vmware.local-443
[ @ sso @ sso.vmware.local-2020 @ sso.vmware.local-443
Virtual Servers
@ 10.155.168.101:7444 @ 10.155.168.101:2020 @ 10.155.168.101:443
Policies @ 10.155.168.102:7444 @ 10.155.168.102:2020 @ 10.155.168.102:443
Profiles
@ sso.vmware.local-2012 @ sso.vmware.local-389 @ sso.vmware.local-636
iRules @ sso.vmware.local-2012 @ sso.vmware.local-389 @ sso.vmware.local-636
Pools @ 10.155.168.101:2012 @ 10.155.168.101:389 @ 10.155.168.101:636
Nod @ 10.155.168.102:2012 @ 10.155.168.102:389 @ 10.155.168.102:636
es
Monitors @ sso.vmware.local-2014
@ sso.vmware.local-2014
| Traffic Class
@ 10.155.168.101:2014
. Address Translation @ 10.155.168.102:2014
(723) Acceleration

=) Device Management
53) Network

34. Log in to the vCenter Server you want to upgrade.
35. Mount the vCenter Server 6.0 ISO image.
36. If autorun does not start, execute autorun.exe.

37. Select vCenter Server for Windows and click Install.

vmware vSphere

vCenter Server for Windows

VMware vCenter Server is a windows application that manages datacenter access control,
performance monitoring and configuration, and unifies resources from individual servers to
be shared among virtual machines in the entire datacenter.

VMware vCenter Server

VMware vCenter Desktop Client
vSphere Client
vSphere Update Manager

For a list of information you need to install this component, see the installation checklist
hitp/iwww.vmware.com/

Server .

Prerequisites:

Download Service None

VMware vCenter Support Tools
vSphere Authentication Proxy

Explore Media Exit

38. Click Next.
39. Accept the license agreements.

40. Enter the password for the administrator@vsphere.local account and the password for the
service account (if applicable). Click Next.
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vCenter Server Credentials
Enter your vCenter Server 5.5 administrator credentials.

vCenter Server user name: [administrator@vsphere.local

vCenter Server password: || sesssses

The installer has detected that the vCenter Server service is running under the following service account. Enter the
credentials for this service account.:

Account user name: |VMWARE\wcvcenter

Account password: II sssscess

Running pre-upgrade checks. This could take a few minutes...

47. Enter the password for the administrator@vsphere.local account. Click Next.

vCenter Single Sign-On registration
Connect vCenter Server to a vCenter Single Sign-On domain in an existing Platform Services Controller.

Platform Services Controller FQDN or IP address: |ssn.vmware.local
Note: This is the external Platform Services Controller with the vCenter Single Sign-On you want to register with.

vCenter Single Sign-On HTTPS port: |443
vCenter Single Sign-On user name: |adminisuator
vCenter Single Sign-On password: [eooenned|

43. Click OK to accept the certificate.
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Certificate Validation

Please confirm that the certificate provided by the remote server matches
the expected certificate. Select OK if you approve it, otherwise select
Cancel.

VMWareDirectoryService,d...

Issuer: CA, CN=ss002,
dc=vsphere dc=local

Valid From: 12/18/2014 to 12/15/2024

Click here to view certificate
properties

44, Accept the default ports and click Next.

]
15

Configure Ports

Configure network settings and ports for this deployment.

Common Ports
HTTP Port:
HTTPS Port:
Syslog Service Port:
Syslog Service TLS Port:
vCenter Server Ports
Auto Deploy Management Port:
Auto Deploy Service Port:
ESXi Dump Collector Port:
ESXi Heartbeat Port:

RN

vSphere Web Client Port:

o Some ports are not configurable. To proceed, make the following ports available:
2020

[ <Back | [ nmet> | [ cancel

45. Accept or change the installation paths as necessary. Click Next.
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Destination Directory
Select the storage location for this deployment.

Install vCenter Server with an external Platform Services Controller to:
C:\Program Files\VMware\ Change..

Store data for vCenter Server with an external Platform Services Controller in:

C:\ProgramData\VMware\

Export your 5.X data to:

C:\ProgramData\VMware\vCenterServer\export\

Note: During the upgrade, 5.x data will be stored in this directory, and then migrated to the 6.0.0 deployment. Data exported to
this directory will not be cl d up by the installer. this directory and its contents after the upgrade completes.

46. Check the box to verify that you have backed up the vCenter Server and its database. Click Upgrade.

Ready to upgrade
Confirm the settings below and click Upgrade.

Deployment type: vCenter Server with an external Platform Services Controller
vCenter Single Sign-On user name: administrator

vCenter Single Sign-On domain: vsphere.local

Installation directory: C:\Program Files\VMware\

Data directory: C:\ProgramData\VMware\

Upgrade export directory: C:\ProgramData\VMware\vCenterServer\export\

o VMware vCenter Server will be in evaluation mode after the upgrade.

Activate vCenter Server through the vSphere Web Client within 60 days after the upgrade. When the evaluation period of the
vCenter Server expires, all hosts will be disconnected from this vCenter Server.

[/ verify that I have backed up this vCenter Server machine and the database server pointed by the 'vcenter001' DSN.

<M||Upgmde||cancel

47. When completed, click Finish.
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VMware vCenter Server 60.0 x|

Setup Completed
Your vCenter Server 5.5 is upgraded to version 6.0.0.

o Post upgrade step(s):

1. vCenter Server is upgraded and is now in evaluation mode. Activate vCenter
Server by using the vSphere Web Client within 60 days. When the evaluation
period of this vCenter Server expires, all hosts will be disconnected from this
vCenter Server.

2. Data exported to C:\ProgramData\VMware\vCenterServer\export\ directory is
not cleaned up by the installer. Verify that the upgraded vCenter Server works
correctly and remove the directory and its contents.

3. Use the vSphere Web Client to manage vCenter Server. Log in with the vCenter
Single Sign-On administrator account administrator@vsphere.local.

VMware S ‘
vCenter Server 6.0 ;

< Back Finish Cancel

Postdeployment Steps

Configure Identity Sources

1. Open your Web browser and navigate to https://vcenter:9443, where vcenter is the FQDN of the
vCenter Server.

2. Login with User name administrator@vsphere.local and the Password used during installation.

® O ® | Zsphore Web Ciient x

1 ([oe]

€ > C (X htps://vcenter05.vmware.local:9443/vsphere-client/?csp Did

VMware' vCenter” Single Sign-On
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00 / 2
(&) vSphere Web Client x
C | {x hitps:/vcenter05.vmware.local:9443/vspl %63Dvsphere.core. =
e phere Web Clie Administrator@VSPHERE.LOCA Q_Search -
¥ | (G} Home o ) S
4 History ' © [ Home | Al New (1)  Acknowledg...
Carome R | Err———
[Z vCenter Inventory Lists 3> ) VMware vAPI Endpoint Service...
[P Hosts and Clusters > En Ed @ g
VRSEihED > VCenter Hosts and VMs and Storage Networking
3 storage > Inventory Lists Clusters Templates
€ Networking >
[i55 Policies and Profiles > .J o' # Work In Progress ¥
) vCloud Air Services > J
e Content vCloud Air VvRealize
e 2 Lbraries Services Orchestrator
o ME908€n How-to Videos
i e = -
7| Recent Tasks XX
Task Name Target Status Initator Queued For Start Time Completion Tima
T v
My Tasks ~  Tasks Filter More Tasks
4. Click Configuration under vCenter Single Sign-On.
00 / 2
(&) vSphere Web Client x
C | (X https:/vcenter05.vmware.local:9443/vsphere-client/?csp#extensionld%3Dvsphere.core.inventory.roleManager =
e phere Web Clie Administrator@VSPHERE.LOCA Q_Search -
X Roles ) Alarms Focl
<4 Home > O Roles provider: [ All 6.0 vCenter Servers |+ | @ All(1) | New (1) Acknowledg
Administration | Roles A\ vAPI Endpoint (veenter05.vmw...
+ Access Control VMware vAPI Endpoint Service...
+ i 7 X
Global Permissions
Single Sign-on Administrator Propagate
- Read-only
Users and Groups No access
Configuraton Resource pool administrator (sample)
~ Licensing Virtual machine user (sample) BT T A
Licenses Tagging Admin
Reports 'VMware Consolidated Backup user (...
~ Solutions Datastore consumer (sample)
Client Plug-Ins Network administrator (sample)
VCantor Sarvar Exianatl +||  Content library administrator (sample) |~ =
7] Recent Tasks X
Task Name Target Status Initator Queued For Start Time Completion Tima
T v
My Tasks ~  Tasks Filter More Tasks

5. Click Identity Sources.
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00 / 2
(&) vSphere Web Client x
= C | X htps://vcenter05.vmware.local:9443/vsp! i %3Dvsphere.core.sso.confi =
o nhere Web o trator@ o Q Search -
2 X '$SO Configuration for vcenter05.vmware.local ) Alarms ol |
<4 Home 252) || Policles | Identty Scrces  Cerificates  SAML Service Providers | AI(1) | New(1) Acknowledg...
Administration [+ | & vaPI Endpoint (vcenter05.vmw...
+ Access Control PaSSITA POIBY | Lookout Poliy | Token Policy VMware vAPI Endpoint Service...

Roles
Ototal Pormisions Aset of rules and restrictions on the format and expiration of vCenter Single Sign-On user passwords

+ Single Sign-On Password Policy
Users and Groups Description
Password must be changed every 90 days

Configuration Maximum lifetime
Restrict reuse Users cannot reuse any previous 5 passwords

# Work In Progress X

~ Licensing
Licenses Maximum length 20 characters
Reports Minimum length 8 characters
ZScuions Character requirements Al least 2 alphabetic characters
Ciient Plug-ins Atleast 1 special characters I
At least 1 uppercase characters M
vCenter Server Extensi... = -
] Recent Tasks X
Task Name Target Status Initator Queued For Start Time Completion Tima
< >
My Tasks ~  Tasks Filter ~ More Tasks:
6. Click the green plus icon to Add Identity Source.
oo / -~
(&) vSphere Web Client x
€ - C | (X hitps/vcenter05.vmware.local:9443/vsphere-client/?csp#extensionld%3Dsso.admin.manage.ids =
e phere Web Clie trator@ RELO Q Search ~
laviga X '$S0 Configuration for vcenter05.vmware.local ) Alarms ol |
<4 Home 252) Policies | Identity Sources | Certficates  SAML Service Providers | (1) | New(1) Acknowledg...
Administration 5 | % (Q Fiter =) | & vaAPI Endpoint (voenter05.vmw...
+ Access Control e == e — VMware vAPI Endpoint Service...
Roles _ A lentity Source _ vspherelocal _
Global Permissions = = Local OS VCENTEROS (def... —
~ Single Sign-On
Users and Groups. .
~ Licensing BEALTY. ) —
Licenses
Reports
~ Solutions
Client Plug-ins o 2itoms [~
vCenter Server Extensi... = -
7| Recent Tasks XX
Task Name Target Status Initator Queued For Start Time Completion Tima
B
More Tasks:

a1
My Tasks »  Tasks Filter v

7. If using Microsoft Active Directory, select Active Directory (Integrated Windows Authentication).
It will autopopulate the root domain in the forest. If using Open LDAP, select and configure it.
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%] Add identity source i;i

Identity source type: @Acﬁve Directory (Integrated Windows Authentication)
(_J Active Directory as an LDAP Server
() Open LDAP
() Local OS
Identity source settings
Domain name: vmware.local ‘ (i ]

() Use machine account
() Use Service Principal Name (SPN)

Service Principal Name (SPN): i ]
User Principal Name (UPN): i)
Password:

8. Highlight the newly added identity source. Click the Set as Default Domain icon.

® O ® | Bsphore Web Ciient x|

€ > C | fhtps: vmware.local:9443/vspl i i 3Dsso.admin.manage.ids Did

phere Web Clie Administrator@VSPHERE.LOCA elp Q Search

«

<4 Home D) Policies | Identity Sources | Certficates  SAML Service Providers All(1) | New (1) Acknowledg...

Administraton SRAVE X ¥ @mer )
7 Aeiaen et Name Sarvar LRI Tvom Domain Aiss
Roles _ Set as Default Domain vephere.Jocal _
Global Permissions = - Local 08 VCENTERGOS (def... —
~ Single Sign-On vmware.local e Active Directory (I...  vmware.local VMWARE
Users and Groups. .
[ cmorin
~ Licensing WERLL DL -1
Licenses
Reports
~ Solutions
Cient Plug-ins o 3items (3~
VCenter Server Extensi... M =

| Recent T P 54

£\ vAPI Endpoint (vcenter05.vmw...
VMware vAPI Endpoint Service...

Task Name Target Status Initiator Quoued For Start Time. Complation Time

My Tasks +  Tasks Filter v More Tasks

9. Click Yes in the pop-up.
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License Management

1. Click Licenses in the left-hand Navigator pane.

" (2)vsphere Web Client x
€ - C (X htps/vcenter05.vmware.local:9443/vspl i i 3Dsso.admin.manage.ids =
e vSphere Web Clie Administrator@VSPHERE.LOCA Q_Search -
a X '$S0 Configuration for vcenter05.vmware.local ) Alarms ol
<4 Home k) Policies | Identity Sources | Certficates  SAML Service Providers Al (1) | New (1) Acknowledg...
Administration I (Q Fiter <) | & vaPI Endpoint (veenterd5.vmw..
~ Access Control — oy . o VMware vAPI Endpoint Service...
Roles = - - vsphere.local =
Global Permissions = = Local 0S VCENTER0S -
~ Single Sign-On vmwarelocal = Active Directory (I.. | vmware.local (def... VMWARE
Users and Groups. .
+ Licensing Work In Progress
Licenses
Repds
~ Solutions
Client Plug-ins o TP Fe
vCenter Server Extensi... = -
7] Recent T: XX
Task Name Target Status. Initiator Queued For Start Time Completion Time
Cui i v
MyTasks ~  Tasks Filter ~ More Tasks
2. Click Licenses.
® O ® | Bsphore Web Ciient x
€ - C (X htps/vcenter05.vmware.local:9443/vspl i i %3Dvsphere.licensing.mar i ted Dcom.
e vSphere Web Clie Administrator@VSPHERE.LOCA Q_Search -
a X Licenses 7
7 S c
<4 Home ' © License provider: vCenter Server instance: o Goto My VMware | <
Administration = 2
. —— | Getting started | Llcen%ses Products  Assets 5
Roles License Management - | %
Global Permissions. vSphere provides a centralized license “\;:"':“ |
management system that you can use to set & )
~ Single Sign-On the licensing configuration of your entire virtual 0) | %
environment.
Users and Groups /‘_/
Aproduct is a set of functionality that you i
Carigumion purchase as a unit through a unique license >
~ Licensing key. A license key contains information about B
the features of the product, a capacity, and an §
N -0 e Examies o procucs e
VvCenter Server, vSphere, vCloud Suite, and
S others.
~ Solutions
Alicense is an object that stores a license key
Client Plug-ins of a VMware product. To use a license key,
Gty Carvar EXnEcns you add itto a license object.
~ Deployment An asset is any licensable object in vSphere.
‘You can assign a license to one or multiple
System Configuration > assets to enable the functionality of the
purchased product. Example of assets are
ESXi hosts, vCenter Server systems, and
solutions such as vCenter Site Recovery
Manager, vCenter Operations Manager, and
others.
‘You can upgrade, combine, and divide license
keys through MyVMware.
Go to My VMware -

[£] (0) Recent Tasks

3. Click the green plus icon to add your licenses.

TECHNICAL WHITE PAPER / 82



® O ® | Bsphore Web Ciient
|

* -

VMware vCenter Server 6.0

Deployment Guide

€& & C (X htps://vcenter05.vmware.local:944:

L]

'spl

Licenses

63Dvsphere.license.cis.license.licensingTab%3Bcontext%3Dcom.vmwa... 77

trator@ OCA Q Search

«

<4 Home » | O
Administration
~ Access Control
Roles
Global Permissions
~ Single Sign-On
Users and Groups
Configuration
+ Licensing
Reports
~ Solutions
Client Plug-ins
VvCenter Server Extensions
~ Deployment
‘System Configuration

License provider: | All 6.0 vCenter Server instances B}

Getting Started Llcanu-] Products  Assets

Go to My VMware

M

Create New Licenses

[£] (0) Recent Tasks

Click Finish.

N o oo

Click Assets.

® O ® | Bsphore Web Ciient
|

Product
This list is empty.

[ | ssaiboid ul wom (0) 'y,

suuely (1)

Oltems |~

Enter your license keys, one per line, and click Next.

Give each license a descriptive name and click Next.

* -

€& & C (X htps://vcenter05.vmware.local:944:

63Dvsphere.license.cis.license.licensingTab%3Bcontext%3Dcom.vmwa... 77

'spl

X Licenses

trator@ OCA Q Search

«

L)

<4 Home »

License provider: | All 6.0 vCenter Server instances B}

Administration

~ Access Control
Roles
Global Permissions

~ Single Sign-On
Users and Groups
Configuration

+ Licensing

A —

Reports
~ Solutions

Client Plug-ins

VvCenter Server Extensions
~ Deployment

‘System Configuration

[£] (1) Recent Tasks

Getting Started [ Llcanu-] Products  Assets

Go to My VMware

+
License

[Eg) vSphere 6 Enterpr...
g vCenter Server 6

|License Key

Show: [ Al [+] (a Fiter

Product Usage
VMware vSphere 6 Enterprise Plus (CPUs)

VMware vCenter Server 6 Standard (Instances)

0CPUs
0 Instances

‘
[ | ssaiboid ul wom (0) 'y,

suuely (1)

2items [~

8. Highlight vCenter Server systems in evaluation mode and click the Assign License icon.
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[£] (1) Recent Tasks

9. Select the vCenter Server license entered earlier and click OK.

Global Permissions
1. Click Global Permissions in the left-hand Navigator pane.

® O ® | Bsphore Web Ciient x
€ - C (X htps/vcenter05.vmware.local:9443/vspl %3Dvsphere.license.cis.asset.licensingTab%3Bcontext%3Dcom.vmware... v¢| =
e shere Web trator@ OCA Q Search ~
X Licenses 7
> — 2
<4 Home ko) License provider: | All 6.0 vCenter Server instances |+ | @ Go'toMyViMware | =
Administration — 2
. o Getting Started _ Licenses Products | Assets | 5
fickes [VGanierSenver sysiems | Hosts | Clusters | Sowons %
Global Permissions
~ Single Sign-On % & | @A Actons v (@ Fiter - |
Users and Groups Asset PR — Usage Product License License
S Bl Assion License jg 1 Instances Evaluation Mode Evaluation License As |=
>
~ Licensing §
e —
Reports
~ Solutions
Client Plug-ins
vCenter Server Extensions
~ Deployment
System Configuration >
I 3
L] 1items [3~

/ °
® O ® | Bsphore Web Ciient x o
€ - C (X htps/vcenter05.vmware.local:9443/vspl %3Dvsphere.license.cis.asset.licensingTab%3Bcontext%3Dcom.vmware... v¢| =
e phere Web o 0 Q Search -
a X Licenses 7
> — 2
<4 Home D) License provider: | All 6.0 vCenter Server instances |+ | @ Go'toMyViMware | =
Administration — 2
. o Getting Started _ Licenses Producs | Assets | 5
fckes [VGanierSenver sysiems | Hosts | Clusters | Sowons %
Giobal Permissions |
~ Single Sign-On B8 @ | g AnAcions ~ (@ Fiter - |
Users and Groups Asset Usage Product License License
Configuration () veanter05.vmware.local 1 Instances VMware vCenter Server 6 Standard (Instances) VCenter Server 6 w3
>
~ Licensing §
e —
Reports
~ Solutions
Client Plug-ins
vCenter Server Extensions
~ Deployment
System Configuration >
I 3
1items [3~

[£] (2) Recent Tasks

2. Click Manage.

3. Click the green plus icon to add a permission.
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" (2)vsphere Web Client x |
€ > C | fhtps: vmware.local:9443/vspl i i %3Dvsphere.core.inventory.g .views.manage.

U | Administrator@VSPHERE.LOCAL ~ | Help~ |

<4 Home Do) Getting Started | Manage |
Administration P
+ Access Control \Q. Fer
- Defined in
Roles 3 \ Add permission | This object and its children
I & VSPHERE.LOCAL\pxd-extension-d82b278...  Administrator This object and its children
s Sionon & VSPHERE.LOCAL\pxd-d82b2780-982b-11... ~ Administrator This object and its children
Users end Groups & VSPHERE.LOCAL\sphere-webclient-d82b2... Administrator This object and its children
Configuration & VSPHERE.LOCAL! ini This object and its children
~ Licensing
Licenses
Reports
~ Solutions
Client Plug-ins
vCenter Server Extensions
~ Deployment
‘System Configuration

3 | ssaiboid ul wom (0) 'y,

suuely (1)

4. Click Add.

® O ® | Bsphore Web Ciient x|
€ 2 C | X hups: vmware.local:9443/vspl i i %3Dvsphere.core.inventory.g .views.manage. i wl =

Select the users or groups on the left and the role to assign to them on the right.

Users and Groups Assigned Role

The users or groups listed below are The users or groups obtain the permissions on the selected
assigned the role selected on the righton | objects as defined by their assigned role.

‘Global Permission Root'.

| Administrator

UserfGroup Role Propeg
~  AlPrivileges

Alarms
AutoDeploy
Certificates
Content Library
Datacenter
Datastore
Datastore cluster
Distributed switch

Description: All Privileges

[] Propagate to children

Remove View Children

5. Select your Active Directory domain or other identity source you added earlier.
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® O ® ' Bvsphero Web Cient x

€ - C | {X https/vcenter05.vmware.local:9443/vsphere-client/?csp#extensionld%3Dvsphere.core.inventory.globalPermissions.views.manage.permission... 5.¢

Select Users/Groups

Select users from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Domain: \ vsphere.local ‘ - ‘
vsphere.local

Users al VCENTER0S

[EEE vmware.local Q (@ Search

24 Doscription/Full name
& Administrator

& KM

& kebtgUVSPHERE.LOCAL

& machine-d8252780-982b-11e4-883...
& Vpxd-d8202780-9820-11e4-8833-00...
& vpxd-extension-d8202780-982b-11e...
& vsphere-webclient-d82b2780-982b-...
& walter-6376334b-57a1-46¢3-9b29-6... ~ waiter 6376334b-57a1-46c3-9b29-61a3...

Administrator vsphere local

Users: |

Groups: [

Separate multiple names with semicolons  Check names

ok J[ caa ]|

6. Add your vSphere Administrators group or users. Click OK.

Select Users/Groups (2)(x)

Select users from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Domain: | vmware.local ‘ |

Users and Groups

[ show Users First |~ | [ vsphere

User/Group

&% vSphereAdmins

2 4 Description/Full name

Users: | |

Groups: |vmware.local\vSphereAdmins |

Separate multiple names with semicolons | Check names |

(4o ) [cmeor ]

7. Ensure that the Administrator role is selected and Propagate to children is checked. Click OK.
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® O ® | Bsphore Web Ciient x

& & C (X htps://vcenter05.vmware.local:9443/vspl

%3Dvsphere.core.inventory.globalPermissions.views.manage.permission... v¢| =

Global Permission Root - Add Permission

Select the users or groups on the left and the role to assign to them on the right.

Users and Groups

The users or groups listed below are
assigned the role selected on the right on

Assigned Role

The users or groups obtain the permissions on the selected
objects as defined by their assigned role.

‘Global Permission Root'.

(eiminsizior
~ v All Privileges

» v Alarms

» v AutoDeploy

» V Certificates

» v Content Library

UseriGroup Role
& vmwarelo...

Propag.
Administra... Yes

» v Datacenter

» v Datastore

»  Datastore cluster
» v Distributed switch

Description: Al Privileges
[ Propagate to children
View Children

Add... Remove

® O ® | Zsphore Web Ciient x
€ - C (X hitps/vcenter05.vmware.local:9443/vspl %63Dvsphere.core. =
e nhere Web o e@vmware.loca Q Search -
(:} Home *) Alarms Foal*
[ Home | Al©) | New(0) Acknowl..
Inventories -
[Z vCenter Inventory Lists > :
[J Hosts and Clusters > En Ed Q
SR > VCenter Hosts and VMs and Storage Networking
3 storage > Inventory Lists Clusters Templates
© Networking >
5% Policies and Profiles > .J o‘
[ vCloud Air Services > ) WorkIn ::
i -’ Content vCloud Air VRealize g worinpropees ¥
O N 2 Lbrarees Services Orchestrator
&% Administration >
[£] Tasks
[ Log Browser Iﬂ m E_)
[ Events 2 ‘3 E
T Task Console Event Console vCenter Host Profiles VM Storage
) Tags Operations Policies
Manager
Q@ New Search [E Watch How-to Videos )
- Saved Searches >0 ¥
7] Recent Tasks Ex
Task Name Target Status Initiator ‘Queued For Start Time ‘Completion Time
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Certificate Management

In most cases, certificate replacement in vSphere 6.0 is not necessary. This is because the Platform Services
Controller contains the VMware Certificate Authority (VMCA), which issues certificate authority (CA) signed
certificates with a validity period of 10 years.

These certificates are issued to solution users—the users created when a solution such as vCenter Server,
vCenter Inventory Service, and so on, is registered with vCenter Single Sign-On—and are utilized as certificate
endpoints. These users are issued certificates instead of individual services. This enables the services associated
with a solution user to utilize the same certificate, substantially reducing the number of certificates required to
manage in the environment.

ESXi hosts are also issued certificates from the VMCA when the hosts are added to the vCenter Server inventory
or when vCenter Server is upgraded.

When certificates must be changed—such as when making the VMCA a subordinate of an existing enterprise CA
or when generating new solution user certificates after the VMCA mode has changed—the certificate manager
utility can be used.

lc. ) Administrator: C:\Windows\system32\cmd.exe - certificate-manager
:\Program Files\UMware\vCenter Server\bin>certificate—manager

3% lJelcome to the vSphere 6.8 Certificate Manager
—— Select Operation ——
. Replace Machine SSL certificate with Custom Certificate

. Replace UMCA Root certificate with Custom Signing
Certificate and replace all Certificates

. Replace Machine SSL certificate with UMCA Certificate

. Regenerate a new UMCA Root Certificate and
replace all certificates

. Replace Solution user certificates with
Custom Certificate

. Replace Solution user certificates with UMCA certificates

. Revert last performed operation by re—publishing old
certificates

- Reset all Certificates

and hit Enter to exit.
Option[l to 81: _

Make the VMCA a Subordinate Certificate Authority
1. Login to the Platform Services Controller.
2. Using openssl, generate a certificate request.

openssl genrsa -out c:\certs\psc00l.key 2048
openssl req -new -key c:\certs\psc00l.key -out c:\certs\psc00l.csr

a. Answer questions to build the request.

b. Submit the request to a CA. Use the subordinate CA template for the request.
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Microsoft Active Directory Certificate Services — vmware-DC01-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
Request box.

Saved Request:

djMr3idyBQgMRbk8g7GrDOhF7rwR6/ 2VAXLSTYFll
Base-64-encoded |9vRMSIms0X90wbgOrBU6Aa SSM2+rwVKrR2WET dux /N
certificate request |bTEK200PLR912z9360in4gLlen49xX4v0x/Yc503XCl

(CMC or iMORKBQaN3XMZ9dRbkZHESuwzb+RZw318/ JaC+ms:
PKCS#10or  |-———- END CERTIFICATE REQUEST-----— v
PKCS #7):

< >
Certificate T

|Subordinate Certification Authority v

Additional Attrib

~
Attributes: v
< >

c. Download the certificate in Base 64 format; save it to c:\certs.

3. Wait at least 24 hours before continuing. The VMCA requires that the certificate have a valid date of at least
24 hours prior.

4. Run certificate-manager from c:\program files\vmware\vCenter Server\bin for Windows installs or /usr/lib/
vmware-vmca/bin/certificate-manager for vCenter Server Appliance.

Choose option 2: Replace VMCA Root certificate with Custom Signing Certificate and replace all Certificates.
Enter the administrator@vsphere.local password.
Answer all questions as you did earlier when creating the certificate request.

When asked to provide a valid custom certificate for root, enter the path to the certificate obtained earlier.

© ® N o u

When asked to provide a valid custom key for root, enter the path to the .key file generated with openss| earlier.
10. Enter Y to continue to replace the certificate.

11. Add the certificate to a Windows Group policy as an intermediate CA. This will enable client machines
—such as those using vSphere Web Client—to trust the certificates issued by the VMCA.

8
File Action View Help

e« nEE = BE

p [ File System (A || Issued To - Issued By
b £4 Wired Network (IEEE 802.3) Policies Sl psc10.vmware.local vmware-DCO1-CA
p (] Windows Firewall with Advanced Security 5l psc11.vmware.local vmware-DC01-CA

[ Network List Manager Policies
[ ;d Wireless Network (IEEE 802.11) Policies
4 [ ] Public Key Policies L
[ 7] Encrypting File System
] Data Protection
[ 7] BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unlock
[ 7] Automatic Certificate Request Settings
] Trusted Root Certification Authorities
[ 7] Enterprise Trust
(=0 diate Certification Authorities|
[ Trusted Publishers

] Untrusted Certificates i
T Tenackad D, 1 L
(<] [ [ ][] m >

Intermediate Certification Authorities store contains 2 certificates.
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Appendix

Configure the F5 BIG-IP Load Balancer

Download the Ib.p12 file from the ha folder of one of the Platform Services Controllers.
Log in to the F5 BIG-IP configuration Web page.
Click System.

1
2
3
4. Open File Management, SSL Certificate List.
5. Click Import.

6

For Import Type, select PKCS 12. Provide a descriptive Certificate Name. Browse for the Certificate
downloaded earlier. Enter changeme for the Password. Click Import.

NOTE: If you want to use a custom password when running the gen-Ib-cert.py --primary-node command on the
first Platform Services Controller to generate the certificates, add the following: --password=yourPassword.

System » File Management : SSL Certificate List » Import SSL Certificates and Keys

SSL Certificate/Key Source
Import Type PKCS 12 (IIS)
Certificate Source Choose File | | | Ib.p12
Password P
Key Security Narmal B
Free Space on Disk 146 MB

Cancel Impor*

7. Click Local Traffic.
8. Open Profiles, SSL, Client.
9. Click Create.
10. Provide a descriptive Name.
a. Click Custom.
b. Choose the Certificate and Key installed earlier.
c. Enter the Passphrase for the certificate.
d. Click Add.

e. Scroll to the bottom and click Finished.
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Local Traffic » Profiles : SSL : Client » New Client SSL Profile...

General Properties
Name pscOll
Parent Profile clientssl

Configuration: = Basic

<

<>

Certificate psc011 o)
Key psc011 <
Chain None ]
Passphrase N

OCSP Stapling Parameters = None <
Certificate Key Chain T
Add Replace

{Common/pscO11.crt /Common/pscOi1.key ===+ _

Delete

11. Open Profiles, SSL, Server.
12. Click Create.
13. Provide a descriptive Name.
a. Click Custom.
b. Choose the Certificate and Key installed earlier.
c. Click Add.
d. Scroll to the bottom and click Finished.

Local Traffic » Profiles : SSL : Server » New Server SSL Profile...

General Properties

Name psc011-server
Parent Profile serverssl|
Configuration: = Basic B
Certificate psc011 B
Key psc011 B
SSL Forward Proxy Disabled B
SSL Forward Proxy Bypass Disabled B
Enabled Options
Don't insert empty fragments
Ootions List | Dieable. .

14. Open Nodes, Node List.
15. Click Create.

16. Add all Platform Services Controllers as a node. Use Repeat to speed up the process.
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Local Traffic » Nodes : Node List » New Node...

General Properties
I Name pﬁg@l
Description
Address ) FQDN
5 Pt
Configuration
o Node Defautt [
T 1
Connection Limit 0
Connection Rate Limit B

Cancel || Repeat | Finished

17. Open Pools, Pool List.
18. Click Create.
19. Create six pools, one each for port 443, 2012, 2014, 2020, 389, and 636.

a. All pools have the same Configuration, tcp for monitoring, and Round Robin for
Load Balancing Method.

b. Use Repeat to save time: Remove the existing members from the list.

TECHNICAL WHITE PAPER / 92



VMware vCenter Server 6.0
Deployment Guide

Local Traffic » Pools : Pool List » New Pool...

Configuration: Basic B

Name psc011-443
Description
Active Available
ICommon https
ealth tcp << https_443
R https_head_f5
== inband
tcp_half_open
Resources
Load Balancing Method Round Robin

Priofity Group Activation Disabled |

") New Node () New FQDN Node @) Node List
Address: psc002.vmware.local (10.155.168.83)
Service Port: 443 HTTPS &
Add

New Members R:1 P:0 C:0 psc001.vmware.local 10.155.168.82 :443
R:1 P:0 C:0 psc002.vmware.local 10.155.168.83 :443

Edit Delete

Cancel Repeat Finished

20. Open Virtual Servers, Virtual Server List.

21. Click Create.

22. All virtual servers—except the one for port 443—have the same configuration.
a. Provide a descriptive Name.
b. Enter the Destination Address.
c. For Service Port, enter 443.
d. For SSL Profile (Client), select the client profile created earlier.
e. For SSL Profile (Server), select the client profile created earlier.
f.  For Source Address Translation, select Auto Map.
g. For the Default Pool, select the pool created for port 443.
h. For the Default Persistence Profile, select source_addr.

i.  Click Finished.
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Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties

Name psc011-443
Description
Type Standard
Source Address

Destination Address 10.155.168.87

Service Port 443 HTTPS B

Notify Status to Virtual Address
State Enavied [

Configuration: = Basic B

Protocol TCP

Protocol Profile (Client) tcp

Protocol Profile (Server) {Use Client Profile)

HTTP Profile None B

FTP Profile None B

RTSP Profile

Selected Available
ICommon clientssl-insecure-compatible
SSL Profile (Client) psc011-client << :%ﬁlri\:l;-defaun-cilentssl
== sso-client
wom-default-clientssl
Selected Available
/ICommon apm—defgun-serverssl
SSL Profile (Server) psc011-server << :ggpm{-ﬂ:mﬁfa:;ﬁwemsl
B psc010-server
serverssl
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SMTP Profile None B

VLAN and Tunnel Traffic All VLANs and Tunnels
Source Address Translation Auto Map B

Content Rewrite
Rewrite Profile None

HTML Profile None B
Acceleration: | Basic B
Rate Class None B

OneConnect Profile None B

NTLM Conn Pool
HTTP Compression Profile [ None |
Web Acceleration Profile [ None {49
SPDY Profile B
Resources
Enabled /
ICommon
<< _sys_APM_Exchar
iRules _sys_APM_Exchar
E _sys_APM_Exchar
_sys_APM_Exchar
Up Down
Enabled Availabh
iICommon
<< _sys CEC_SSL cl
Polkoos “sys_CEC_SSL_s¢
== _sys_CEC_video_j

Default Pool + || [psco11-4a3 B
Default Persistence Profile source_addr B
Fallback Persistence Profile None B

Cancel | Repeat @ Finished

23. Repeat step 22 for all other ports: 2012, 2014, 2020, 389, and 636. All settings are the same, except there
is no SSL Profile (Client) or SSL Profile (Server) and the Service Port and Default Pool should match. For
example, if the Service Port is 2012, the Default Pool should be the pool set up for port 2012.
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c » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties
Name psc011-20142
Description
Type Standard
Source Address
Destination Address 10.155.168.87

Service Port 2012 Other: B

Notify Status to Virtual Address

State Enabled B
Configuration: | Basic B

Protocol TCP
Protocol Profile (Client) tcp
Protocol Profile (Server) {Use Client Profile)

HTTP Profile None B
FTP Profile None B
RTSP Profile None B

Selected Available
clientssl-insecure-compatible
2z crypto-server-default-clientssl
psc010-client

>> sso-client
wom-default-clientss|

SSL Profile (Client)

Selected Available
apm-default-serverss|

<< crypto-client-default-serverssl
pcoip-default-serverssl

> psc010-server

serverssl

SSL Profile (Server)

24. Open Profiles, Persistence.
25. Click source_addr.

26. Check Match Across Services and click Update.
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Hash Algorithm

Name source_addr

Partition / Path Common

Persistence Type Source Address Affinity
Configuration

Match Across Services (‘Enabled

Match Across Virtual Servers OJ

Match Across Pools O

Default B

Timeout Specify... 180 seconds
Mask None B

Map Proxies Enabled

Override Connection Limit O

Update

27. After both Platform Services Controller nodes have been installed and configured, click Network Map

and verify that all services are up (green).

Local Traffic » Network Map

# ~ Network Map

qus Any Status_ |5 Type All Types. B Search Search iRule Definition
Show Summary | Update Map
Local Traffic Network Map
@ psc010-2012 @ psc010-636 @ psc011-389
@ psc010-2012 @ psc010-636 @ psco11-389

@ 10.155.168.82:2012
@ 10.155.168.83:2012

@ psc010-2014
@ psc010-2014
@ 10.155.168.62:2014
@ 10.155.168.83:2014

@ psc010-2020
@ psc010-2020
@ 10.155.168.82:2020
@ 10.155.168.83:2020

@ psc010-389
@ psc010-389
@ 10.155.168.82:389
@ 10.155.168.83:389

@ psc010-443
@ psco10-443
@ 10.155.168.82:443
@ 10.155.168.83:443

@ 10.155.168.82:636
@ 10.155.168.83:636

@ psc011-2012
@ psco11-2012
@ 10.155.168.73:2012
@ 10.155.168.74:2012

@ psc011-2014
@ pscot1-2014
@ 10.155.168.73:2014
@ 10.155.168.74:2014

@ psc011-2020
@ psc011-2020
@ 10.155.168.73:2020
@ 10.155.168.74:2020

@ 10.155.168.73:389
@ 10.155.168.74:389

@ psco11-443
@ psco11-443
@ 10.155.168.73:443
@ 10.155.168.74:443

@ psco11-636
@ psco11-636
@ 10.155.168.73:636
@ 10.155.168.74:636

@ sso.vmware.local
@ sso
@ 10.155.168.101:7444
@ 10.155.168.102:7444
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Scripted vCenter Server Installations

vCenter Server Appliance can be deployed via custom JSON files from a command line. The ISO ships with
examples for deploying an embedded (vCenter Server and Platform Services Controller), management
(vCenter Server), and Platform Services Controller appliance.

There are command-line utilities for 64-bit Linux, Mac OS X, and Windows.

The following is a sample embedded JSON file:
{

*__comments™

“Will deploy an embedded VCSA to host 10 in the MGMT Cluster”

“deployment”:

{
“esx.hostname”:"w3-tm-hp380-010.vmware.local”,
“esx.datastore””"NFSMGMTOT1",
“esx.username”:"root”,
“esx.password”:”VMwarell”,
“deployment.option”:"tiny”,
“deployment.network”:”VM Network”,
“appliance.name”.”embedded-node”,
“appliance.thin.disk.mode”:true

“vcsa”:

“system”:

{
“root.password”.”VMwarel!”,

“ssh.enable”:true

“Ss0™:
“password”:”VMwarel!”,

“domain-name”:”vsphere.local”,
“site-name”:;”PaloAlto”
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To deploy vCenter Server Appliance from this file, save it on your local system. From a command line, navigate
to the utilities folder for your OS. For example, on Mac OS X, this is /Volumes/VMware VCSA/vcsa-cli-installer/
mac. Now run vcsa-deploy followed by the full path to the custom JSON file. For example:

./vcsa-deploy /Users/mike/Downloads/embedded node.Jjson
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