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Our people make IT possible.





 


Key Strengths

ITGCs | Risk Assessments | IT Security Audit | Third Party Risk Program Development | Regulatory Compliance| Fraud Program Development/Investigations | Physical Security| Public Speaking 
Information Technology Security/Information Security Risk Leadership
Infragard Member – FBI’s membership organization with private sector security professionals requiring background check
Lecturer at Arizona State University’s graduate IT audit class; developed partnership between ASU and American Express

Guest speaker – Nashville chapter of the Association of Certified Fraud Examiners on Developing Fraud Programs
Featured speaker – Middle Tennessee Association of Certified Fraud Examiners Annual Conference presentation with FBI

Pursuit of PSP (Physical Security Professional) certification in 2021
Advisory Council Member – Association of Certified Fraud Examiners

ASIS International Member

Six Sigma Green Belt Trained - initiated first Six Sigma project within American Express Audit

    Corporate Experience
Humana






            




  2020 - Current

   IT Risk Consultant (Short-Term Contract)
Lead third party security risk assessments for Humana’s compliance requirements including in seven months, completion of 200 vendor assessments, coordination/leading of IT SMEs, consultants, senior level managers, and advisement to Humana third party security leadership on third party vendor risk best practices and program development
· PCI Consulting – led PCI Office’s coordination with major IT vendors, and larger financial institutional vendors in obtaining required PCI documentation/security information – expedited PCI program efficiency to meet QSA deadline early by leading escalated communication/relationship building between parties to obtain Humana PCI certification
· Third party security liaison between business unit leaders and vendor leadership
· Coordination of SIG Questionnaires with IT SMEs, along with guidance on security evidence analysis
· Presenting of third party security findings to Enterprise Information Protection War Room 
Experian










               2019 - 2020
    IT Risk Lead

Led information security reviews of third party vendors, to include assessing controls of vendors in the areas of      policies/procedures, change management, software development, physical security, business continuity and disaster recovery, network security, access control, and comprehensive ITGCs

· Third party security liaison between business unit leaders and vendor leadership

· Advisement of security control implementations/best practices to ensure data security for business unit leadership

· Interviewing of vendor leadership to ensure proper security controls are implemented at vendor for transmission/storage 

· Team coordination of efforts, streamlining of processes with information security team and leadership

· Trained in quality assurance practices for company wide reporting distribution

Disney











              2016- 2018

Sr. Security Assessor 
Led implementation of Loma Linda University/Medical Center HITRUST control framework, aligning with system owners, operations, business and medical operations, along with third party information security assessment program development streamlining improving assessment time, processes, and communication for Disney
· Consultant advisor on remediation for vendor SSAE16 reports, including advisement on cloud computing controls for vendor contracts, vendor information security verbiage requirement inclusion, contracting process to include enhanced information security requirements.
· Led interviews of system owners and SME interviews for HITRUST control framework guidance/implementation.
· Advised CIO on best practices for security requirements within contracts, processes, enterprise-wide remediation, and control frameworks.
· Led third party information security assessment program development streamlining improving assessment time, processes, and communication for Disney.
· Trained Disney interns in information security assessment best practices, acted as mentor for career development.
Deloitte











2016- 2016
Manager - Advisory Third-Party Cyber Risk





                  
 
Managed program design development and advising of third party IS assessment policies, procedures, and regulatory requirements for financial institution compliance.
· Client IS third party/vendor management security assessment implementations.
· Accountable for conducting IS third party/vendor security assessments to assess adherence to IS control and regulatory standards. 
· Internal practice development management including security initiative thought leadership for client security structures.
OneWest Bank










2011- 2015
Senior IT Security Third Party Risk Assessor & Consultant




      
Accountable for performing major physical & environmental security reviews of over 30 vendor data center facilities. 
· Managed evaluations of technology risks and presence of applicable security controls for over 90 third party vendor environments, including: attorney firm, mortgage servicing, hazard insurance, correspondent banks, and credit card data processing vendors and infrastructures 

· Verification and evaluation of the design effectiveness of third-party vendor controls, including controls of SSAE16
reports, against the bank’s standard SIG Questionnaire, for review by OCC regulators 

· Expedited IT security report reviews, generating executive summary opinion reviews of vendor security controls
· Provided guidance to third-party vendors on IT control implementation, and security software and best practices  
· Collaborated with third-party vendor IT leaderships for FFIEC related security control resolutions and findings

· Led vendor relationship management with vendor CISOs, IT SMEs, and law partners to guide compliance reviews according to SIG Questionnaire control requirement remediation of issues 

· Collaborated with Chief Information Security Officer to perform refinement of key control assessment process

Healthways










2010- 2011
Senior IT Auditor
                        




· Lead auditor for company's IT SOX compliance testing and HITRUST controls.
· Worked in collaboration with company's Chief Privacy Officer, IT management, and senior management in remediation of company risks, privacy, compliance, and security initiatives.
· Liaison to external Big 4 audit firm and to company management regarding the assessment of company controls
· Led IT Steering Committee comprised of senior level management for remediation of IT related risks, security, and privacy issues.
· Implemented a company wide security training seminar series for colleagues to attend and gain knowledge on security issues, featuring FBI and CIA agents as frequent speakers and receive constant feedback about series success and value.
Ingram Industries










2009- 2010
Senior Information Technology Auditor
                        




· Performed and led audits of major systems, identifying corrective actions regarding company controls.
· Consultant to Ingram internal companies and management regarding PCI compliance, and improving controls for publisher content in systems, content storage and distribution.
· Led and designed IT and operational audit engagements, and trained intermediate auditors in identifying IT controls; lead PCI auditor.
· Led SAS70 control assessments for major publishing house and business process re-engineering activities across multiple divisions.
· Invited as trainer/guest speaker to Ingram's Internal Audit fraud training.
· Internal Audit representative to senior management at Controller's Conference, providing company-wide compliance presentation.
Additional Relevant Experience 
KPMG 

Senior Financial Analyst

American Express









Technology Auditor

IBM
Business Analyst/Systems Design Consultant
Honeywell International                                 
Corporate IT Financial Analyst/Lead ACS Fraud Auditor-Internal Investigations   
Framework/Standards Experience

· SIG (STANDARD INFORMATION GATHERING QUESTIONNAIRE FOR VENDOR SECURITY ASSESSMENTS)

· HITRUST
· COBIT

· NIST

· PCI DSS

· OCC REGS

· SOX

· GDPR
· ISO

· CIS 
Awards/Honors/Certifications
Bronze Star - Global Business Services Customer Survey from Global Business Leadership Team of Honeywell

    
OneWest Bank Business Principles Award from Chief Risk Officer & Chief Information Security Officer
Certified Fraud Examiner (CFE)

Certified Common Security Framework Practitioner (HITRUST)
      Education
Pepperdine University
Master of Arts Degree







                            
Pepperdine University 

Bachelor of Science Degree
 
     



             
           

Leadership

Executive Graduate Business Leadership Certificate                                            

Thunderbird School of Global Management 

Tiffany Helfrich CCSFP , CFE


 








