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What we’re doing

* | hate pimpin’, but we're covering many techniques covered
in the “Google Hacking” book.

* For much more detail, | encourage you to check out
“Google Hacking for Penetration Testers” by Syngress
Publishing.
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Advanced Operators

Before we can walk, we must run. In Google’s terms this means
understanding advanced operators.



Advanced Operators

« Google advanced operators help refine searches.
* They are included as part of a standard Google query.
« Advanced operators use a syntax such as the following:

operator:search_term

* There’s no space between the operator, the colon, and the
search term!



Advanced Operators at a Glance

/ Advanced
operators
can be
combined
in some
\ cases.

In other

cases,

mixing
should be
avoided.

Some \

operators
can only be
used to
Operator Purpose Mixes with Can be Does search work in /A
P P othes can search
operators? | zlone? Web [ Images | Groups | News specific
intitle Search page yes yes yes yes yes yes areas Of
- fitle Google, as
allintitle Search page no yes yes yes yes yes
title these
inurl Search URL yes yes yes yes not like intitle
really columns
allinurl Search URL no yes yes yes yes like intitle \ ShOW. /
filetype Search yes no yes yes no not really
specific files
allintext Search text of | not really yes yes yes yes yes
page only
site Search yes yes yes yes no not really
specific site
7Iink Search for no yes yes no no not really
links to pages
inanchor Search link yes yes yes yes not yes
anchor text really
numrange Locate yes yes yes no no not really
number
daterange Search in yes no yes not not not really
date range really really
author Group author | yes yes no no yes not really
search
group Group name not really yes no no yes not really
search
insubject Group subject | yes yes like like yes like intitle
search intitle | intitle
msgid Group msgid no yes not not yes not really
search really | really




Crash course in advanced operators
- N

Some operators
search overlapping
areas. Consider site,
inurl and filetype.

N

A OO , jabany jhackstuff.com :: I'm jOhnny. | hack stuff.
O3 O (X

Filetype can only search file
extension, which may be hard to
distinguish in long URLs.

Inurl can search the
whole URL, including
port and filetype.

Site can not
search port.




Advanced Google Searching

/ There are \

many ways to
find the same
page. These
individual
queries could
all help find the

\ same page. /




Advanced Google Searching

Put those individual
queries together into
one monster query and

AOA Google Search: numrange:99999-100000 intitle:"l hack stuff” filetype:php intext

you only get that one

:"navigg}/ . gn
| a4 . p | |z| |E| Ejjhttp:;’;'www.googie.com}search?hl=en&lr=&q=numrange%3A99999- i&mé- Q- A SpeCIfIC reSUIt /

\

3  ihackstuff

Web |lmages Gro psM®! News Eroogle more »

GO { )gle numrange_gﬁbgﬁ—lﬁl}[}lﬁd intitle:"l hack stuff” filetype. [ Search

Web Results 1 - 1 of 1 for numrange:98999-100000 intitle:"] hm:k%/ﬁletype:php intext:"navigate™ . (0.18 seconds)

Tip: Try removing guotes from your search to get more results.

johnny.ihackstuff.com :: I'm jOhnny. | hack stuff.
... Help! It only takes a moment of your time and as little as $5 to help. Click
here to help the over 100,000 tsunami victims in Asia. ...

johnny.ihackstuff.com/index.php - 77k - Jan 27, 2005 - Cached - S

numrange.QSQSS—IDDDDG_iﬁrme:"I hack ( Search /

Search within results | Language Tools | Search Tips | Dissatisfied? Help us improve

Google Home - Advertising Programs - Business Selutions - About Google the number Of reSUItS
2005 Google adding focus to the
Display a menu = — SearCh.

N

Adding advanced

operators reduces

\

_




Google Hacking Basics

Putting operators together i |n
intelligent ways can cause a
seemingly innocuous query..

osCommerce \\ \ ;

om/catalog f@dmip/@rderd @hp+filet




Google Hacking Basics

...can return
devastating results!

[« +I[c)ichy

B o0 osCommerce

This is G o © g | e's cache of http:/fwww. . com/catalogladmin/orders.php.
G o g | e's cache is the snapshot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.
This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http: //www.google.com/search?g=cache:Vc-
Toll9sFkd iwww. .com/catalog/admin/orders.php+filetypeiphptinurl:admintinurl:ordersahl=en

Crangle is nor afiliored wirth the authors of this page nor responsibie far {t5 conrent.

om/catalog/admin/orders.php+fileny = Q' filetype:php inurl:admin inurl !‘.} |

Customer
names

These search terms have been highlighted: orders
These terms only appear in links pointing to this page: admin

Orde r Amou ntS Support Site | Online Catalog | Administration

2] 2] 2]

Configuraty
My Store
Minimum Values
Maximum Values
Images

Customer Details
Shipping/Packagi
Product Listing
Stock

Iézcghg :1 ¢ zlan  ¢elson
E-Mail Options
Download

Customers Order Total Date Purchased Status  Action
$56.30 07/01/2004 20:19:33  Delivered 2]

ter ' s

$81.90 06/17/2004 11:22:22  Delivered

[

mE an
adre Hewitt $69.50 06/16/2004 22:38:20 Pending

|

[

L

$45.25 04/23/2004 02:08:24  Delivered

&
L]

[

—— $159.15 04/16/2004 22:37:00 Delivered

Order ID:
Status: | Allorders |3

[49] 07/01/2004 20:19:33
]

2] 2]

Date Created: 07/01/2004
Last Modified: 07/06/2004 Payment

| Display a menu

_— details!
Payment Method: Bank v
|




Google Hacking Basics

Let’s take a look at some basic techniques:

Anonymous Googling
Special Characters



Anonymous Googling /

[ 4 P - |£] |i] @http:ffww.guogle.comjﬁearch?q=phrack&ie=UTF—E& = Q~ phra

[ Proxies ihackstuff

Web Images Groups"™

Google ™=

The cache link is a
great way to grab
HO6 Goagle Search: phrack content after it's
deleted from the site.
The question is, where
Mews Froogle m{nre » exactly does that

/4\ content come from

?

_

~

Web Results 1 - 10 of about 403

www.phrack.org
The best chance to arrest Phrack Staff is at BCS2005 Con P
scheduled for JULY 2005 ... 63 will be _our_ last PHRAC
EVER... ...
www. phrack.org/ - 15K - Jan 30, 2005 - Cached

Sponsored Links

Security Software Reviews
Eefore you decide, read latest

www. Alcatraz Security. net

www.phrack.org
.00 Phrack 4% Oo. Volume Seven, Issue ... pete@p-smith.co.uk, 2003-01-12. Smashing The
Stack For Fun And Profit, phrack 48-14. 7 years on ...

www. phrack.org/show.php7p=49&2=14 - 80k - Cached - Similar pages

[ More resulis from www. phrack.org ]

Slashdot | Phrack E-zine Comes To An End

Phrack E-zine Comes To An End — article related to The Media, Communications, Index, IT,
and Security. ... Phrack E-zine Comes To An End. ... Phrack.org [nyud.net]. ...
slashdot.org/article.pl?sid=05/ 01/22/2142204&from=rs5 - 101k - Cached - Similar pages

fack [definition]. (0.08 seconds) LU

reviews of top security software.

VRN

Display.a menu




Anonymous Googling

- Some folks use the cache link as an anonymizer, thinking
the content comes from Google. Let’s take a closer look.

ABeA www.phrack.org

|« » || ¢ | [Clhttp://64.233.167.104/search?q=cache:Z7FntxDMMj:www ~ Q- phrack

This is G o © g | e's cache of hittp./'www.phrack crgthardcoverB2/ as retrieved on Sep 3, 2004 21:44:24 GMT.
G o~ gl e's cache is the snapshet that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http:/ /www.google.com/search?
g=cache: Z7PntxDMrMIJ :www.phrack.org/hardcovertl/++site:www.phrack.org+phrack+-show.phpehl=en

\

This line from the
cached page’s
header gives a

clue as to what's

goingon...

These search terms have been highlighted: phrack

§‘|4 <




This tcpdump output shows

Anonymous Googling our network traffic while
loading that cached page.

21:39:24.648422 IP 192.168.2.32.51670 > 64.233.167.104.80 %his Is Google. ’
21:39:24.719067 IP 64.233.167.104.80 > 192.168.2.32.51670

21:39:24.720351 IP 64.233.167.104.80 > 192.168.2.32.51670
21:39:24.731503 IP 192.168.2.32.51670 > 64.233.167.104.80
21:39:24.897987 IP 192.168.2.32.51672 > 82.165.25.125.80 {I’his is Phrack. ’
21:39:24.902401 IP 192.168.2.32.51671 > 82.165.25.125.80
21:39:24.922716 IP 192.168.2.32.51673 > 82.165.25.125.80
21:39:24.927402 IP 192.168.2.32.51674 > 82.165.25.125.80
21:39:25.017288 IP 82.165.25.125.80 > 192.168.2.32.51672
21:39:25.019111 IP 82.165.25.125.80 > 192.168.2.32.51672
21:39:25.019228 IP 192.168.2.32.51672 > 82.165.25.125.80
21:39:25.023371 IP 82.165.25.125.80 > 192.168.2.32.51671
21:39:25.025388 IP 82.165.25.125.80 > 192.168.2.32.51671
21:39:25.025736 IP 192.168.2.32.51671 > 82.165.25.125.80
21:39:25.043418 IP 82.165.25.125.80 > 192.168.2.32.51673
21:39:25.045573 IP 82.165.25.125.80 > 192.168.2.32.51673 We touched Phrack’s web
21:39:25.045707 IP 192.168.2.32.51673 > 82.165.25.125.80
21:39:25.052853 IP 82.165.25.125.80 > 192.168.2.32.51674

server. We're not
anonymous.




Anonymous Googling

 Obviously we touched the site, but why?
* Here’s more detailed tcpdump output:

0x0040
0x0050
0x0060
0x0070
0x0080
0x0090
0x00a0
0x00b0
0x00c0
0x00d0
0x00e0
0x0010

0d6c 4745 5420 2167 7266 782f 3831 736d
626¢ 7565 2e6a 7067 2048 5454 5021 312e
310d 0a48 6£73 743a 2077 7777 2e70 6872
6163 6b2e 6f72 670d 0a43 6f6e 6e65 6374

696f 6e3a 206b 6565 702d 616¢ 6976 650d
0a52 6566 6572 6572 3a20 6874 7470 3a2f
2136 342e 3233 332e 3136 312¢ 3130 342f
7365 6172 6368 3f71 3d63 6163 6865 3adc
4251 5a49 7253 6b4d 6755 4a3a 7777 772e
7068 7261 636b 2e6f 7267 212b 2b73 6974
653a 7777 772e 7068 7261 636b 2e6f 7267
2b70 6872 6163 6b26 686¢ 3d65 6e0d 0a55

An image

loaded!

ack.org..Connect
ion:.keep-alive.
.Referer:.http:/
/64.233.161.104/
search?q=cache:L
BQZIrSkMgUJ:www.
phrack.org/++sit
e:www.phrack.org
+phrack&hl=en..U



Anonymous Googling

This line spells it out.
Let’s click this link and
sniff the connection
again....

it enchnd '. .' _' amimgar available. Click here for the cached '_ only.




Anonymous Googling

This time, the entire conversation
was between us (192.168.2.32)
and Google (64.233.167.104)

23:46:53.996067 IP 192.168.2.32.52912 > 64.233.167.104.80
23:46:54.025277 IP 64.233.167.104.80 > 192.168.2.32.52912
23:46:54.025345 1P 192.168.2.32.52912 > 64.233.167.104.80
23:46:54.025465 1P 192.168.2.32.52912 > 64.233.167.104.80
23:46:54.094007 IP 64.233.167.104.80 > 192.168.2.32.52912
23:46:54.124930 IP 64.233.167.104.80 > 192.168.2.32.52912
23:46:54.127202 IP 64.233.167.104.80 > 192.168.2.32.52912
23:46:54.128762 IP 64.233.167.104.80 > 192.168.2.32.52912
23:46:54.128836 IP 192.168.2.32.52912 > 64.233.167.104.80
23:47:54.130200 IP 192.168.2.32.52912 > 64.233.167.104.80
23:47:54.154500 IP 64.233.167.104.80 > 192.168.2.32.52912
23:47:54.154596 1P 192.168.2.32.52912 > 64.233.167.104.80



Anonymous Googling

* What made the difference? Let’'s compare the two URLS:

* Original:

http://64.233.187.104/search?q=cache:Z7FntxDMrMIJ:www.phrack.org/hardcover62/+phrack+h
ardcover62&hl=en

» Cached Text Only:

http://64.233.187.104/search?q=cache:Z7FntxDMrMIJ:www.phrack.org/hardcover62/+phrack+h
ardcover62&hl=en&lr=&strip=1

Adding &strip=1 to the end
of the cached URL only
shows Google’s text, not

the target’s.




Anonymous Googling

* Anonymous Googling can be helpful, especially if combined

with a proxy. Here’s a summary.

6 @la) Google Search: phrack hardcoverg2
| - | | (47 | | + | [(_-.|hnp 7 Fonw. goag!é ajrn_rsearch?-hl- en"' Q phrack harcoverG2 (
= a Perform a Google
£ Proxies ihackstuff I h
Web |Images Grﬂugs“””! MNews Froogle m/\ search.
( ';0 {._ jgle phrack hardcovers?2 /Search T%H
Web Results 1 - 10 of about 17 for phrack hardcover62. (0.06 seconds)
www.phrack.org
... Thanks to everyone who made the hardcover possible: Defcon Staff RuxcOn Staff
ph-neutral n-runs Mo Starch Press Bugbabe The Phrack Staff.
www. phrack org/hardecover2/ - 5k - Jan 30, 2005 - Cacl Bpen Link I New Window nght_cllck the Cached
www.phrack.org | S Lk LeileD link and copy the link
The best chance to arrest Phrack Staff is at BCS|  Save Linked File As._..
scheduled Copy Link te Clipboard i
for JULY 2005 ... 83 will be _our_ last PHRACK R AdLirLk to Boomarks \\ to the Cllpboard
www.phrack arg/ - 15k - Jan 30 2005 - Cached -4 2y
e — T
f_. - - - - - - - - - - - - - - - - e e e e __" alp
Go 1o “hitps/ /64,233, 187, lD4."search?q cache: Z7F...rack: org/hardceverk2 f +phrack+hardcovereZ&hl=en” 4
Paste the URL to the address
ena@ Coogle Search: phrack hardcover62 bar, add &strip=1, hit return.

| -

You're only touching Google

| [ ¢ | | + | 3+ phrack+hardcover62&hl=en&strip=1| <
\ now...




Special Search Characters

* We’'ll use some special characters in our examples. These
characters have special meaning to Google.

* Always use these characters without surrounding spaces!
 ( + ) force inclusion of something common
* (- ) exclude a search term
( “) use quotes around search phrases
(. ) a single-character wildcard
* (*)any word
(1)
P

1]
[ ]

| ) boolean ‘OR’
arenthesis group queries (“master card” | mastercard)



Google’s PHP Blocker: “We’re Sorry..”

« Google has started blocking queries, most likely as a result
of worms that slam Google with ‘evil queries.’

fAOA 403 Forbidden
|« » | (] | |T| |Gl http: / fwww.google.com/search?g=inurl:admin.php&hl=en&ir=&czc¢ = Q- inurl:admin.php|

£ Proxies ihackstuff

GO gle Error (This is a query for

Inurl:admin.php

We're sorry...

... but we can't process your request right now. A computer virus or spyware application is
sending us automated requests, and it appears that your computer or network has been
infected.

We'll restore your access as guickly as possible, so try again soon. In the meantime, you
might want to run a virus checker or spyware remover to make sure that your computer is
free of viruses and other spurious software.

We apologize for the inconvenience, and hope we'll see you again on Google.




Google Hacker’s workaround

 Our original query looks like this:

http://www.google.com/search?q=inurl:admin.php&hl=en&lr=&c2coft=1&start=10&sa=N

 Stripped down, the query looks like this:

http://www.google.com/search?q=inurl:admin.php&start=10

* We can modify our query (inurl:something.php is bad) by changing
the case of the file extension, like so:

http://www.google.com/search?q=inurl:admin.PHP&start=10
http://www.google.com/search?q=inurl:admin.pHp&start=10
http://www.google.com/search?q=inurl:admin.PhP&start=10

This works in the web interface as well.



Pre-Assessment

There are many things to consider before testing a target, many of
which Google can help with. One shining example is the collection of
email addresses and usernames.



Trolling for Email Addresses

* A seemingly simple search uses the @ sign followed by the
primary domain name.

anA Coogle Search: "@gmail.com” — 1
[ <. » l ¢ | | + | [Clhttp:/ fwww.google.com/search?hl=en&lr=&c2cc Q- | The @ sign doesn’t
[0 Proxies ihackstuff = - translate well...

r LY
Search Prefarances

Web Images Groups"™' News FrDDEIl/E//[D!”/ m
GO ‘ nge “@gmail.com” v Advanced Search
L -

Web Results 1 - 100 of about 2,900,000 for "@gamail.com"”. (0.20 seconds)

Welcome to Gmail

Welcome to Gmail, A Google appreach to email. Gmail is an
experiment in a new kind of webmail, built cn the idea that vou should

Sponsored Links
Gmail - New From Google
Intreducing a Free Webmail Service:

i sy sl T e 1000 MB of Storage & Google Search
gmail.google.com/ - 12k - Jan 30, 2005 - Cached - Similar panes gmail.google.com

amail swap

you could sneak in early and nab gramephone@gmail.com’?

Evervone's talking ... ~ ]
www.gmailswap.com/ - 10k - Cached - Similar pages But we can still use

the results...




Automated Trolling for Email Addresses

* We could use a lynx to automate the download of the
search results:

lynx -dump http://www.google.com/search?q=(@gmail.com > test.html

* We could then use regular expressions (like this puppy by
Don Ranta) to troll through the results:

[a-2A-Z0-9. -1+@(([a-2A-Z0-9 -]{2,99}\.)+[a-zA-Z]{2,4})|((25[0-5][2[0-4][0-9]|1[0-9][0-9]|[ 1-

91[0-9]][1-9])\.(25[0-5]]2[0-4][0-9]|1[0-9][0-9]|[ 1-9][0-9]|[ 1-9])\.(25[0-5][2[0-4][0-9][1[0-9][O-
91I[1-91[0-9][1-9D\.(25[0-5]2[0-4][0-9][1[0-9][0-9]|[1-9][0-9]|[1-9T))

* Run through grep, this regexp would effectively find email
addresses (including addresses containing IP numbers)



More Email Automation

* The ‘email miner’ PERL script by Roelof Temmingh at
sensepost will effectively do the same thing, but via the
Google API:

& 0O 6 Terminal — bash — 83x9

jBhnny- longs—Computer :~/Docunentsmorkbench/Coding $ . email-mine.pl gmail.com 1
5]

uzernamnedgmnati L .com

gramophonedgmnai L .com

buzhB4@dgmai | .com

13gmat L .com
kerrvBddgmail .com
all_in_al ldgmail .com
jBhriny- longe—Computer :~/Docunentsworkbench/Coding § I

\

This searches the
first ten Google
results... with only
one hit against

\_ your API key. -




More Email Automation

R

unning the tool through
50 results (with a 5

parameter instead of 1)

finds even more

\ addresses. /

movabletype@gmail.com
fakubabe@gmail.com
lostmon@gmail.com
label@gmail.com
charlescapps@gmail.com
billgates@gmail.com
ymtang@gmail.com
tonyedgecombe@gmail.com
ryawillifor@gmail.com
jruderman@gmail.com
itchy@gmail.com
gramophone@gmail.com
poojara@gmail.com
london2012@gmail.com
bush04@gmail.com
fengfs@gmail.com
username(@gmail.com
madrid2012@gmail.com
somelabel@gmail.com
bartjcannon@gmail.com
fillmybox@gmail.com
silverwolfwsc@gmail.com
all in_all@gmail.com
mentzer@gmail.com
kerry04@gmail.com
presidentbush@gmail.com
prabhav78@gmail.com



More email address locations

Query

Description

“Internal Server Error”™ “server at”

intitle: "Execution of this script
not permitted”

e-mail address filelype:Csv Csv

intitle index.of dead.letter

Inurl. fogi-binfecho

filetype ;pst pst -from -to -date

intitle index. of inbox

intitle. "Index OF" -inurl:maillog
maillog size

inurl:email fitetype:madkb
filetype xis inurl: "email xls”

filetype  xls username
password email

intitle index.of inbox dbx

Apache server error could reveal admin e-
mail address

Cogiwrap script can reveal lots of
information, including e-mail addresses
and even phone numbers

C5V files that could contain e-mail
addresses

dead. letter UNIX file contains the con-
tents of unfinished e-mails that can con-
tain sensitive infarmation

fastcogi echo script can reveal fots of infor-
mation, including e-mail addresses and
server information

Finds Outlook PST files, which can con-
tain e-mails, calendaring, and address
information

Generic "inbox™ search can locate e-mail
caches

Maillog files can reveal usernames, a-mail
addresses, user loginflogout times, P
addresses, directories on the server, and
more

Microsoft Access databases that could
contain e-mail information

Micrasoft Excel spreadshests containing
e-mail addresses

Micrasoft Excel spreadshests containing
the words wsername, password, and
emall

Outlook Express deanup.log file can con-
tain locations of e-mail information

These \

queries locate
email
addresses in
more
“interesting”
locations... /




More email address locations

Query

Description

filetype emi em! +intext:
"Subject” +intext: "From”™

intitle: index.of inbox dbx
filetype:wab wab

filetype:pst inurd! "outlook_ pst™
filetype:mbx mbx intext: Subject

inurl cgi-bin/printeny

inurl: foreeard filetype  forward -cvs

{ filetype:mail | filetype emi |
filetype:mbox | filetype:mbx )
intext: password | subject

“Maost Submitted Forms and
Scripts”™ “this section”™

filetype:req req +intext.
"internet account manager”

"This summary was generated
by wwawstat”

Qutlook express e-mail files contain
e-mails with full headers

Qutlook Express e-mail folder

Outlook Mail address bocks contain sen-
sitive e-mail information

Outlook PST files can contain e-mails, cal-
endaring, and address information

Outlook versions 1-4 ar Eudora mailbox
files contain sensitive e-mail information

Printenv script can reveal lots of informa-
tion, including e-maill addresses and
server information

UMIX user e-mail forward files can list e-
mail addresses

Vanous generic e-mail files

WebTrends statistics pages reveal
directory information, client access statis-
tics, e-mail addresses, and more

Windows registry files can reveal
information such as usernames, POP3
passwords, e-mail addresses, and more

Wwwstat statistics information can reveal
directary info, client access statistics, e-
mail addresses, and mare

These \

queries locate
email
addresses in
more
“interesting”
locations... /




Network Mapping

Google is an indispensable tool for mapping out an Internet-connected
network.



Basic Site Crawling

* the site: operator narrows a search to a particular site,
domain or subdomain.

One powerful query
lists every Google

SIS NE Google Search: site:microsoft.com uesult for a web site!
! Google Search: sitemicroso.. |

Web Images Groups News%m/mnre:a D

GO ( jgle site:microsoft.com  search

Web Results 1 - 100 of about 583,000 from microsoft.com for . (0.69 seconds)

& 3 4k
o

site: microsoft.com



Basic Site Crawling

806 Google Search: site:microsoft.com
L. | c | + | [Clhttp:/ /www.google.com/search?g=site:microsoft.com&ie=UTF-8&oe=UTI ~ Q- site:microsoft.com
EO  ihackstuff

Web |mages Groups NEw!  News Froogle more »

.
GO () [e site:microsaft.com “Search ) Alinced Sean }
8 | - i/Most often, a\

Web Results 1 - 10 of about 1,740,000 from microsoft.com for .

site search
makes the
obvious stuff
float to the top/

Windows Media Player 9 Series for Mac OS X System Requirements
A list of the system requirements for Windows Media Player for Mac OS X.
www.micresoft.comiwindows/windowsmedia/ software/Macintoesh/osx/sysreg.aspx - 17k - Cached - Similar pages

Microsoft Small Business Support Center
Find the support and services that can help your business get
the most from Micresoft programs and selutions.

————

www.microsoft.com/smallbusiness/support/primary. mspx - 40k - Cac Similar pages /

r.office.microsoft.com/rirlidTrademarks?clid=en-US AS a
security

PasteFace Method (Microsoft PowerPoint 2002 Visual Basic Language ...

Microsoft Office 2002: Pastes the contents of the Clipboard teste r, we

onto a command bar button control.

msdn.microsoft.com/library/ en-us/vbaof10/html/ofmthPasteFace.asp - 9k - Cached - Simiilar pages need to get

IRTCProfile2 interface [RTC

The IRTCProfileZ interface contains additional methods and properties related to to the I eSS

the provisioning profile, extending the functionality provided by ERTCProﬂIe .

msdn.microsoft.com/library/ en-us/rtceint/rtc/itcprofile2.asp - 13k - ObV'OUS

CTimeSpan:operator +=, -= (Visual C++ 6.0} stuff.

const CTimeSpan& operator +=( CTimeSpan timeSpan );

msdn. micresoft.com/library/en-us/vemfcS8/ html/_mfc_ctimespan.3a3a.operator_.2b3d2c_963d.asp - 9k - CatTeo= Smer pages |

MSN Messenger version 4.0.1 for Mac

_MSN@ Messenger 4.0.1 fpr Mac makes it easy to take advantage of the full power of WWW mlcrosoft Com |S

instant messaging. By using MSN Messenger, you can see when your friends, family ...

www.micrasoft.com/.../mac/download/misc/ msn_401.xml&secid=32&ssid=4&fIlgnosysremT= H
T — way too obvious...

Display a menu

s |




Basic Site Crawling

 To get rid of the more obvious crap, do a negative search.

A Y M Google Search: site:micro... -site:www.microsoft.com

a4 P |E| |I| \_Qlh'ttp:wa.gonme.comfsearch = O~ site:mic )

!ﬁmgle Search: site:microso... | é

Web Images Oroups News Froogle mo

GO { nge site:microsoft.com -site:www.microsoft.com
-

Waeb Results 1 - 100 of about 383,000 from microsoft.com for -site:wwy

/ Notice that the \

obvious “www” is
missing, replaced

by more interesting -
. Dffice Developer Center: Information Bridge Framewaork
\ domains. /\ Search for MSDN and KB, Advanced Search. ...

msdn.microsoft.com/office’ understanding/ibframework/default. aspx - 19k

- Cached - Similar pages

Microsoft Office Online Feedback and Suggestions
Feedback and Suggestions. My feedback is regarding... All Office Online.

foICE': microsoft. com;‘assmtanceﬁ suggestlons asp:-:')
o v R Tiirma-—"280 Bl ™ b n
| & =1 4 e

site: microsoft.com
-site:zwww.microsoft.com



Basic Site Crawling

« Repeating this process of site reduction, tracking what floats
to the top leads to nasty big queries like:

site:microsoft.com
-site:www.microsoft.com
-site:msdn.microsoft.com
-site:support.microsoft.com
-site:download.microsoft.com
-site:office.microsoft.com



Basic Site Crawling

 The results of such a big query reveal more interesting

results...

Research page...

HTTPS page... L_

4 ) M Google Search: site:microsoft.com...com -site:download. microsoft.com

| 4 F |E| |E @http:.-ff'www.google.com,fsearch?hl=en&1r= - b.- Googla

Web Images Groups™®™' News Froogle mores

GO ‘ )gle site:microsoft.com -site-office.microsoft.com -sitesww | Search |
% .

Advan)
Prafere

Inicio de eventos - [ Translate this page |

Opciones de registro Cédigo del evente 118753291, Reqgistro en el Web. Registro
por teléfone 902 197 198. Jomada Tecnolégica Data ...
msevents-eu.micresoft.com/CUI/EventDetall. aspx?culture=es-

ES&EventlD=118753281&EventCategory=1 - 22k - Cached - Similar pages

CABELLBOOK'\POO1-1000\HTMFILES\CSP00541.HTM

38 Part 1% Fundamentals Section 2% The Computer Space. Science Foundation
1958. Notice that the Harvard Mark machines. which ...

research.microsoft.com/users/GBell/

The Bell-Mason Model

The Bell-Mason Model and Diagnostic for high tech startups. Space: Twelve standard
dimensions characterize a venture (see each chapter of High Tech Ventures). ...

Information Worker Solutions
=& A A United States, A, ...
https://partner.microsoft.com/US/4001 1956 - 100k - Cached - Similar pages

e ™
| e

Web Results 1 - 10 of about 516,000 from microsoft.com for -site:office.microsoft.com -si

Computer_Structures _Principles_and Examples/csp0054.htm - 4k - Cached - Similar pat

”';/Eventually we’II\

research.microsoft.com/~gbell! IntraV/entures+pic95/tsld006.htm - 2k - Cached - Similar p

run into a 32
query limit, and
this process
tends to be

\ tedious. /




Intermed

Using lynx to
capture the

iate Site Crawling

Google results

O Terminal — ssh — B0x24

page...

..returns the
same

results. s

rosm—e b} Lynx —dump " http:/Avewy. google. coms search?™
q=s1te:imicrozoft, com+—wmw.microsoft, com&num=100" = test.html

=

-bazh-2.05b% =ed -n "=/, [[alpha:]]*:~ S [ralnum:]]*.microzoft.com™~/ /& #p° te

st.html | owk “Tprint $23° | zort -u
http:sSdownlood.microsoft. com/
http:/fgo.microsoft. coms
http:/fmedn.microszoft. coms

http:s mzevents.microzoft. com/
http:dfmurl.microzoft. coms
http:/foffice.microzoft. com/
Lhttp:/fprotect.microzoft. coms
http:ffresearchomicrosoft. com/

..and sed and
awk to process
the HTML...

httpz://=.microsoft. coms
http: s zupport.microsoft, com/
-bazh-2.05b% JJ




So what?

* Well, honestIK, host and domain enumeration isn’t new, but
we’re doing this without sending any packets to the target
we’re analyzing.

 This has several benefits:
— Low profile. The target can’t see your activity.

—Results are “ranked” by Google. This means that the most
public stuff floats to the top. Some more “interesting stuff” trolls
near the bottom.

—“Hints” for follow-up recon. You aren’t just getting hosts and
domain names, you get application information just by looking
at the snippet returned from Google. One results page can be
processed for many types of info.. Email addresses, names,
etc.. More on this later on...

— Since we're getting data from several sources, we can focus on
non obvious relationships. This is huge!

« Some down sides:

—In some cases it may be faster and easier as a good guy to use
traditional techniques and tools that connect to the target, but
&emerlnt')er— the bad guys can still find and target you via

oogle!



Advanced Site Crawling

« Google frowns on automation, unless you use tools written
with their APIl. Know what you’re running unless you don't
care about their terms of service.

* We could easily modify our lynx retrieval command to pull
more results, but in many cases, more results won't equal
more unique hosts.

* So, we could also use another technique to locate hosts...
plain old fashion common word queries.



Advanced Site Crawling

/Searching for\

multiple
common words
like “web”, “site”,

-bazh-2.05bY
-bash-2.@5b% ]

eeoe Terminal — ssh — 80x13

-bash-2.05b% 1ynx -dump "http:s v,
g=zlte:microsoft. com+-vwen.microzoft.
-bazh-2.05b% lynx -dump "http:/ e,
g=site:microsoft. com+-vwen. microzoft.
-bash-2.05b% 1yn: -dump "httpz/ v,
g=s1te:microzoft. com+-wm.microzoft.
-bash-2.05b% 1yn: -dump "http:/ e,
g=slte:microsoft. com+-vwen.microzoft.
-bash-2.05b% 1ynx -dump "http:/ v,
g=sl1te:microsoft. com+-vwen.microzoft.

google. comd search™,
com&num=12@" = test.html
google. comd zearch@™
com-+HnebEnun=10d" == teszt.html
google. coms searchy™,

com+s1 tef&num=102" == tezt.html
google. comd search™,

com+enal l&num=10a" == test.html
google. comd searchd™
com+about&num=10a" == test.html

“‘email”, and

“about” along
with site...
appended to a

file... /

0




Advanced Site Crawling

e®06 Terminal — ssh — 82x26

-bash-2.05b% ./google_lyns_crawl
http: s/ communities.microsoft. coms
http://domwnlood.microsoft. coms
http:/fesample.microsoft. coms
http://flescomp.microsoft. coms
http:/fgo.microsoft. com/
http:/fhome.microsoft. coms
http://members . microsoft. com/s
http:/émsdn.microsoft. coms
http://meevents.microsoft. coms
http://murl.microzoft. coms
http:/#ntheta.microsoft. coms
http:/sfoffice.microsoft. coms
http:/fprotect.microsoft. coms
http://research.microsoft. coms
https:/ eopen.microsoft. coms
httpz:#/licensing.microsoft. coms
https: s/ mbs.microzoft. coms
https:/fpartner.microsoft. com/
https:s S s.microsoft, com/
http:/fsupport.microsoft. com/s
http:/f terrazerver.microsoft, coms
http:/uddi.microzoft. coms
http:/fmebevents.microzoft. coms
http:/foindowzbeta.microsoft, coms
-bazh-2.056%

Sifting \

through the
ouput from
those
queries, we
find many
more
interesting

\ hits. /




Advanced Site Crawling

-

& OO Terminal — bash — 88x30
—ommmmmmeeee Roelof Temmingh from\
sensepost.com coded this
technique into a PERL (API-
based) script called
dns-mine.pl to achieve much
more efficient results. /

We’'ll look more at
coding later...




Too much noise, not enough signal...

* Getting lists of hosts and (sub)domains is great. It gives you
more targets, but there’s another angle.

* Most systems are only as secure as their weakest link.

* If a poorly-secured company has a trust relationship with
your target, that’s your way in.

* Question: How can we determine site relationships with
Google?

*One Answer: the “link” operator.



Raw Link Usage link: combined with the

. : , name of a site

80 8 Google Search: Ilnk:ww.mtcrnsoft.cnm| ) .
E @ E’ @http:Hmvw.guogle.comjsearch?l Q- ShOWS- .- Sltes. that I|nk
| 0 rovies ihackstutt N to that site.

Web Images Groups™™' News Fo Tnore » -
GO L)gle link wwew.microsoft. com =z rﬂﬁl W

Web Results 1 - 10 of about 142,000 linking to www.microsoft.com. (1.07 seconds)

Microsoft Office Clip Art and Media Home Page

Microsoft Office Clip Art and Media - Over 140000 clip art graphics, animations,

photos, and sounds for use in Microsoft Office products.

office.microsoft. comiclipart/default. aspx 7lc=en-us - 53K - Jan 31, 20056 - Cached - Similar paoes

Microscoft Office Assistance: Microsoft Office Excel 2003
Microsoft.com Home, |, Site Map, Micresoft Office Online, Search. Home, Assistance,

Training, Templates, Clip At and Media, Downloads, Office Marketplace, ... //
office.microsoft. com/en-us/ assistance/CHTB0018021033.a5px - 30k - Jan 31, 2005 - Cachad - Similar pages I|nk has |ImItS

MapQuest: Help: Driving Directions

Close window. MapQuest Help Center. Help Center > Driving Directions > Driving thoug h . See
Directions in North America 1. Where to Find Driving ...

www .mapguest.com/help/directions. adp ?display=popup& area=Driving* 20Directions % 20in% 20North% 20America - 23k - Jan 31, 2005 mapquest
Cached - Similar pages

Company Members here )
ANS3I Logo, Home Contact Us Help: Electronic Standards Store. eStandards Store.
eSubscriptions. About ANSI. Overview. Intreduction. History. Offices. ...

wenw ansi.org'membershipdmembership_rosters/ company_members.aspx ?menuid=2 - 87k - Jan 31, 2005 - Cached - Similar ppoes

World Wide Web Consortium
Leading the Web to Its Full Potential. . ...
wiww W 3.org/Cons ortiumyMember/T estimonial'Home/home-879 - 30k - Jan 31, 2005 - Cached - Similar pages

InfoWorld: Operating systems Techindex
BACK TO: Techindex. ...
wawnw infoworid. comdtechindex/oparating_systems html - 107k - Jan 31, 2005 - Cached - Similar pages




Link has limits

806 Google Search: link:www.microsoft.com site:mapquest.com
[ e ] [ G l | + ] |Gl http:/ fwww.google.com/: = Q- Coogle .
| OO0 Proxies ihackstuff

Web Images Groups"®™' News Froogle more »

g e e e e . s S
GO LJSle link www.microsoft.com site:mapquest. com FSearch® o foerces

Web ...combining link:
| Lwith site: doesn’t
Tip: Try Google Answers for help from expert researchers

seem to work...

Your search - link:www.microsoft.com site:mapquest.com - did not match any
documents.

Suggestions:

- Make sure all words are spelled correctly. -
- Try different keywords.

- Try more general keywords.

- Try fewer keywords.

Also_vou can trv Gonale Answers for exnert heln with vour search b
| Display 3 menu )




Link has limits

8 0a Google Search: link:www.microsoft.com -site:microsoft.com

[ ol ] | G l | + l @hltﬂfﬂww.gnﬂglamm ~ [ Q- Gooagle
| £ Proxies ihackstuff

Web |Images Groups"®™' News Froogle more »

GO l nge linkwww.microseft.com -site:microsoft.com ( Search sl e Lo
L £ 2 < : : Preferences

/Link: gets treated\

like normal
search text (not a

Waeb Results 1 - 10 of about 1,740 for link:www.microsoft.com -site:microso

Quick Reference Guide to Internet Search Enaoi
... Fields, Link, eg, link:www.microsoft.com [Smows pages TMEmMg to the URL]; Cache,

eq, cache:www.microsoft.com [Shows page used to provide content used to judge ... SearCh mOdIerr)
v.n_ﬁfﬁalf'.gtlm.gﬁL!aI:j.?t:a:tmentsfacadprm library/information_pages/syntax.html - 78k - when combined
Latned - olMmiar pages

with other
Favorite link link
operators. /

... Yea, this is rather small but when viewing "My Favorite Link” {www.Microsoft.com)
or the "Home Page" in the Yiew Profile mode it's hyperlinked tohttp:/lwaw ...
www.anetforums.com/posts.aspx7Threadindex=12227 - 16k - Cached - Similar pages

Examples of Links That Lie
... The text displayed for the link does not have to be the real destination. For example,
this link www_microsoft.com really takes you to my heme page. ...

www. michaelhoerowitz. comilinksthatlie.html - 20k - Feb 1, 2005 - Cached - Similar pages
!: —-! (B S
Display a menu b




Link has other limits

/Knowing that these _] = Google Search: link:www. microsoft.com
. . + | |[G|http:/ fwww.google.com/search? ~ Q-
sites link to e

. hackstuff
www.microsoft.com - -
. Web Images Groups™™ News Froogle more »
IS great, bUt hOW [e link:woernmicrosoft.com { Search *::3;15"7
relevant is this
\ information? /D/ Results 1 - 10 of about 142,000 finking to www.micresoft.com. (1.07 seconds)
i

ce Clip Art and Media Home Fage
flice Clip Art and Media - Over 140000 clip art graphics, animations,
sounds for use in Microsoft Office products.
rosoft. comiclipart/default. aspx Plc=gn-us - 53k - Jan 31, 2006 - Caohed - Similar

Microsoft Office Assistance: Microsoft Office Excel 2003
Microsoft.com Home, |, Site Map, Microsoft Office Online, Search. Home, Assistance,
Training, Templates, Clip Art and Media, Downloads, Office Marketplace, .. e

office.microsofl.com/en-us/ assistance/CH7B0018021033.aspx - 30k - Jan 31, 2005 - Cachad - Similar pages

MapQuest: Help: Driving Directions

Close window. MapCQuest Help Center. Help Center = Driving Directions > Driving

Directions in North America 1. Where to Find Driving ...

www.mapguest. com'help/directions . adp?dis play=popup& area=Driving% 20Directions % 20in% 20North % 20America - 23k - Jan 31, 2005

Company Members

AMNSEI Loge, Home Centact Us Help. Electronic Standards Store. eStandards Store. DO We necessa rlly Ca re about
eSubscriptions. About ANSI. Overview. Introduction. History. Offices. ... . .
www.ansiorg/membership/membership_rosters/ company_membaers. aspx?menuid=2 - 87k - J Google_ranked rela“onshlps?
World Wide Web Consortium

Leading the Web to Its Full Potential .. ... HOW do We get to REAL

wiww,w3.org/ConsortiumyMember' T estimomnial/Homehome-873 - 30 - Jan 31, 20056 - Caohed - . .
relationships?

InfoWorld: Operating systems Techindex

BACK TO: Techindex. ...

www. infoworid.comdtechindex/operating_systems htmd - 101k - Jan 31, 2005 - Cached - Simiar

L




Non-obvious site relationships

- Sensepost to the rescue again! =)

* BiLE (the Bi-directional Link Extractor), available from
http://www.sensepost.com/garage portal.html helps us
gather together links from Google and piece together these
relationships.

* There’'s much more detail on this process in their
whitepaper, but let’s cover the basics...




Non-obvious site relationships

* A link from a site weighs more than a link to a site

—Anyone can link to a site if they own web space (which is free
to all)

* A link from a site with a lot of links weighs less that a link
from a site with a small amount of links

— This means specifically outbound links.
— If a site has few outbound links, is is probably lighter.
— There are obvious exceptions like link farms.



Non-obvious site relationships

A link to a site with a lot of links to the site weighs less that
a link to a site with a small amount of links to the site.

— If external sources link to a site, it must be important (or more
specifically popular)

— This is basically how Google weighs a site.

* The site that was given as input parameter need not end up
with the highest weight — a good indication that the provided
site is not the central site of the organization.”

— If after much research, the site you are investigating doesn’t
weight the most, you’ve probably missed the target’s main site.



Who is Sensepost?

B (SN Google Search: sensepost

E] - Uhttp { /www.google.com/search?g=sensepost&ie=UTF- = Q- sensepost \!'_

.' Fn:i)ues ihackstuff

Web |mages Groups News Froogle Local™™  mors »

‘ 0 L)Sle tensapost { Search W

Relying on Google’s

Web Resuits 1 - 10 of about 6,490 for sensepost. (0.24 sacol 6400+ reSUItS can be
reroute daunting... and
www. sansapost.com - 2k - Cached - Similar pagas . .
' misleading.
SensePost

.. for such threats. HackRack is a innovative, cutting edge automated scanner
designed and maintained by SensePost. It encapsulates ...
www . sensepost.com/automatedscanning.html - 21K - Cachad - Similar pages

[ More resulis from www.sensepost.com |

SOL insertion

.. During the time that we were preparing for BlackHat, Haroon Meer [hm’mn@s&nsapnsl.
cc:amj started sxtensive fiddling with SOL insertion. Sn-nsaPnsl IT SECLII'I‘W
wwnw, cgisecurity. comilib3QLinsertion.him - 40k - Cachec B DEDE

SensePost
The Garage : : Downloads, Defcon/BlackHat 2003 Las WVegas
| Putting the Tea back into CyberTerrorism ...

168.210.134.6/garage htm - 21k .- Cached -

SensePost

The (Garage : : News, Check out the New York Times Article on computer str[:uf'rty
menticning SensePost. ... SensePost talks on Cyl}&r t&rmnsm at BlackHat. ,

168 21“ 1'11: Bigarage_ r'e-.vs him - 22k - Cached - 5
[M t= from 168.210.134.¢ I

Index of /nfl¥convention cdroms/defcon1/SensePost

Index of infléconvention_cdroms/defcoent1/SensePost. Name Last modified Size

Description Parent Directory 08-Dec-2004 1536 - dc-11 ...

mediawhore. wi2600 org/nfl¥ conventien_cdroms/defcont1/SensePost! - 2k - Cached - Similar psges

[ Display 3 meny -

4|k




Non-obvious site relationships

* It seems dizzying to pull all this together, but BiLE does
wonders. Let’s point it at sensepost.com:

root@localhost

rootagttack ;~Aworkbench/googled ./ bile-public-ext.pl wew.zensepost.com out

-

This is the extraction phase.
BiLE is looking for links to
www.sensepost.com (via

Google) and writing the results

to a file called “out”... -

ity .org iy Lsensepost . com




Non-obvious site relationships

« This is the weigh phase. BiLE takes the output from the extraction phase...

root@localhost:~/file/final — ssh — 33

rootdattar < nogle# . bile-public-weigh.pl wew.sensepost.com out new [

BN

And weighs the results using
the four main criteria of
weighing discussed above...
aided primarily by Google

searches. /

rg:ll

1.4
i11.48

4K

This shows the strongest Y
relationships to our target site first,

which during an assessment equate

to secondary targets, especially for

information gathering. -




The next step...

806 Google Search: site:nasa Let’s Say We,re
|-ll—] |?| |T| [_GJh{tp:.-f;'www.googie.com!search?m:en&lr:&cZu 2 C'.- gite:h.asa .
— &)oklng at NASA....

El0  Proxies ihackstuff

Web |mages Groups News Froogle Local™™ more »

-

]
]
]
]

Web Results 1 - 10 of about 74 for site:nasa. (0.74 seconds

k ledge. itd. / \
Siaroages We could use
w.nasaicbs.nasa;‘ ‘googleturd’

procure. arc.nasa/ Se.arCheS, “ke
Simiar pages site:nasa to
§C|erl1c5_l_..l<ic.nasa.-' Iocate typos

lgroc.ure_.msfc.nasaa' WhICh may be
soho nascom nasal real sites... /

midex.gsfc.nasal

photejournal.jpl.nasal

ecsweb. larc nasal
Mt e these???

w.athena.iw.nasa;‘
- r How can we verifiy

Fl |




Host verification...

* Cleaning the names and running DNS lookups is one way...

® 06 Terminal — bash — 84x14

gqarcY.gszfc.naza.gov has addre
Fc.nosa.gov has addr
gsfc.naza.gov has add

technology.lerc.nosa.gov has ade
db-wwwy, larc.naza.gov has ad
eob.gzfc.naza.gov haz addre:
shire.larc.naza.gov has addr

(= I‘:l-l. orerschools. nosa. goh . =

We could further expand
Pay dirt! Now what??? on these IP ranges via
DNS queries as well...




Expanding out...

« Once armed with a list of sites and domains, we could
expand out the list in several ways. DNS queries are
helpful, but what else can we do to get more names to try?

« From whatever source, let's say we get two names from
verizon, ‘foundation’ and investor’...

ror Verizon's 2003 Annual Report - Investor Information

File Format: PLDF/Adobe Acrobat

Fage 1. Registered sharecowner services Questions or requests for assistance
regarding changes to or transfers of your registered ...

investor venzon.com/2003annual/ download/vz Investor info.pdf - Similar page

foundation.verizon.com/cybergrants/plsal/incomm.info?x _type flag=DELETE




Google Sets

Predicted Items
Investor
foundation
Second Foundation
Intermediate
Entreprensur
Self Employed

 Although this is a simple example, we Advanceg

can throw these two words into

Google Sets....

80a Coogle Sets

4 p EHE ﬂhttp:Hlabs_google.com,fsets

i Q?'|

)

[X] Proxies ihackstuff

Feedback Discuss Terms ofUse

Google

Sets

Automatically create sets of items from a few examples.

Enter a few items from a set of things. (example)
Next, press Large Setf or Small Set and we'll try to predict other items in the

set.

®  Invastor

& foundation

(clear all)

': Large Sar 3 " Small Set (15 itams or fewer)

-

Display a menu

Roof

framing
Alliances

Completion
Lender
Excavation
EOARD MEMBERS
walls
Application
Earnings Reports
IPOs
Financial
Cedificate
professignal
Blusher
Research
groundwork
fundament
roof structure
Business Directory
floors
E
Contact Us
Metal Roof
FOGA FOPA
Cwner Occupied
STEM Methodology
TEACHERS
DIETRIBUTION




Expanding

* Then, we can take all these words and perform DNS host
lookups against each of these combinations:

ene Terminal — ssh — 83x14

-bhazh-2.05b% for name in “caot 11 i . =
Buzsinezz.werizon.com has address .

foundation.verizon.com has add

Investor.werizon.con has addre . 145 i ]
Foundation.verizon.com has addre 3. 251, 248,15 ..this leads to a new hlt;
-bash-2.050% ‘business.verizon.com’.

Google sets allows
you to expand on a
list once you run out
of options.




Fuzzing

 Given hosts with numbers and “predictable” names, we
could fuzz the numbers, performing DNS lookups on those
names...

* I'll let Roelof at sensepost discuss this topic, however... =)

bhst03.verizon.com/

hitps:/iwww33.verizon.com/wi-fi/login/locations/locations-remote.jsp




Limitless mapping possibilities...

« Once you get rolling with Google mapping, especially
automated recursive mapping, you'll be AMAZED at how
deep you can dig into the layout of a target.



Port scanning

* Although crude, there
are ways to do basic
“portscanning” with
Google.

* First, combine inurl
searches for a port with
the name of a service
that commonly listens
on that port... (optionally
combined with the site
operator)

806 Goaogle Search: inurl: 10000 webmin
| | c | | + | hG]http { fwww.google.com/search?hl=er » Q- inurl:10000 webmin

£ Proxies ihackstuff

Images Groups News Froogle Local™™ mores

‘ O‘ )81 inurl: LEOOG webmin (" search

Web Results 1 - 10 of abeut 853 for inurl: 10000 webmin. (0.63 seconds)

Web based Administration Tool Demo
Login to Webmin. You must enter a usermame and passweord to login. deme username:
guest demo password: guest. Username, Password Remember Iﬂ-gln permarenthﬂ

hitps //damo.sot. com: 10000/ - 2k - Feb 3, 2005 - C

Login to Webmin

Legin to Wabmin. You must enter a username and password to login to the Webmin server
on graham.raeinternet.com. Username, Password, Rememtrer H}gll‘l permanentry'i'
graham,raeinternat.com; 10000/ - 2k - Fab 3, 2005 - Ca i = S

Legin to Webmin

Legin to Webmin. You must enter a username and password to login to the
Webmin server on atgnd grid. IJIT‘IE:h edu: Usernam& Passwon:l

nn;,_, ﬁlﬁr-d_q :

[!

HOSTANET usage www. hostdnet.us - March 2004 - Referrer

. google.nl'search 2 0.01% hitp:ihwwew hostédnet us: 10000¢hosténet'configuration/
SEWIEEH’IBI‘IBQ{’.I‘HEM cgi 2 0.01% hitp: "I\'.-ww swelitech. c:on'l."pu::-erman.u‘webmm larchive ..
www hostdnet.us: 10000, fref 200403.htmd - 14k - C { T E

HOSTANET usage www.hostdnet.us - April 2004 - Referrer

. hestdnet.us: 10000/hestenet'configuration/serviceconfig.cgi 1 0.00% http.li\ww.r.nutcraft.
conﬁ! urvey! 1 0.00% http Jhenenes niemuedler. dDMEImemmGdMUS."ISDGOHh’N
3r~r01 u"Iwu i rnf 2:‘332- htrrd - 14k - Cz 1

[M FroaTs w1 Lus ]

Errar - Bad Request
Error - Bad Request. This web server is running in 35L mode.
Try the URL https: .l‘tk1serv{:r 1Dﬂ-&m |nstea|:|

68.5.119.250: 10000 - 1k

Login to Webmin

Legin to Webmin. You must enter a username and password to login to the Webmin server
on www tjs co.uk. Username, Password, Remember login perrr'.anentnf'?

www fis co.uk: 10000/apachedvirt_index.cgi?virt=226 - 2k - C 520

———————

Display a menu
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Inurl -intext scanning

« Antoher way to go is to
use a port number with

inurl, combined with a
negative intext search

806

Google Search: inurl: 8080 -intext: 8080

for that port number.

This search locates
servers listening on port

8080. /

| < ] | C | | + | |Glhttp: / fwww.google.com/se = Q- inurl:8080 -intext:8080
m Proxies ihackstuff

images Groups MNews Froogle Local™™ more s
Gol )8[ inurl:E080 -intext:B080 (Search ) paenced Seaich

Web

Commen Errors in English

Common Errors in English. Read about the book version of this
site. Preparing to review or recommend this site? Please read this
first. ...

W W L edu: BOB0 -

-brians/errorsferrors htmi - 43k

4 Werld Cultures

Werld culture glossary, atlas, anthology of readings, and
cnline classes available for distance learnlng
www wsu edu 8080/~dee/ - Bk - Cache

[ More resuolis from www. ws . edi |

www. opentext. com: 8080/

www. nsa. gov: 8080/

Results 1 - 10 of about 3,590,000 for imurl:8080 -intext:8080. (0.39 seconds)

Sponsared Links

Ohympus C-8080

Product Pics, Descriptions & Specs,
Find Merchants with the Best Price!
www pricegrabber. com

Olympus C-8080

Bottom Dollar prices on photegraphy
equipment. Free compariscn shopping
www bottemdollar. com

Ohympus C-8080

Low Price on Camera & Accessories
50 Free Prints with every purchase
WWW, DCECISIoN-Camera, com

4| W




Third party scanners

* When all else fails, Google for servers that can do your
portscan for you!

B ae Google Search: filetype:php inurl:ngt intext:"Network Query Toaol”
E]. + | |Glhtep:/ jwww.gor » Q- filetype:php inurlngt intext:"Network Query Tool* )

| [0 Proxies .ihg_&_'d_isluff

Images Groups MNews Froogle Local™™™  more s

‘ 0 L JS [e flietype:php inurlngt intext "Network Quary Tool” [ ~Search )] P,Pp,_,._g;:‘afﬂ

Web Results 1 - 10 of about 124 for filetype:php inurl:ngt intext:"Network Query Tool”. [0.31 seconds)

Network Query Tool —_—

Network Query Tool. Host Infermation NQT20030507, Host Connectivity. B | Metwork Query Tool

Resolve/Reverse Lookup Get ONS R&c{:-n:rs Whms [Weh] Whms |IP owner. .

www s erversanddomains netingt.php - 3k - hed - Similar pa E] ﬁ h[tp Jiwww, = Qv f||Ewa php inurk:ngt intext -NETWUTG
Obsolete Laboratory M Proxies ihackstuff

. Network Query Toel. Host Information, Host Connectivity. Resole/Reverse

Lﬂ-DkLlD Get DNS Records Whois (Web) Whms {IP D\'«I'I'I.ET] Chack
www.obsoletelab.comingt.php - 19k - Canhed - Similar page Netwﬂrk Quer}’ 'l‘ml

Expenetic Ltd - East Londen Web Design, Internet Develcpment ...

... Error; You did not specify a valid target host or IP. NOT20021115 Network Host Information e
Query Tool 1.5 Copyright 2002 shaun@shat.net. Satisfied ... Host Connectivity

www.ex ponetic.comfresources/ngt. php - 14k - Feb 3, 2005 - Cached - Sin ) Resolve/Reverse ) Check port: B0

Network Query Tool Lookup () Traceroute to host
. However, fulure versions may not support this any h:mger in fhome/sites/site 119/ ) Get DNS Records = Do it-all

w&hfcgtl pin/mgtingt.php on line 261, Network Clunry Tool 1 Whois (Web)

www s eait.orgfcgi-bindngt/ngt.php - 7k - Cachs

1 Whois (IP owner)
| Display a menu _ ~ Enter host or P Bo It




Document Grinding and Database
Digging

Documents and databases contain a wealth of information.
Let’s look at ways to foster abuse of SQL databases with Google.



SQL Usernames

“Access denied for user”
ﬁ & ﬂ <br> <b>Warning</b>: Access denied for u...t_o_index.php</b> on line - “using password”
<hr> <b>Warning=</b>: A... “-_T —, — -

7

Search: [V

Forensic Science Service website | Contact us | Graphic version

Warning: Access denied for user: Warning: Access denied for user: 'root@localhost’ (Using password:

‘root@localhost' (Using password: NO) in ; : g i |
Tontfvenrivliibail fotanity It o, Trdex oo NOY in fvar/www/ html/patermnity/t_o_index.php on line 130 |

on line 60 Warning: MySQL Connection Failed: Access denied for user:

'root@localhost’ (Using password: NO) in

Warning: MySQL Connection Failed: Access hfinl 7 antarn it i ind h line 130
denied for user; 'root@localhost' (Using [ovarfwrora ] htm| / putermity/t_o_indss.php on fins

passward: MNO) in
fvar/www f html/ paternity/t_o_index.php
on line 60

Warning: Supplied argument is not a valid MySQL-Link resource in
/var/www /html/ paternity/t_o_index.php on line 131

Warning: Supplied argument is not a valid MySQL-Link resource in

Warning: Supplied argument is not a valid Jvar/www/html/paternity/t_o_index.php on line 168

MySQL-Link resource in
Svar/www f html/paternity/t_o_index.php

Warning: Supplied argument is not a valid MySQL result resource in
on line 61 s e 9 ik

Jvar/www [ html/ paternity/t_o_index.php on line 170

Warning: Supplied argument is not a valid
MySQL-Link resource in

fvarfwww f html/paternity/t_o_index.php
on line 63 "

Warning: No MySQL-Link resource supplied in
S var/www [ html/ paternity/t_o_index.php on line 220

Muiockinning Babarniby
Pt e e ) 1|




SQL Schemas
 Entire SQL Database dumps

|
006 '
<4 P l | [+ ﬁhttp:f!m-.-w. com/misc/dev/t2/setup.sgl = "Q' Google
2 @
# Dumping data for table 'config'
#

“# Dumping data for table” ’

INSERT INTOD config VALUES ( 'last update', "'}:

# Table structure for table 'creatures’
#

CREATE TABLE creatures |
id int{11l)} DEFAULT "0' NOT MULL auto increment,
name wvarchar(255) NOT NULL,
owner int(11) DEFAULT '0' NOT NULL,
carnivore enum{'¥','N') DEFAULT 'Y' NOT NULL, Adding ‘username’ or

weight int{(11l) DEFAULT '"0"' NOT NULL, ‘ ’ .
;qud int{11} DEFAULT '0' NOT NULL, password 1_:0 th|S query
makes things really

" interesting.




Improper command

termination can be

abused quite easily
by an attacker.

SQL injection hints ( "ORA-00933:

SQL command

SERCE + ORA-005%33: B3Q0L command not properly ended not properly
12000 -errorcodes 1 "
ended
ERROR ¢+ ORA-D00833: B50L command not properly ended
1 82000 -errorcodes @1 |In..|
SHROR : ORA-00933: BQL command not properly ended

1 42000 -errorcodes i1

)

B : ORA-0D0933: 50QL command not properly ended
HAOO O Error Occurred While Processing Request

DR *LE Error Occurred While Proce. .. | =

| |MicrosoftODBC SQL Server Driver][SQL Server]Unclosed quotation mark before the "Unclosed quotation
-. :"_": |[character string '>=Mrs. Prisbrey"s Second Grade Class v'. mark before the
SQL = "SELECT LinkBuilder_Enabled, FK_'Fy £y £ Sessun - Our Apologies character string"

iINNER JOIN TB_Teacher ON TE_ClassPagc:—| _
\WHERE PK_ClassPageID = 30365 AND Linjil IS - Our Apclogies | -
|

|[Class v"

]




SQL source

* Getting lines of SQL source can aid an attacker.

AAA Error Occurred While Processing Request intitle:"Error
Error Occurred While Proce. .. | OCCU I’red The
The ertor occurred in D:\INET\fun_site\_NEW_\f_main.cfm: line 87 error occu rred in"

Called from D:AINET'fun_site\ NMEW \f_index.cfm: line 13 \

Called from D:\IMET\fun_site\ NEW \f index.cfm: line 14

Called from D:\INET\fun_site' NEW _\f_index.cfm: line 200
85 =
86 :
87 :
88 :
8BS :

SELECT : I

FROM wagﬁ 6 Error Occurred While Processing Reguest

WHERE i 1 =

e Error Occurred While Proce... | E
</ciloop> SQL = "SELECT

|id ,thumbnail_filename,item_description,item_graphic_filename,item_addnl field

\lis_a_service,price,merchant_id thumbnail_link_text FROM item WHERE contro!

iid,i.thumbnail filename.i.item_description,i.item_graphic_{filename j.item_addnl_
iitem_addnl field 2.i.item_addnl field 3.i.item addnl field 4.i.item addnl field
1.is_a_service,lpricei.merchant_id,i.thumbnail link text FROM (SELECT

itermn_addnl field 2 .item_addnl field 3.item_ addnl field 4.item addnl field_35,

3505 AND staws in (AVAILABLE /NOSTOCK')) i, (SELECT id, control_id I
item_group WHERE id = 46694 AND control_id = 3505) ig, (SELECT item_id
item_group_id FROM item_group_item WHERE item_group_id = 46694 ) igi W
i.id = igi.item_id ORDER BY i.item_description” :

N 4| p

= 7




Going after SQL passwords

A Y http://216.239.41.1.. ysqgl_connect&hl =4 filetype:inc intext:mysq|_connect

F'http:f.-'216.239.41.104!5&ar... | ]
- ( Include files with
JHasE. » e E cleartext
Suser="gaiprojo”; d
Spassword-="t£TnM76mx5" dssSworas...
44\\\ p

Sdatabase="gsiprojo”

mysgl connect|Shost,Suser, $password);
gmysgl select db(Sdatabase) or die ("I cannot
T

f ? 4|k




More SQL Passwords

* Question: What's the SQL syntax that can be used to set a

passwords?
* (TWO WORDS)

*One Answer: “Identified by”

o 8 () Coogle Search: filetype:sql +"IDENTIFIED BY" -cvs

| |:|http / /vwww.google.com/seart = Q' filatype:sgl +"IDENTIFIED BY" —cvs

Q' filetype:sql +"IDENTIFIED BY" -cvs

Web |mages Groups News Froogle mores

‘ 0 ( )Sle filetype:sal +"IDENTIFIED BY" -cvs

(search ) 22

Web Results 1 - 100 of about 334 for filetype:sql +"IDENTIFIED BY" -cvs. (0.43 seconds)

create user M_DESHRYVER identified by bda default tablespace users ...
create user M_DESHRYVER Identifled by bda default tablespace users; create user
M_GERBELOT identified by bda default tablespace users; create user M_HIGUERA, ...
W, frimast-create-user.eql - 5k - Cachied - Similar

create user amhold identified by student default tablespace users ...
create user arnhold identified by student default tablespace users terr\p-orar:.I tablespace
temp; grant ccr'r‘:s{:l resource to arnhold; create user brandt identified ..

W, “woedel~uwe/DBScript.sgl - Bk - Cac - Similar p:

create user heine identified by student default tablespace users ...
create user heine identified by student default tablespace users temporary tablespace
temp; grant connect, resource to heine; create user Ilppold Idanilfled by

WWW, W del~uwe/BioDBScript.sql - 3k - Cached - Similar p s

CREATE DATABASE hydria USER SYS IDENTIFIED BY change USER SYSTEM ...
CREATE DATABASE hydria USER SYS IDENTIFIED BY change USER SYSTEM IDENTIFIED BY change
LOGFILE GROUP 1 (‘war/localioracle/cradatall/hydriafredol Jog’) SIZE ..

WANW -gritwiki/pub/ Main/Systemadminis tration/dbcreate.sql - 7k - C

CREATE TABLE domain ( domain varchar(30) NOT NULL. anything ...

. varchar{10) NOT NULL default "reject’, enable tinyint(4) NOT NULL default'1' );

GRANT SELECT ON passwd TO myshadow@localhost IDENTIFIED BY ‘myshadow’, GRANT ..
meani.| netidoc/auth_mysqgl'schema.sql - 3k

- Similar pages

4
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More SQL Passwords

* The slightly more hardcore version...

£ 'tl* filetype:sgl +"IDENTIFIED BY" ("Grant * on *" | "create user”)

create user M_DESHRYVER identified by bda default tablespace users ...
create user M_DESHRYVER Identified by bda default tablespace users; create user
M_GERBELOCT identified by bda default tablespace users; create user M_HIGUERA, ...
WA, .fr/mast-create-user.sql - 5k - Cached - Similar peges

CREATE DATABASE hydria USER SYS IDENTIFIED BY change USER SYSTEM

EXECUTE OMN DEMS_PIPE TO PUBLIC, GRANT EXECUTE ON DBMS_LOCK TO
PUBLIC . ROLLBACK SEGMENT RBS ONLINE; CREATE USER HYDRO IDENTIFIED BY
VALUES‘4F1BOTDSBBFBBBSE
W Lgritwiki'puby Mﬂirz.-’Systcm-f-,dmir!istratiom'db:reate.sql - Tk -

Cached - Similar pages

create user arnhold identified by student default tablespace users ...
create user arnhold ldentifled by student default tablespace users temporaw tablespace

temp; grart connect, resource to armhold; create user brandt identified ..

WAW, Jde/~uwe/DBScript. sql - Bk - Gached - Similar pages
create user heine identified by student default tablespace users ...
create user heine identified by student default tablespace users temporary tablespace
temp,; grar't connect, resource to heine; create user lippold identified by ...
WA, Jde/~uwe/BioDBScript.sql - 3k - Cached - Similar pages

REM Akadia AG. Zieglerstrasse 34, CH-3007 Bem REM ...

.. access * REM ***** CREATE USER mz IDENTIFIED BY mz ... pupbld.sgl %5 Grant
EXECUTE on dbms_pipe on ...

WNW, comvserviceswin-ntlora?3dinitPARAsql - 12k - Cached - Similar pages

REM Akadia AG. Zieglerstrasse 34. CH-3007 Bem REM ...

Web Results 1 - 84 of about 255 for filetype:sql +"IDENTIFIED BY" ("Grant * on *" | "create user”). (1.49 seconds)

Sponsored Links

Catabase Management Trial

Free Trial of DBArtisan and access
to the DBA script center
www.dbartisan.com

220,000 Free Grant Morey

Mever Repay Guaranteed! Use For Any
Purpose. Register Today Online

www. RealCashPrograms.com

SEB YOUTr MessaGe hare..

&

. temp QUOTA UNLIMITED ON users PROFILE default; CREATE USER cem IDENTIFIED 3

BY oem DEFAULT CONNECT sysiosmium AS SYSOBA; GRANT EXECUTE CON ¥
“Display 2 menu 2




Various database detection queries

Query

Description

ﬁQL dump detection

inurl; nuke filetype: sql
filetype: sql password

fitetype: sgl “IDENTIFIED BY"™ —cvs

"# Dumping data for table

(username |user | wsers | password)”

“wmysgl dump” filetype sgl

“# Dumping data for table”

“# phpMyadmin My3QL-Dump™
filetype txat

“# phpMyAadmin MySQL-Dumg™
"INSERT INTO™ -"the"”

php-nuke or postnuke Ch5 dumps
50L database dumps or batched 5QL

commands

50L database dumps or batched 50QL
commands, focus on “IDENTIFIED BY™,

which can locate passwords

50L database dumps or batched 50L
commands, focus an interesting terms

50L database dumps
50L database dumps

50L database dumps created by

phpMyadmin

Database detection

50L database dumps created b
phphMyaAdmin (variation)

Query s~

Description

filetype :cfm “cfapplication name”
password

fitetype ;makb inwrl-users.mdb
inuri email filetype:mdb
inurl: backup filetype: mdb
inurl;: forum filetype:mdb
fnurt: ‘dbdmain. mdb

inur: profiles filetype :mdb

filetype asp DEQ="* Server.
MapPath{™*.mdb")

allinur!: admin mab

ColdFusion source code

Microsoft Access user database
Microsoft Access e-mail database
Microsoft Access backup databases
Microsoft Access forum databases
ASF-Nuke databases

Microsoft Access user profile databases

Microsoft Access database connection
string search

Microsoft Access administration
databases




Automation

Page Scraping in Perl
API querying in Perl



Page Scraping with Perl
* Thie Perl code, by James Foster, provides a good
framework for “page scraping” Google results.

* This method relies on manually querying Google, and
searching the resultant HTML for the “interesting stuff.”

#1/usr/bin/perl -w ﬁVe will be making socket

use 10::Socket; calls. We need
—__ |O::Socket.

#Section 2

Squery = /search?hl=en&q-dog’; | We hardcode our query )

$server = 'www.google.com'; —

(which we can make
aparameter later), our
Google server and our

port number. -

$port = 80;




Page Scraping with Perl

sub socketlInit()

{
$socket = 10::Socket::-INET->new(

Proto => 'tcp’, Next we have a very generic
PeerAddr => $server, socket initialization
PeerPort => $port, subroutine.

Timeout => 10,

);

unless($socket)

{

die(""Could not connect to $server:S$port");

}

$socket->autoflush(1);




Page Scraping with Perl

This subroutine sends the
Google query (hardcoded
sub sendQuery($) above) and accepts one
{ \ parameter, the Google query.
my (Smyquery) = @_;
print $socket ("GET $Smyquery HTTP/1.0\n\n");

while ($line = <$socket>)

{

if ($line =~ /Results.*of\sabout/)
{

return S$line;

}
) Google returned HTML is

} processed, and the line containing

“of about” (our result line) is
L returned from this routine.

Results 1 - 10 of about 46,600 for "james foster™. (0.49 seconds )




Page Scraping with Perl

/ This subroutine takes one

sub getTotalHits($)
{
my (Sourline) = @_;
$Shits=""";
Sindex = index(Sourline, "of about'");
$str = substr($ourline, $index, 30);
@buf=split(//,$str);

for ($i = 0; $i < 30; $i++)

parameter (the results line from the
Sendquery)

/ﬁ‘of about is located”... ’

/”'\

...the next 30 charactersj
T are grabbed...

|~
1 |
if (Sbuf]$i] =~/[0-9}/) — ... all the digits are |
{ removed....
Shits=$hits.Sbuf]$il; ~
}
! > ...stored in $hits... |
return Shits;
} \F\g ...and returned. ’
Results 1 - 10 of about 46,600 0r "james foster™. (0.49 seconds)




Page Scraping with Perl This piece of code

drives all the
The socket is subroutines.
initialized...

socketInit(); sent...

F ...the query is
/ query
$string = sendQuery($Squery); /L_/
$totalhits = getTotalHits($string); the total hits arej

L determined...

#Printing to STDOUT the Total Hits Retrieved from Google
print ($totalhits);

—

—
\\...and printed out.




CGI Scanning

ﬁnother automation example

liisadmpwd/
liisadmpwd/achg.htr
liisadmpwd/aexp.htr
liisadmpwd/aexp2.htr
liisadmpwd/aexp2b.htr

might involve chopping up a
CGl scanner’s vulnerability
file...

inurl:/iisadmpwd/
inurl:/iisadmpwd/achg.htr
inurl:/iisadmpwd/aexp.htr
inurl:/iisadmpwd/aexp2.htr
inurl:/iisadmpwd/aexp2b.htr

4———\q

... converting the checks into
Google queries, sending these
ueries to a Google scanner.

intitle:index.of /iisadmpwd/
intitle:index.of /iisadmpwd/achg.htr
intitle:index.of /iisadmpwd/aexp.htr
intitle:index.of /iisadmpwd/aexp2.htr
intitle:index.of /iisadmpwd/aexp2b.htr




Web Servers, Login Portals,
Network Hardware

Network devices can be soooo much fun to Google for...



Web File Browser

* This program allows directory walking, file uploading, and
more.

806 Weh File Browser 0.4b13

| < » | |?| |T| _‘__*' ~ Q- "Web File Browser" “Use regﬁlar expres-siun"

[0 Proxies ihackstuff

Web File Browser 0.4b13 '

Main folder  Search’
01-31-2005 21:30:23 _ Use regular expression

Read

Sel To Name Size Date Action
Only

= 01-01-1970

=] [Upper folder] 01:00:00 Yes o

| + i 07-24-2004

ey O Aupvisag) 11:07:45

= 2 07-26-2004

=Y | B2 e 08:00:20

g 07-26-2004

B 1. Aes 11:26:23

= - . 07-27-2004

| BaiaVerde 14:55:01

! Castello di San Marco R (14 "

+

= e 13:57:15




VNC Servers (with client)

* VNC (Virtual Network Computing) allows you to control a
workstation remotely.

e 00 UNC viewer For Jave j)/: The search is very basic ]
| G | |E| |I| A = Q- intitle"VNC viewer for Java" @
EF] Proxies ihackstuff

Vn Gmese sites launch a VNC\

Java client so you can

connect! Even if password
protected, the client

YWIC viewer for Java wersion 4.0 reveals the server name

Copyright [C1 2002-2004 RealVMC Ltd,

See http:f faowew realvne com for information on WhC

\ and port.
8006
Display'a menu

/
VNC Viewer: Connection Details /
L VNC server: warp.win

Lnet:1236

.

C About... | |\ Options... | [ OK :l li Cancel |

Thanks to lester for
this one!




Symantec Anti-Virus SMTP Gateways

'®O6/  fwalee o - Symantec AntiVirus for SMTP Gateways =
[ 4 » N c é_IBfDisptavmhat=toppage.mhtml&bm=4;'!rO.v inurl:"8003 /Display?whar="

Passwaord: Logon ) [ Cancel

Host name: fwal.




AXxis Print Servers

8086 MNetwork Print Server /A\

Print server

administration,

Google-style!

~ Q- intitle:"Network Print Server” filetype:shtm

[« » [ cf] +]10]

ELl  Proxies ihackstuff

Network Print Server

Printer Overview

AXISa

COMMUNICATIONS

=

__
BTN Jobs Eincet = AXIS 540+/542+
Print Server Print Server Name: AXIS42AATF
: 5_ System Location: 301A-EGRC
-|-_F=T1 Serial Number: 00:40:8C:42:AATF
m - Configuration Wizard 3

Thanks to
murfie for
this onel




Xenix, Sweex, Orite Web Cams

Glalks) Google Search: allinurlindex.htm?cus?audio

4 p ] |£] |i’ @http:waw.guogle.comfsearch a(Qr Google

B E.E Proxies ihackstuff

Web Images Groups'®™' News Froogle more »

Go L_nge allinurliindex. htm?custaudio

Fi

Tip: Have a guestion? Ask the researchers at Google Answers.

IP Camera - [ Translate this page ]
HENx 1001/ - 2k - Cached - Similar pages

IP Camera - | Translate this page ]
HEnix 002/ - 2k - Cached - Similar pages

Qrio IPCam - [ Translate this page ]
HEMNIN. 21004/ - 3k - Cached - Similar pages

Orite IC301

- 3k - Cached - Similar pages

F

Web Results 1 - B of about 10 for allinurl:index.htm?cus?audio. (0.18 seconds)

\KOne query,

Display 2 menu

many
brands of
live cams!

Thanks to

server1 for
this one!




Active WebCam

808

Active WebCam Page

[I < » || c ||+ | Ahp/64.2315 ~ Q- "Active Webcam Page” inurl:8080

o)

| I Proxies ihackstuff

Captured with Active WebCam

Display & menu

[

Thanks
klouw!

)




Toshiba Network Cameras

(" intitle:"toshiba
# ) Y TOSHIBA Network ...e-Screen Display network camera -

TOSHIBA User Login"

® - ] (&

Found by
WarriorClown!

e




Speedstream DSL Routers

* Home broadband connectivity... Googled.

System Summary Who do you
System Type: SpeedStream 5100-Series want to
Config Part #: 003-6145-505 .

Firmware Part #: 004-E141-A1Z disconnect
MAC Address: 00:0B:23:0A:DF:6D today?

Point to Point Connection Summary:

B PPPoA(D) 80.53.144.169

Found by
mO00d!




Belkin Routers

 Belkin routers have become a household name in
connected households. The management interface
shouldn’t show up on Google... but it does.

[ NaNa) (@ Router Setup Home (=]
| (@) intitle:"Setup Home" “You will need * lag in before * # changs * settings" | oge
Gateway Roudesr Se utility
Home |Help | Login  Internet Status: Conn
LAN Settings Status
DHCP Client List
Connection Type
DNS You will need to log in before you can change any settings.
MAC Address
Channel and 55D Firmware Version  v2.00.005 LAN/WLAN MAC 00-30-BD-C7-F5-B6
Encryption Boot Version v0.00.010 IP address 192.168.0.1
Use as Access Point Hardware 01 Subnet mask 255.255.255.0
Serial No. A347036468 DHCP Server Enabled
Application Gateways
Virtual Servers
RUNEilcdin= ¥ ity WAN MAC address  D0-30-ED-C7-F5-B7 NAT Enabled
neE ) Connection Type DYNAMIC Firewall Settings Enabled
::‘” ’_"”’E Blacking Subnet mask 255.255.255.0 ssID wonderland
t
SUERY Shs Wan IP Encryption Disable
— Default gateway
Parantal Control DNS Address
Restart Router
Restore Factory Default
SaveiBackup Settings Than ks to
Restore Provious
Settings darksun for
Firmware Update .
System Settings thls One!
[ = R
0 Internet zone A







Printers

* Trolling printers through Google can be fun, especially when
you can see and download what others are printing...

e O ﬂ Web Ir_::lage Monitor :
E] @ E ‘_71| ~ Q~ inurl:webArch/mainFrame.cgi )

| O Proxies ihackstuff

RIGOM Aficio 2027 English 5] IT“T-‘ Page If\mnlnlsimmrMnUc IHalp IL‘-RL

Printer Job History 6
¥|Reﬁmh
¥ Staws =1
'
y 1 DR Dkt Tt 1 20 8 Religion...
Total jobs : 20
¥ b ofal jobs :20
¥ o [ e el S
: o Print Fan 31, 2005
< » rord - Lt R , 5
> 77 ] Microsoft Word - Recent Religion Work doc Complete 2:05:56 PM
> Document Server " oo P oo Print Jan 31, 200;
70 . Micrasaft Word - JCLecures doc Complete 11:59:57 L. ?
. - el And aphrodisiacs
: % 75 ? rord - res doc H
¥ Configuration 75 : Microsoft Word - JCLecmres doc Complete 11:16:48
: Frint Jan 26, 20 H
- t] ~1 Ty 2]
74 ] Microsoft Word - Documentt Complete 3:11:20 P rl | “ | II I l R
: Print Jan 26, 206D
73 ’ ; rord - T 4
7: . Microsoft Word - Documents Complete 3:11:13 PM
] Print Jan 2
2 7 Mic ford - eotures.do
72 3 Microsoft Word - JCLectures.doc Compley T
Y Tan 26, 2005
7 » o
Al : pliroor Complete 114544 AM
.. Print Fun 26, 20035
0 ? sis 3
& : ApRrOdisia o nlete 11:48:09 AM Thank
: ; z Print Fan 26, 20605 anks
9 ? ChDocuments and Settings\Relig PDF Commlete J':r'#-i't‘rl AM .
ete 1044000 Al
& g Micrasaft Word - ICLe i I’rinlp Tan 25, 2005 JlmmyNeUtron!
: 3 e S e Complete 4:19:29 PM
€ D e

[R5




Firewalls - Smoothwall

06 Main page - SmoothWall Express &

| 4. p | (1 | | + Eﬁhttps;,‘jz12_226.1?1,43:441,chi—bi| Q- iﬁtit!e:"Smoothw.;I.l- I.-Z.xpres.!:.'.'..inu;l:cgizl-:in."up;d.a\,f.s.'.'”

[  Proxies ihackstuff

- i - " 1 Parsiins ; -
|E. nOth W ] es connection statuzs » "

control aboutyour smoothie  services networking  vpn logs tools  maintenance
| credits

shutdown | help i

Welcome to SmoothWall Express 2.0

This is your gateway to configuring and administering your SmoothWall
firewall. Please make sure you read the Administration Guide before
reconfiguring your SmoothWall — the guide is available with our other
documentation from our website.

{ Refresh |

Uh oh... this firewall
needs updating...

Your update file is 13d 6h 50m 43s old. We recommend you update iton
' the "Updates” page.

1:16am up 41 days, 2:21, 0 users, load average: 0.04, 0.01, 0.00

Produced in association with [ "] FujiTsi
express 2.0 p5 ui-3.6.1 i 2000 - 2003 The SmoothWall Te Thanks
SmoothVVall™ is a trademark of SmoothWall Limited. Credits - Portions © original aut Milkman!




Firewalls - IPCop

IPCop - Main page

~' Q= intitle:"ipcop - main"

Eaoad
-

es ihackstuff

Cop

The Bad Packets Stop Here

the bad packets stop here

Uh oh... this one
needs updating too!

souRCER. RGE
Wl

This is were you will find my Mod's
As always these Mod's are a work in progress
Install these Mod's at your Own risk.

These MODS are NOT authorized Modifications,or official patches
None of these have been checked by the IPCop development
team.

They come with no warranty or guarantee and you use them at
your own risk.

To the best of my knowledge these MODS will not reduce the
Security of your IPCop.

If you discover that one of these has reduced or compromised the
Security, then please Email me so that | can update the infomation
on this page.

If there are updates available,
They wil be posted hare.
Instructions for AdZapper Plus updated 5/15/2003 6:34PM GDT
NTPD has been Updated 5/27/2003 11:39AM
NTPD has been Updated 9042003 11:39AM

SquidGuard GU| has been Updated 5/27/2003 11:33AM

Thanks Jimmy
Neutron!

4




IDS Data: ACID

« SNORT IDS data delivered graphically, served up fresh

{allalls) Google Search: ACID "by Roman Danyliw” filetype:php

]

4 b [+ @hrtp:vam.google.comfsearch'r‘num=100&h|=en&| r=Rie=UTF-8&safe=c = Q~ Coogle

Web Results 1 - 30 of about 1,050 for ACID "by Roman Danyliw" filetype:php. (0.31 secq

sllals)

< B |[]§] a|

ACID: Query Results: 15 Last Alerts

ACID "by

usr/bin/php -gq <?php /* ** Copyright (C) 2000 Carneqgie Mellon ...
... [ [* * Analysis Console for Incident Databases (ACID) by Roman Danyliw * * This
application was developed at the CERT Coordination Center as a part * of the ...

ACID: Graph Alert Data

... axis logarithmic Show Y-axis grid-lines. [Loaded in 1 seconds]. ACID
v0.9.6b23 { by Roman Danyliw as part of the AIrCERT project ).

- == —=i/acidfacid_graph_main.php - 11k - Cached - Similar pages

ACID: Time Profile of Alerts

... { year }. ACID v0.9.6b23 ( by Roman Danyliw as part of the AirCERT
project ).
s stestatlacid/acid_stat_time.php - 6k - Cached - Similar pages

ACID: Alert Listing: 15 Last Aleris

... [Loaded in 31 seconds]. ACID v0.9.6b23 ( by Roman Danyliw as part

of the AIrCERT project ).

== acid/acid_stat_alerts. php?caller=|ast_alerts&sort_order=last_d - 40k - Cached - Similar pages

ACID: Unique Destination Address(es). 15 Most Frequent |P ...

.. 202.44.130.163, proxy.rit.ac.th, 1, 24, 1, 1. [Loaded in 153 secends].

ACID v0.9.6b23 ( by Roman Danyliw as part of the AiIrCERT project ).

= “facid/acid_stat_uaddr.php?caller=most_ frequent&addr_type=2&sort_order=occur_d - 28k -
Cached - Similar pages

[ More results from = ]

ACID: Classification

... [Loaded in 0 seconds]. ACID v0.9.6b23 ( by Roman Danyliw as part

of the AIrCERT project ).

| wesm———————acid/acia sial Gl
Display & menu

#1-  [snort] (http\_inspect) IS UNICODE
] [1- CODEPOINT ENCODING
76637)

#2- [snort] (http\_inspect) IIS UNICODE
| [1- CODEPOINT ENCODING
76636)

#3-  [snort] (http'_inspect) IS UNICODE
1 (1 CODEPOINT ENCODING
76635)

#4- [snori] (http\_inspect) IS UNICODE
1 (- CODEPOINT ENCODING
76634)

#5-  [=nort] (http\_inspect) IS UNICODE
—| (1~ CODEPOCINT ENCODING
T76633)

#6  [snori] (http\_inspect) I1S UNICODE
| (1- CODEPOINT ENCODING
76632)

#7-  [snort] (http'_inspect) IS UNICODE

! (i~ CODEPOINT ENCODING
76634)

#8-  [snorf] (http!_inspect) 1S UNICODE

Roman
Danyliw"

2004-07-20
13:47:42

2004-07-21

filetype:php

13:47:42
2004-07-20
13:47:42 218.163.74.20:1235
2004-07-20
13:47:42 218.163.74.20:1236
2004-07-20
13:47:42 218.163.74.20:1235
2004-07-20
13:47:42 218.163.74.20:1236
2004-07-20
13:47:42 218.163.74.20:1236

4
2004-07-20 v
— - : , I_ _h

)




Open Cisco Devices

800 Switch /level/15/exec/-/show

[ d. P ] [ [ ] | + l ﬁ_|_ S ~ O inurl"level /15 fexec/ - /show” {.':"I\'

| [ Proxies ihackstuff

Switch

- %
[ Command |

Output

Command base-URL was: /flewvel/l5/exec/-
Complete URL was: /lewvel/lS5/exec/-/show
Command was: show

access-lists
List access lists

accounting
Beceounting data for active sessions

adjacency
hdjacent nodes

aliases :
Display alias commands Thanks Jimmy
arp Neutron!

ARP table

A




Cisco Switches

806 Switch Home Page
4 P m + @hltp:HE4.233.161.104}5earc|’ ~ O~ intitle:"switch home page" "cisco systems” "Telnet - to” {i‘:
| EO  Proxies ihackstuff
Cisco Systems
Accessing Cisco WS-C3550-48 "Switch"
A
Web Console - Manage the Switch through the web interface.
Telnet - to the router.
Show interfaces - display the status of the interfaces.
Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0.1 23456789 .10.11.12.13.14.15
Connectvity test - unavailable, no valid nameserverdefined.
Extended Ping - Send extended ping commands. bt
Show tech-support - display information commonly needed by tech support.
_—
Thanks Jimmy
1 (O Neutron!
B N




Wide Open PHP Nuke Sites

* PHP Nuke allows for the creation of a full-featured web site
with little effort.

806 PHP-Nuke Powered Site
4.p | (] | + | [Glhttp://64.233. = Q. “There are no Administrators Accounts” inurl:admin.php -mysgl_fetch_row ”’

1 Proxies ihackstuff

PHP/Z NUKE

OFEN SOURCE PEOFESSIONAL PORTRL SHSTEM

Too lazy to install
PHP Nuke? Own
someone else’s site
instead!

Your Account Submit NMews

PHP-Nuke Powered Site: Administration

* Home
= AvantGo
= Downloads There are no Administrators Accounts yet, proceeed to create the Super User:

= Private Messages Mickname:
= Recommend Us
* Search HomePage: http://f
= Statistics
* Stories Archive Email:

= Submit News

Password:

* SUrveys
T _ Thanks to
iop tY Do yvou want to create a normal user with the same data? @Yes . No

- Topics L i * arrested for
* Web Links Submit . this beauty!

= Your Account




Open PHP Nuke... another way...

806

PHP-Muke Powered Site

Ll

¥

4 B + @hltp:,’f64.233.l -;'?_f;, “create the Super User” "now I:r',r clicking here'_'| G_'}

Welcome Anonymous!

Modules

* Home

= AvamtGo

+ Downloads
* Feedback

Who's Online

There are currently, 3
guest{s} and 0 member(s}
that are online.

You are Anonymaous user.
You can register for free by

Welcome to PHP-Nuke!

Congratulations! You have now a web portal installed!. You
can edit or change this message from the Administration

page.

For security reasons the best idea is to create the Super
User right NOW by clicking HERE

You can also create a user for you from the same page.
Please read carefully the README file, CREDITS file to see
from where comes the things and remember that this is free
software released under the GPL License (read COFPYING file
for detaiis). Hope you enjoy this software. Please report any
bug you find when one of this annoying things happens and
I'll try to fix it for the next release.

If you like this software and want to make a contribution you

can purchase the latest non-free version before it goes public.

L Click here,

create
superuser!

clicking here : ;
This can be done from here or ifyou prefer you can become a
PHP_Muka's Chih Mamhbar by clicking hare and nhtain axira
- ) JA |
& menu =




Security Cameras

 Although many cameras are multi-purpose, certain brands
tend to be used more for security work.

8060 iVISTA Main Page
[« » el +16] ~ Q- intitle:"IVISTA.Main.Page" ol

| (0 Proxies  ihackstuff

|INETCAM @ ok B

5 -n 1: e

L _"L—-"""

Thanks
stonersavant!
N—




Security Cameras

i-catcher console
pc based digital cotv security & surveillance solutions for networks

Live feeds
Office 2. r
( Office 3 |
Not sure Dffice Night
Dutside

what l PTZ
“Woodie” is, Wandie _
, Waorkshop 4

but I’'m not Warkshop2 v

\clicking it..... Playback

Statistics
Administration
Mobile view

Display View
@ Individual

D  Grouped

Console Information
Date: 03/02/ 2005
Time: 19:06: 38
Feeds: 17
Version: 2.1
Bulld: 30




Time-lapse video recorders

* A staple of any decent security system, these camera
control units have gotten high-tech.. And Googlable...

O Google Search: intitle:"everfocus edsr applet”
| | | [+ | | + | Gjhttp / Iwww.google. com,fsearch?q mmls ~ Q- intitle:"everfocus edsr applet”
Il Proxies ihackstuff =
Web Images Groups"™™ News Froogle more» Th
TICw B e e search
GO ( jgle intitle:"everfocus edsr applet” " Search | % . b Then there,S
E - is no big
deal the pesky
Web Results 1 - 10 of about 18 for intitle:"everfocus edsr applet”. (0.24 seco e .
U login box...
EverFocus EDSR Annlet H 3) Sponsored Links
= Preln e Everfocus products
Cameras, DVRs accessories
EverFocus EDSR Applet (13) e ey . Vi
I -1k - Cached - Similar pag cul.com
EverFocus EDSR Annlet {‘I 2} Applet Downloads User
=1k - hed - Similar pages Professional Applet Downloads
for your web pages.
EverFocus EDSR Applet (1.2 www. jpowered.com Password
- 1k - Cached - Similar page:
Submit
EverFocus EDSR Annlet {1.2) a
- 1k - Cached - Similar pages Y
o
Bestview Cuality; IES, 1024768




Time lapse video recorders

Even doofus hackers know

3 EverFocus EDSR Applet (1.3) - Mozilla Firefox

...multiple \ |

live security
camera
Views...

e e e how to use default
C:Icvt . Luf:;l A Hityl.\: "‘V:tt:” Marketpl Windows Media | | Windh ; passwords to get "t
J3EverFocus’|
/...and historical
records of
recorded video
feeds
Play | Refresh
Thanks to
stonersavant
Applet EdsrComm started for thIS beaUty'




UPS Monitors

N Tue Feb 01 23:37:19 WEST 2005 on tibs:3551
Gettlng personal "_"’| ~ Q- intitle:"Multimon UPS status page" ‘.”-
with Power System S =N
m0n|t0 rS “na . a Battery Capacit & | Run Time Remaining % UPS Load K3
_<1r: 01 23:37:19 WEST 2005 | | —— =P+ 9 ¥ L
—
—
100 125
Monitoring: Tibs
UPS Model: SHMART-UPS 1000
UPS Name: UPS_IDEN
APCUPSD: Version 3.10.16 50 100
Status: ONLINE
Last UPS Self Test: NO B0 75
Last Test Date: Mot found
40 50
Utility Veltage: 230.1 VAC
Line Minimum: 227.5 VAC
Line Maximum: 232.7 VAC 20 25
Output Freq: 50.0 Hz
i
UPS Temp: 32.8 0 0
0.0 % 112.0 mins 11.4 %
Maost recent events:
Thu Nov 13 12:37:04 WEST 2003 apcupsd shutdown succeeded |
Thu Nov 13 12:37:04 WEST 2003 apcupsd exiting, signal 2 m!
Thu Moy 13 12:36:41 WEST 2003 apcupsd 3.10.7 (08 November 2003) cygwin startup succeeded T
Mon Oct 27 09:00:31 WEST 2003 apcupsd 3.10.6 (10 Dctober 2003) cygwin startup succeeded Th k
| Mon Oct 27 08:59:13 WEST 2003 apcupsd 3.10.6 (10 Octoher 2003} cygwin startup succeeded v anks
yeseins!
]




Oh wait.. Wrong kind of
UPS...this is package

UPS Monitors tracking hacking... =P

6'.0'8 Google Search: site:ups.com intitle:"Ups Pack... tracking" intext:"1Z W B b

’ _______

4 » || & || + | [Glhutp://www. ~{Q- fntitle:"Ups Package tracking” intext:*1Z ### #ii ## ##itk ##4 4"
| 0O Proxies ihackstuff i

Web Images Groups™™ News Froocgle maore »

‘ 0 LJS le site-ups.com intitle:"Ups Package tracking” intext="12: [ Search W

Web Results 1- 10 of about 129 from ups.com for intitle:"Ups Package tracking™ imtext:"1Z shbt b 40 sabhE s 4. (0.12 seconds)

UPS Package Tracking

. Tracking Number. Unable to track shipment *1Z 159 922 03 4217 324 6. UPS could

not lecate the shipment details for your request. Please ..

wwwapps, ups comdetracking tracking. cgitracknum=1Z15908220342173246 - 22k - Cached - Similar pages

UPS Package Tracking

... Tracking Number. Status. Delivery Information. 1. 1Z A17 53V 03 8432 655 2. Delvered.

Delvered on: Dec 7, 2004 7:04 PM. Deliverad to: CUMBERLAND, RI, U3, ...

wwwapps. ups. comietracking/tracking .cgi?& Ty peOfinguiny Number=T &HTMLVersion=4 J&Inquiry Number1=... - 28k - Cached - Similar pages

UPS Package Tracking

«. Tracking Number, Status. Delivery Information. 1. 1Z X77 386 03 5395 335 8. Delvered.

Delivered on: Aug 4, 2004 3:39 PM. Delvered to; ODESSA, TX, US. ..

wwwapps ups coméetrackingdtracking cgi?& Ty peOflinguiny Number=T&HTMLVersion=4 D&Inquiry Numberi=,.. - 28k - Cached - Similar pages

UPS Package Tracking
« Detail” link. Tracking Mumber. Status. Delivery Information. 1. 12 Va8V 384 03 f

4260 853 2. Exception. Service Type: GROUND. Tracking results ... ) | Thanks Digital
' Spirit!

wwwapps.ups. comietracking/racking .cgi?& Ty peOfinguiry Number=T&HTMLVersion=4 J&Inquiry Number1=... - 28k - Cached




Hacking POWER Systems!

* Ain’t technology grand? This product allows web
management of power outlets!

( Google search )
lo

cates login page.

aane ePowerSwitch Login
i. i | |E'__| |E| “‘I ~/Qx intitle:"epower switch Iﬁgin' What does any
= = decent hacker do to

' ?
a login page” -

ePower

EPower Switch

Password :

I CTD




Hacking Power Systems!

@Mozilla Firefox

Device 1

ePowerSwitch M8 (Master)
Socket 1-1

Socket 1-2

Who d?tyou Socket 1-3
want to

power off Socket 1-4

today? Socket 1-5

Socket 1-6
Socket 1-7
Socket 1-8

Thanks to
JimmyNeutron
for this beauty!

Cione




Google Phreaking

* Question... Which is easier to hack with a web browser?

A: Sipura SPA B: Vintage
2000 IP 1970’s Rotary

Telephone Phone
\ \

\ N

QUiCkTimeTM and a QuickTime™ and a
TIFF (Uncompressed) decompressor TIFF (Uncompressed) decompressor
are needed tO see th|S piCtUre. are needed to see this picture.




Sipura SPA IP Telephone

faOe Sipura SPA Configuration
| o« | [ | | + | (5] = Q~ intitle:"Sipura.SPA.Configuration” - pdf
EI1  Proxies ihackstuff = = HOW about
Info | system | SIP | Regional | Line 1 | User 1 | PSTN User TN R Googllng for the
System Information y
DHCP: Enabled Currant IP; 1111 i I D
Host Name:; spa30il_wvp Domain: gateway.2wire.net F frlend dlaled "
Current MNetmask: 255255000 Current Gateway ! 172.16.0.1 |
Primary DNS: 66.234.228.150 1 Or the Iast
Secondary DNS! £6.234.228.151 172.16.0.1 G laNa) Sipur guration b th t
Product Information |« » | | 4] | | + 16| * Q- intitle:"Sipura.SPA.Confi d I d th o
Product Name: SPA-3000 Serial [ = = 5
Software Version; 2.0.10{GWc) Hardws B} Proxies ihackstuff \L Ia e em )
MAC Address: OO0EOBCAFDZE Client
Line 1 Status
System Status Hook State: on Registration Stata: Registered
Current Time: 5/27/2004 10:53:34 Elapsed |ast Registration At 9/27/7 404 10:16:05 Mext Registration In: 1321s
Broadcast Pkts Sent: & Broado| Massage Waiting: No Call Back Active: Mo
Brangicast Bk Beeny 257 Broade| [ ast Called Numnber; #123 Last Caller Number: SNBSS 1
\Broadcast Pkts Dropped: 8] Broadc Mapped SIP Port:
RTP Packets Sent: 303959 RTP By , .
RTP Packets Recv: 452249 RTP By Ea:: i _Er'tatel' Ldle Ea:: 2 _Er'tatel' rI“dle
SIP Messages Sent: 6300 SIP Byl - b BHE a LB AL _
SIP Messages Recy: 6310 Sieigy| (S8l 1 Encoder: 13 Encaner: !
Extarnal Tes Call 1 Decoder: Call 2 Decoder: |
Call 1 FAX: Call 2 FAX!
"__' S — ——— —— Call 1 Type: Call 2 Type:
—— - ——- Call 1 Remote Hold: Call 2 Remote Hold:
Call 1 Callback: Call 2 Callback:
Call 1 Peer Name: Call 2 Peer Name:
Call 1 Peer Phone; Call 2 Peer Phone;
Call 1 Duration: Call 2 Duration: i
Call 1 Packets Sent; Call 2 Packets Sent: 2 Thank
e e e e e Y anks
Display-a menu

stonersavant!!!
N—




Videoconferencing

slala) TAMDBERG: METROXPRESS AAR

i 4 e | | + | I""| = Q- intext:"Videoconference Management System” ext:htm

E)  Proxies ihackstuff

Who do you ‘. (‘é‘

want to
disconnect
today?

DH3IEANVL

Videoconference Our Vision
Management System To provide innovative,
‘ on METROXPRESS AAR high quality videoconferencing
» Call Management solutions that are reliable,
» Connect easy to use and represent
» Disconnect a significant value for our
» Edit Directory partners and customers.
» Call Status
» MCU Services
» MCU Status

» Streaming

» Snapshots
» Text Chat

» System Configuration

reliability = ease of use » quality « valua

Thanks

L yeseins!!!




PBX Systems

- Web-based management interfaces open the door for a
creative Google Hacker.

AOA Start Managing the Device

|- < | |_G_| |T| a| ~ (Q- intitle:"start. managing.the.device" remote phx acc

ET3  Proxies ihackstuff

274

Do not use the BACK and FORWARD browser functions, unwanted results may occur...
Instead, use the links in the User Interface to navigate the system.

MCK Communications, Inc.
Branch Office EXTender
Remote PBX access for branch offices
Copyright (C) 1999-2001 MCK Communications, Ine. All rights reserved.

See the “logout™?
We're already logged
in! We don’t need no

steenkin password!/

4g 'Logout link in the User Interface to exit out of the management system.

" Start managing the Device _'




PBX Systems

- Mozilla Firefox

;E, Web-based Management User Interface

=

DEVICE MANAGER

Displaying 79 log entries.  Refresh Information |

Remote |
L Jan 18 15:35:31: 3Y3 INFO: HNo zaved RUNTIME log
-F'Cnnﬁguration Jan 18 15:38:31: 5¥3 INFO: Reset due to Power-Up circuit [(POW) |
+5tatus Jan 18 15:38:31: ava IMFO: Reset due to Hard Reset signal RESETH (EXET) |
-Utilities ~——-START OF PREVIOQUSLY SAVED BOOT LOG BUFFER---- I
-System Jan 18 15:38:00: 3¥3 DEEUG: FMM: found AMZOFO03ZE starting at 0x00C00C000 :i
set Password Jan 18 15:38:00: BOOT : Branch Office EXTender [remote, hw model 0, hw rewv 7]
Set Date Jan 18 15:38:00: BOOT : ROM Version 2.1r3 [Jan 23 2001, 14:55:00] |
Clear Log Jan 18 15:38:00: BOOT : VxWorks version: 5.4 |
Dump Log Jan 15 15:38:00: EOOT :  BSP version: 1.2/0 I
Durmp Config Jan 18 15:38:00: BOOT : Boot type: COLD, NORMAL AUTOBOOT I
Eeset Stats Jan 18 15:38:00: BOOT : Copyright (C) 1999-2001 MCE Commmunications, Inc. A1l rights reserwved. I
Eehaoot Jan 18 15:35:03: EBOOT : —-> Loading runtime image from the flash file system f

+File i Jan 18 15:35:03: BOOT : File: '/flash0/default.méh’ f
+Diagnostics an 18 15:38:27: BOOT : Buntime image PASSED checksum "

+lpgrade messages copied from BOOT LOG cache I
|4
Logaut END OF PREVIOUSLY ZJAVED BCOOT LOG EUFFER---- |!

No password required.
Even a novice web surfer Thanks to
can become a “PBX stonersavant for this
hacker”. =) great find!




Usernames, Passwords and
Secret Stuff, onh my!

There’s all sorts of stuff out there that people probably didn’t mean to
make public. Let's take a look at some examples...



DCIM

8enOe Index of /DCIM/100_FUJI
|« » ] e[| + l A Q- index.of.dcim
Proxies ihackstuff

Index of /DCIM/100 FUJI

7

Hame Last modified Size Descripticon f

Digital
Parent Directory 09=-Jan=-2005 16:53 - qamera
TL! DECFO016.JPG 15-Jan-2005 02:30 618k Image
DECF0017-640.488.jpg 15-Jan-2005 02:30 82k dumps""
E{j DECFO017.JPG 15-Jan-2005 02:30 628k
Ei:l DSCFO018-640.480.7pg 15-Jan=2005 02:30 B1lk
E"j DECFOO1R.JPG 15-Jan-2005 02:30 627k
&L- DSCFO0019-640.480.ipg 15-Jan-2005 02:30 116k
ah- DSCFO019.JPG 15-Jan-~2005 02:30 619k
% pscroozo.Jgre 15-Jan-2045 02:30 613k /_'

Thanks

xlockex!




MSN Contact Lists

MSN contact
lists allow an
attacker to
get ‘personal’

(<« Jcli+ll6

@ O O htp://64.233.187.104 /search?q.. t+filetype:ctt+%22msn%22&hl=en

o Q- filetype:ctt "msn”

{I;:'.

| E@- Proxies  ihackstuff

<contactlist>

<?xml version="1.0"%2>
<messenger>
<gervice name=",

NET Messenger Service">

“ofsonfhotmail .com</contact>

2girl252fhotmail.com</contact>
icker 78hotmail.com</contact=>

onuteauxf@hotmail . com</contact>

sitch_48hotmail.com</contact>

gsecondfhotmail.com</contact>

dyranch@hotmail .com</contact>

<contact>ca Ly

<contact>vi ay. dfcnw.com</contact>
<gontact>sursh

<contact>busibe

<contact>jk o ofhotmail.com</contact>
<contact>ks mo  fhotmail.com</contact>
<contact>jor au

<contact>strre cmaladthotmail.com</contact>
<centact>bipge

<contact>rh i dmsn.com</contact>
<contact>bo o otmail.com</contact>
<gontact>kw a1k man@hotmail.com</contact>
<contact>pu @2 razdufhotmail .com</contact>
<contact>ks @mo Ahotmail.com</contact>
<contact>rme lme"278hotmail .com</contact>
<contact>aws Lt

<gcontact>rs @% ‘aotmail.com</contact>
<contact>me ad 121@hotmail.com</contact>
<contact>ol ri dhotmail.com</contact>
<contact>wi dr

<contact>to b  dolypen.com</contact>
<contact>ty 2r « dog@hotmail.com</contact>
<contact>rerdo  oen.com</contact>
<gcontact>ga da 551fhotmail.com</contackt>
<contact>jer ad J120facl.com</contact>
<rontact>abhed A

dhmtmail ~ome f'r-n:i":-lr-f".v

M

—

e————————>)

Thanks to
harry-aac!




Old School! Finger...

http: / /www.cs.wisc.edu/cgi-bin/fingerftimci@tornado

=1 Q> inurl:fcgi-bin /finger? “In real life" [H)

EIl  Proxies ihackstuff

[timcé@tornado.cs.wisc.edu]

Login name: timc (messages off) In real life: Tim Czerwonka / Google

Directory: /uft/fi/timc

Shell: /bin/fksh

Hacking circa

On =ince Jan 31 08:27:33 on 0
On since Jan 31 08:34:31 on pts/l from coockie.cs.wisc.edu 1980”’)")
3 days 4 hours Idle Time
On sginece Jan 31 15:26:09 on pts/3 from :0.0 uJ
1 hour 22 minutes Idle Time
On since Jan 31 15:28:16 on pts/4 from :0.0
5 hours 8§ minutes Idle Time
On since Jan 31 15:30:00 on pts/5 from :0.0
1 day 0 hours Idle Time
On sgince Jan 31 15:43:54 on pts/7 from :0.0
3 hours 6 minutes Idle Time
On since Jan 31 15:57:18 on pts/8 from :0.0
1 day 5 hours Idle Time
On since Feb 2 13:58:15 on pts/l0 from orange.cs.wisc.edu
1 day 0 hours Idle Time
On sgince Feb 2 13:58:15 on pts/% from orange.cs.wisc.edu
22 hours Idle Time
On since Feb 2 13:58:15 on pts/2 from orange.cs.wisc.edu
37 minutes Idle Time
On since Feb 2 16:04:51 on pts/ll from corange.cs.wisc.edu
38 minutes Idle Time
On =ince Jan 31 15:26:09 on X0
?? Idle Time
Project: <A HREF="http://www.cs.wisc.edu/~-time"> -
Plan: Thanks to

Jimmy Neutron!
N—




Norton AntiVirus Corporate Passwords

K Encrypted, but
O Google Search: inurl:"GRC.DAT” intext:"passwaord” | yummy (and

« > |?| | + [ [Clhttp:/ jwww. 21 Qx Google
s G crackable)!
Proxies ihii_tk;tu'if A )

Web |mages Groups"®™ News Froogle more» i

T . - e % Advanced Search
GO L )gle inurl"GRC.DAT" intext:"password ( search e

Web Results 1- 5 of 5 for inurl:"GRC.DAT" intext:"password”. (0.11 seconds)

Tip: Try removing quetes from your search to get more results.

[KEYS] IKEY!=$REGROOTS LicenseNumber=500141V-11CQ-1112 Connected ...
.. 11 Description=3nav Location=5 IPAddress=3510.1.2.110 Subnet=D0 SubnetMask=D0

Type=D2 Login=Scd Password=5105F3CD589B30EBDFB120110348 PasswordlsEncrypted=D1 ! ...
WIANW, edu/updates/GRC.DAT - 10k - Cached - Simllar pages

KEYS] IKEY!=3REGROOTS FullGRCUpdateCounter=D1 LicenseMumber ...
. D1 UpdateNow=D1 SourceCount=D1 Description=5 Location=5 IPAddress=5 Subnet=D0 u/

SubnetMask D0 Type=D0 Login=5 Password SDDMFEE?ASB PasswordisEncrypted=D1 IKEY ..

Iss edu/~sara/GRC.DAT - 8k - Cached - Similar

[KEYS] IKEY!=$REGROQT$ FullGRCUpdateCounter=D1 LicenseNumber ...

... 492000=D0 'KEY!=3REGROOTS$\LivelpdateSource Description=3softzone Location=3
IPAddress=3S\\Softzone\Site-open\Navupdt! Password=S0004FB27A3E PasswordisEncrypted ...
W chiservices/ pesupport/anleitungen/virus/GRC.DAT - 7k - Cached - Similar pages

[KEYS] IKEY!=$REGROOTS$ Full GRCUpdateCounter=D1 LicenseNumber ...

.. Description=5 Location=5 IPAddress=3pcl02.w2. bo.infn.it Password=
5311E-DEEIE!FZQEEEQ?DDEDAEAEZA1EDA?3353(33‘-ICCEISAE19AD4A4552224E4 PasswordisEncrypted= ...

WA it/calcolo/helpdesk/antivirus! GRC.DAT - Bk - Cached - Similar pages o

Thanks
MILKMAN!




Open SQL servers

O phpMyAdmin running on localhost - phpMyAdmin 2.2.6
| 4. b | (4 | |ﬂ (5] Q- intitle:phpMyAdmin “Welcome to phpMyAdmin *** "running on * as root@*" (&)
Bl Proxies thackswuff
Welcome to phpMyAdmin 2.2.6 [ Already logged in, no

hacking required!

MySQL 3.23.4%-max-nt running on localhost as root@localhost

MySaQL phpMyAdmin
Create new database [Documentation] Language: = English (en) [ :]
R )
[ Create |

phpMyAdmin documentation

Show MySQL runtime information [Docurnentation] Show PHF informaticn
Show MySQL system variables [Documentation] Official phphdyAdmin Homepage
Show processes [Documentation] [Changelog] [CVS] [Lists]

Relcad My3S0QL [Decumentation]
Users [Documentation]
Databases statistics

Thanks

Quadster!




ServU FTP Passwords

ServU FTP
Daemon
passwords, super
encrypto! =P

a8n0f CGoogle Search: ext:ini Version=4.0.0.4 password

4. p - |£] E] @http:Hm'.'w.google.com!search?q=ext%3'" Q- Googls

Proxies ihz_:k__sl:uif

Web |mages GrougsNE"“! Mews Froogle more »

T T Fa % Advanced Search
GO ng[e ext:ini Version=4.0.0.4 password Search Piferanoes.

Web Results 1 - 5 of 5 for ext:ini Version=4.0.0.4 password. (0.10 seconds)

[GLOBAL] Version=4.0.0.4 RegistrationKey ...
OBAL] Version=4.0.0.4 RegistrationKey=AAAAAAAAAAAAAAAAAAALAAAAANAAAALAALSAAAA

f.fSen--UJSéwUDaemon.ini -2k - Cached - Simlilar pages

[GLOBAL] Version=4.0.0.4 LocalSetupPassword ...

[GLOBAL] Version=4.0.0.4 LocalSetupPassword=072C63105200180D5C07170ATESE ...
65534[asdf| 1|0 [Domain1] Useri=test|1/0 User2=a|1|0 [USER=test|1] Password= HomeDir= ...
impaort. MildmouseX/ServUDaemon.ini - 1k - Cached - Similar pages

GLOBAL]Version=4.0.0.4 Process|D=1908 [DOMAINS] Domain1=0.0.0.0 ...

. Version=4.0.0.4 ProcessiD=1908 [DOMAINS] Domain1=0.0.0.0(|21|fcelgi| 1|0 [Domain1]
User1=foelgi|1|0 [USER=foelgi|1] Password=ip3EB4E 1F07594E430F5810F74A4ACETET ...

Password=qcA158BEBEDBGCABREE3123E4DF342C0D2BE HomeDir=d ...

N—

Thanks to
vs1400 for this
onel!




Netscape History Files

Oops.. POP
email
passwords!

& O ) hup://64.233.187.104 /search?g=cache.. %22Remember+Password¥3Dyes¥%2 2&hl=en

| i | [+ | | + | ["Gjh{tg:!;‘64.233.18?.104!sea| = O~ inurl:netscape.ini "Remember Password=yes"
] Proxies ihackstuff —

[Mail]

Check Time=0

POF Name=

Remember Password=yes

7PDP Password=06iDK/ JWHw==

Thread Mail=yes
Sort Mail
Ascend Mail=no

Befault Pcc=C:‘\fusenet\MAIL\Sent
Auto guote=yes

Max Size=-1

Default Cc=

Leave on Server=no

Last Preference=l

Show Headers={0

Mail Directory=C:\NETSCAPE\mail

[Suffixes|
audio/basic=au,snd
audio/x=aiff=aif, aiff,aifc

[URL History]

URL_1=

URL 2=

URL_ 3= .
URL_4=http://www.hotchicks.com/
URL_5=

URL_6=
URL_7=http://www.rs6000.ibm.com/

URL_g=

URL 9= N

URL_10 i
v

——————————————— 3 <[>

“Display a menu

ol Thanks to

digital.revolution

|

for this one!




IPSec Final Encryption Keys

& O O http://64.233.187.104 (search?q=cach.. tion+key¥22 +&hl=en&client=firefox-a-
[ a4 P l ’ [ l | + l @http:HE4_233.18?.15!4}593 = Q- ext:log "Final encryption key”

| [0 Proxies ihackstuff

IP; Final encryption key[l6] = 0x%9d%8d976 B63415fe 5a7db2f6 Te76BEB] ”
IP; IV hash .= g "=xi[128] = 0xc22bl6l3 eei3ifbl8f elalcbcl 06352197 fZ2c9004e 4
IP; IV hash .= g"xr[128] = O0x377296f7 dffed428e 4da9351c 25a36bde 75f6chb09 O
IP; Output of IV hash|[1l6] = Ox8dclc4l3 0f7bedlc £1301102 bf03381le

IP; HASH I hash .= g xi[128] = Oxc2Zbl6l3 eed39b8f elalcbcB 0635el87 f2c300

IP; HASH I hash .= g"=xr[128] = 0x977296f7 dffedZ8e 4da¥35lc 25alebde 75f6ch

IP; HASH I hash .= CEY=-I[8] = Oxlc2fatdd 8700001e

IP; HASH T hash .= CEY=-R[8] = O0xf7b61f6%9 alacl%ea il
=

IFP; HASH I hash SAi b[1248) = 0Ox00000001 00000001 000004dE8 00010824 1cif
IP; Encoding ID = der asnl dn(any:0,|0..88)|=C=DE, CN=Dipl. Ing. Reinhard Mo
IP; HASH I hash .= IDii b[93] = 0x05000000 3057310b 30090603 55040613 02444
IP; Output of HRSH T hash([20] = O0x366d1353 a2722990 0d71lbZ2cd 7lacY9eda 7dZ83
IP; Asyncroncus public key coperation started

IP; Restart packet o
IP; Version = 1.0, Anput packet fields = 0052 KE CR NOMCE

IP; Encode p version = 1.0, flags = 0x00000001

IF; Enco cket[93] = 0x0%9000000 3057310b 30090603 55040613 02444531
ing = 4, data[86%)] = O0x3082Z0361 308202ca al030201 020~
Ionly skimmed ‘Applied j] = 0x6f90b7dl 93a49B8fa e21422cl Oeceaadl ec9ec230 b

) . : = ], = 74578, spillfl = Oxlc2fagdd— =
Cryptography’.. But this looks ~ [2225§ e Thanks

|
bad... _ MILKMAN!

-




Explorer. EXPLORER!?!?!

& ) ) hittp://64.233.187.104 [search?g=cac..._Directory)&hl=en&client=Ffirefox-a

(el o

i Q- inurl:explorer.cfm inurl:(dirpath| This_Directory) &)

Proxies  ihackstuff

[File] 12520437 cpx
[File] 12520850 .cpx
[File] __MMump
[File] aaaamon dll
[File] abmsg dll
[File] access.cpl
[File] accserv.mib
|File] acctres dll
[File] accwiz exe
[File] acelpdec.ax
|File] acledit.dll
[File] aclui.dll

[File] acs.mib

[File] acsempe.dll

CAWINNT\system32\ 0
Name Size Modified date

[File] Swinnt$ inf 666 04/30/2000 08:47:11 PM (Delete)

[Dir] . 0 04/10/2004 04:48:34 AM

[Dir] . 0 04/10/2004 04:48:34 AM

2151 03/29/2002 04:32:58 PM ([ Delete )
2233 03/29/2002 04:32:58 PM (Delete )
4096 04/20/2000 09:27:09 PM ( Delete )
32016 12/07/1999 01:00:00 PM (‘Delete)
8976 11/02/1997 12:18:32 PM [ Delete |
67344 12/07/1999 01:00:00 PM ( Delete )
13753 12/07/1999 01:00:00 PM ( Delete )
64512 08/17/2001 10:32:38 PM (Delete)
150800 11/22/2002 04:58:56 PM (Delete )
61952 12/07/1999 01:00:00 PM ( Delete )
131856 12/07/1999 01:00:00 PM ( Delete )
78096 07/22/2002 08:05:04 PM (Delete)
33298 12/07/1999 01:00:00 PM (Delete )
4368 12/07/1999 01:00:00 PM ( Delete )

=

| -

What do you want
to delete today?7??

.} ]

Thanks
JimmyNeutron!

_Display a menu




More Explorers?!?!

phpRemoteView: C:[Program Files /Ensim/Sitedata fhackersg/Inetpub /wwwroot/

el

i ;0.* intitle:"phpremoteview” filetype:php "Name, Size, Type, Modify" (B?'“-

800

| B8 Proxies ihackstuff

Why hack
when you
can... click? =)

B C:/Program

Files/Ensim/Sitedata/hackersg/Inetpub/wwwroot/

& | 2| (9] &A | (c #3| <?phpRemoteView?>| =5 | &F | 73}
Mame ! Size |Type |I'~-||J-:IH"5|I |Dm1erﬂ3rm.u] |Pa1ns
C1_vti_cnf DIR  18/02/04 20:40 0/o 0
1 vti_script DIR  18/02/04 20:40 0/0 ]
(Ctaam DIR  29/09/04 03:42 0/0 0
Ctoal DIR  22/09/04 20:54 0/0 0
Cutil DIR  15/11/04 D8:55 o0/0 0
(oo DIR  29/09/04 01:08 0/0 0
| 12p0p0PF4.zip 1427105 & =  11/09/04 23:02 0/0 0
8 graphcount. php 3854 0= 29/09/04 02:58 0/0 0
B test. php 90895 [ =  28/09/04 22:06 0/0 0
L 17 naker2_zip 91425 0=  11/09/04 23:02 0/0 0

Setup | PHP eval | phpinfo() | Shell | Char map | Language: English/Russian

M phpRemoteView © Dmitry Borodin (version 2003-04-22)

Free download - http://php.spb.ru/remview)

Thanks MacUK!




More Explorers?!?!

Directory Listing

[« »Jcfl + 10

= Q- intitle:"Directory Listing” “tree view"

-y

o)

| 1] Proxies ihackstuff

fom
Fitename
= pashko
= year2000
= year2001
(=) year2002
= year2003
= year2004
= year2005

Size

Filetype

Folder
Folder
Folder
Folder
Folder
Folder

Folder

(%] Add To Favorites <= Back % Refresh View (J Close Toolbar Change view to: &= Tree

Modified Date
2/2/2005

7/16/2004
7/16/2004
71172004
71712004
1/5/2005
2{2/2005

Modified Time
9:52:39 39

5:31:56 56
5:31:42.42
6:04:48 48
6:06:14 14
12:21:25 25
B:15:58 58

= Datied LE

—

Thanks

JimmyNeutron!j
N—




Sensitive Government Documents

* Question: Are sensitive, non-public Government documents
on the web?

 Answer: Yes.

800 'Confidential US security documents' flaunted online: ZDNet Australia: News: Security /

[—_] |E |E @ihttp:/ /www.zdnet.com.au/news/secu ~ | O Coogle / Once these dOCU ments\
O Proxies ihackstuff . hit the Net, the media
_ } Tips and tricks to help you take has a feeding frenzy,

{ ) Tecwjon ] » tewmoes |3 e a_nd people St.art
Mews: Hardware | Software | Securlty | Communications | Business | Commentary | Archive Copylng and postlng the

docs... /

(News 7] EEIEN

'Confidential US security documents' flaunted online

Add your opinion
By Dan llett, Special to ZDNet ¥ ke Tatk Back -
R Forward in = Format for [ FrinTeR | More comment

» advertisement

Brian Haverty
I've been meaning
o say

Information from the US Department of Homeland Security appears to have the

public domain via Google's Web cache. MUSIC
A Web site has published what it claims are confidential documents from the US essentials
Department of Homeland Security relating to possible terrorist activity. .

The information appears to have reached the public domain via Google,
illustrating how the search engine can be used to uncover links to confidential

information online. ® ::If:ximise battery

ZDNet alerted the Department to the security breach last Wednesday after
seeing the documents, which were still available on Monday. Homeland Security
officials have declined to comment on the matter.

Display a menu

@ Recording




FOUO Documents

I
f 2
..‘-@":

UNCLASSIFIEDYFOR OFFICIAL USE ONLY

Although unclassified,
this document was
obviously not meant
to be posted online.




FOUO Documents

UNCLASSIFIED//FOR OFFICIAL USE ONLY

FOUO “Prevention
Guides”, like this 19 page
beauty, can give bad guys
horrible ideas.

TERRORIST
HOMELAND




Locked out!

* Some sites lock down sensitive data..

« However, the Google
cache image still
remains.
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Credit card info on the web?

* How can this happen? Let’s take a tour of some of the
possibilities...



Court Documents

 Court cases sometimes give TONS of detail about cases,
especially fraud.

UNITED STATES COURT

DIVISION

UNITED STATES OF AMERICA

\A CASENO.




Court Documents

account number

account #

Bank

Platinum

account

account #;

statement account #

account




Court Documents

« How much detail is too much detail? =)

CREDIT CARD

Bank

Hank «

t Bank

ank

* Bank

. Bank

r Bank

Hank

* Bank

Hank

ACCOUNT
NUMBER
(3B 23
1540 13
el a7
1591 13
HINE 96
{0 96
1540 13
00 64,
Lo 17
L0 16

181

g

ACCOUNT NaME

AMOUNT

A0

430

A0

A0

A0

A0

106

.00

.00

1.0}

1.0




Court Documents

 Of course, fraud accounts are closed pretty quickly, no?

ACCOUNT ACCOUNT NAME
BANK NUMBER
AMOLUNT
t Bank 54 13 51
L34 3 53
Bank a0 a7 59
Bank T 02 52
* Bank s 96 33
: Bank 28] 27 51t
Bank 3 a1 .

a0 4] 52




A tale of a corn snake

* Is this for real? Either way it's pretty sad...

a ala) Re: Corn Snakes For 5ale
N <> ¢ | [Clhttp://64.233.161.104/search?q=cache:\ MQ- Google B

Re: Corn Snakes For Sale

[ Follow Ups | [ Post Followup | [ ReptilesPark discussion board and
message forum |

Posted by
In Reply to: Re: Corn Snakes For Sale posted by @ on
: please send your smallest corn snake, send to at 16
charge to Visa s
Exp 2005
3 4|k




Getting shell.. the easy way

* Now I've heard the term ‘using your credit card online’ but
this is ridiculous!

applying for a shell acct

To: malag s &'

- %

o Subject: sppiyeg foo 5 o

» From: pwer pes p apweil 1 @ e
e Da:e:~ B ik R ¥ ' i sf

hi there i am interested to buy a shell acct for my son.
im 2 busy because of some reasons. This is my only way to communicate
with my son... so 1 want 2 buy a shell acct using my creditcard

the login name and password will be:
login name:
password: g

Down here will be the details about me.

s -

Fortuna, CA, 95540

tel#:

Billing Information:

Hame on card:

credit card #: i F0BBLIAE"SRIND
expiration date: 01/00

type of card: wisa

Thank you and I hope to hear from you soon.




Some people just don’t get it....

Questions & Offers Board
Our Questions & Offers board is the place to view questions and offers between other buyers and the seller. Please review this board before you make an offer or 6 ask

the seller a guestion.

Questions & Offers between - and the Seller
Question: hithere here is my credit card details below : name on card : card number : expire date : 10,05 CWW2 number :
Buyer card type : Visa name on card : card number : SEEEEEEN————— ccpire date @ 02705 cyy2 number : card type : Visa please let me

Mar-Z3 14:10P0T

know if you finished charge my credit card. thanks
O, I will sttempt to charge your card first thing tomorrow when [ am back at the office. Also, what address do you want this shipped to? Thanks

Mar

Answer:
Seller 2 1g:27Por

%;;;-1 [ 2|




Getting serialz... wha-hay!! and MORE!

* This is a very generous person. He's willing to give his
software serial numbers and his credit card info to the whole
world. Generosity like this could change the world.

an 6 Virtual CD Support Forum I
| 4. P | |E| % http:/ fwww.virtualed -online.com/ved fapps/ suppt = q oHala) lizense
E 5-0-02 PORTENE Z;:: ----'---_
oploedi styles  jw) [&|=|==! | spacing |w) be do
D W e R R R ] ] ) B e R R -
) Iy [+ [1 [4 [g Is

Good day,

| have no small problem.

[...8nip...]

| entered my seral number of HE80-6370-42BC-0B49.

The message: The serieinumMmer is Wrong.
Seriennummer

Seriennummer ["Smp"']

How can | fix the Lizensnummer?

[...8nip...]
¢ Lizensnummer
— 2a22004| | PUrChased on the 23rd by means of VISA Number 4165352105778303,

Expiration Date of 2.24.2004
Danke fir Info

€

Thanks for info.




Police Crime reports

* Two questions:

* Are police reports public record?
* YES.

* Are they on the web?

* YES.

- Many states have begun placing campus police crime
reports on the web. Students have a right to know what
crimes take place on campus.



Crime shouldn’t pay...

* I'm thinking there should be a process for filtering these

reports.

PETTY THEFT

VISA
ECOVER

Police Department

A few might fall through the cracks....

Fesults 1 - 28 of 28




Expense Reports

* |It's not uncommon for expense reports to be generated.
This one is for a county.

County
EXPEHN] REPORT
ACCT
194 15
194 35
194 38
194 3&
194 35
L4 38
194 145
94 145

194 155




Expense Reports

« Bank account numbers....

a2
)
)

)
69

CONEDEX
CONEDEN
CONFDER

41
41
i1

7at
Tal

U N S A A N

P

L

bl

Kl

ol
01

01
01




Expense Reports

« Bank loan information... $20,000 + transactions

118 LOAN

BANE BANE

ind
104
104

BANE BANE
0.
04!




Expense Reports
* Oh boy...

STAPLERS. Z00
20

£
20
Z0
Z1
Z0

[

" et e o T el
e b
W A B W

LONG DISTAWCE

ga i WISHh




Expense Reports...

- Somebody has to pay for all this stuff....

g8.

135

k=1
[
a

VIShA

Doz FOOD




Expense Reports

» That’'s one heck of a video series.... $300+

VIDED SERIES S400! 39
VIDED SERIES F4000 39
VIDED SERIES S0 3%
VIDED SERIES 400! 3g
VIDED SERIES 400! 39

5

15

LI WA T P




Credit cards... Google hacker’s gold...

» The legend of finding credit cards online is true...
* | just get bored sifting through them all....

A OO cc

@ 3] ~'Q- Google




Mastercard

Mastercard

Card Mumber:

Card HNo

Expire

eXxpire:

Expire

Expire




Credit Listings

0e6

[« ~fcfo- ... B coo




Google

|




MasterCard

MasterCard

MasterCard

——— e e )

There was cne iyl g i| Display @ menu
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Pick a card any card...

American Express

American Express American Exprass Exp. Date

MasterCard Discover
American Express
m_ American Express Exp. Date
Discover eXplre;

...pick a card. We take
_ ‘em all!




Credit Validation

Question: What keeps someone from using a pilfered credit
card number and expiration date to make an online
purchase?

 Answer: That little code on the back of the card.
» Bonus question: What's that code called?
 Answer: A “CVV” code.



Credit Card Numbers, Expiration Date and CVV
numbers, oh my!

VINA

Mastercard

CVC
MasterCard
Exp Date :

cwwd




That’s not all....

* Credit cards are sooo 1990’s =)

LEN

ovy

routing:
gccounts
caccountn

paypal pass

bank
bank
bank
bank:

L4 § [

paypal _passwd
paypal_passwd:

ebayid:

ebaypass:

Checking account:

Routing number:

Check number:




Getting more personal

* Question: What's the one 9 digit number you shouldn’t give
to ANYONE?

* Answer: SSN

* Bonus question: What can you do with someone’s SSN?

« Answer: Steal their identity.

* How do SSN'’s get on the web? Let's take a look at some
possibilities.



SSN'’s in source code

» Well, they could be hardcoded into a healthcare system...
and uhmmm... put on the web...

AEANE ~ - Software Development Inventory
|« » || ¢ | [Glhmp://64.233.161.104/search?g=cache:LYt9FTWEQXg):www.heall = Q- Google
IF 88H = 026L 2 DR

S55M = hiFoE sl OR

E5NH = 808N 6 OR

28N = 197 OR

ESH = 685 2B OR

885N = 668 4 OR

S8H - 4820 :2 DR

SENH = 8687 22 OR

S8H - 641’ 5 OR

S8M = =215 OR

S8H = 8021 OR

SEN - &68% B OR

E8H = 6ed 4 OR

85H = 413 5 THEN OUTBUTL;
NMATE RETEADR -




Crime shouldn’t pay...

 Remember the police reports? Since the credit card
accounts in them are no good, maybe we should troll them
some more....

. Police Department

SO SEC




SSN'’s - Police Reports

S0OC SEC

Police Department




SSN'’s

 Students have a right to know...

Police Department

PETTY THEFT

MOTHER 5 DL 55 CARD #

Fesults 1 - 28 of 28




Social Security Numbers

« Many privacy violations are self-inflicted...
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Social Security Numbers

» Schools are notorious... Grades posted w/ student’'s SSN’s

:{E}:Eﬂﬂ Final Grades — SIS e S G S0 =
i 4 & @ A hup: /) final_grades.html = Q- Qt
Social Final Final Final || Midterm I Term Project
Security Letter Numerical Exam Exam Homework
Number Grade Grade Grade Grade Docum.|Complex. Accomplish. Grade
00590 140
7680 Y JA 50 88 50 136 A A A
009 Y JA 91 84 92 137 A+ A At A+
000 Y A 89 93 8O 127 A+ A A+ A+
763 Y [B |78 71 8o 135 c+ |c B C++
54700 Y A [[89 85 89 119 Avt A+ A A+t
726 Y A 88 77 90 128 Ar |A Ax Ar | M
401 Y JF 43 - 48 28 A+ A B B++
1867 c 73 67 58 124 A- A A+ A
602 YA 51 88 85 137 A+t [Av A A+t
028 Y C 73 65 61 129 A- A A A-
42 Y B 75 56 78 116 A A A- A-
1170 Y B 80 72 77 110 A B++ |A A-
2160 Y B 8o 74 74 118 A B+ A A-
134 YA 87 86 B4 127 A- A A A-
214w Y c 7 57 [[63 117 A- A A A- |
456 Y A 93 97 |les 134 A+ A A+ A+
889 Y B 76 62 75 124 A B++ A A-
763 YA 86 82 87 111 A B A A-
028 Y B 83 81 16 129 A B++  |A A-
359 Y B 7 65 69 129 A+ A A+ A+
333 Y B 78 77 64 111 A- A A A
336 Y A 85 88 83 124 A+ A B B++
729 - Y [B 2o 69 I8 110 A- B++ A- A- .
786 YD 63 53 [l56 72 B- c C- c 5
=




Social Security Numbers

* Once you get a lock on a grade list, the results fan out as

you explore the site.

Web Images Groups News Froogle more»
GO { )8 [e site: social security number [ Search |
L el

Advanced Search
Preferences

Web Results 1 - 6 of 6 from

Social Security Number

www.USATrace.com

Tip: Try removing quotes from your search to get more results.

Final Grades -

0101. Fall 95. Final Grades. ... Social Security Number, Final Letter Grade, Final Numerical

Grade, Final Exam Grade, Midterm Exam Grade, Homework, Term Project. Docum. ...
ffinal_grades.htm| - Bk - Cach Similar pages

Final Grades - -

CMSC 620 Spring 96. Final Grades. ... Social Security Number, Final Letter Grade, Final

Mumerical Grade, Final Exam Grade, Mid-Term Exam Grade, Homework, Term Project. ...
ffinal_grades.htm| - 5k -

Final Grades -
... Fall 97. Final Grades. ... Social Security Number, Final Letter Grade, Final Numerical
Grade, Final Exam Grade, Midterm Exam Grade, Homework (190), Term Project. Docum. ...

final_grades.html - 8k - Cached - Similar pages

Final Grades - .

... Fall 97. Final Grades. ... Social Security Number, Final Letter Grade, Final Numerical

Grade, Final Exam Grade, Midterm Exam Grade, Homework (190), Term Project. Docum. ...
ffinal_grades.html - Tk -

Final Grades - .
... Social Security Number, Mid-Term Numerical Grade. 041961823, 94. 061666435, 95.
077620007, 74. 0B7561287, B3. 101584320, 73. 149864504, 62. 156483043, 85. 212820065,

Imidterm_grades.html - 3k -

Similar pages

Final Grades - CMSC 620, Spring Semester, 1996

W for social security number SR Bl e

(0.08 seconds)

Sponsored Link

The Most Scphisticated SSN Search For Your Meney-View Results On-Line

Sponsored Links

$9.95 SSN# People Search
100% Meney Back Guarantee
find people fast.
socialsecuritypeoplesearch.com

Social Security Number
Access any Public Record.
Get Web Detective now! assoc.
www. SafeSpy.net

$6 - $10 SSN Search

Search SSN-Bulk Discounts Available
No Records - No Charge.
www.detectiveconsultant.com

People Search by SSN#

Search by Social Security Number
Money Back Guarantee only $19.95
socialsecuritysearchusa.com

Social Security Number
Web Detective - Get Personal Files.

Investigate anyone now! Assoc.
www.DetectiveWho.com

Social Security Mumbers

Access Social Security Records.
Unlimited Lifetime Membership! aff
www. Pro-Detective.com

People Search Experts
Find Someone Today.
Guaranteed Begjlts!
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Social Security Numbers

* In order to steal someone’s identity, you need names.
SSN'’s with names are usually blocked... aren’t they?

File Not Found

We're sorry, but the document or address you have requested is not available. Please
make sure you have typed the name and/or URL correctly, or report the error to:

pagemaster@

Note: Wsm software that monitors suspicious network traffic and behavior.
S— '




Social Security Numbers

ion of the file
lcally generates htm| versions of documents as we crawl the web.
rk this page, use the following url: http: //www.google.com/search?
Google is nor affilicted wirk the aurhors of this page nor responsible for (05 conrens.
have been highlighted: ssn —_—
Page 1
—
85N Student Name
1R 540043
100 4 69
200 nds G515
w200 nds T00 9
200 nds 8O/ 00
200 nds o022
300 cot H2N23
30 oot B2023
300 cot Ba)
$ er BEME10
H00x er T 24
00 “ticut B4 22
3 ticut 760533
500 82 B4
500 TeWT1
700 JoC G034
200 Juitas 931408
300 Sooiiapa ZLEO6NEG0

Google’s
cache says
otherwise...




A tale of one city

* A city document outlining residents who are in debt to the

city... A little report of names, addresses, amount owed and
SSN numbers...
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A tale of one city

» Or perhaps more than a little report...
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A tale of one city

« Hundreds of city residents’ personal information posted to
the web... 90% including SSN and address.




What we’ve done...

» We've skimmed “Google Hacking for Penetration Testers”
by Syngress Publishing, which doesn’t seem to suck.

* We've looked at some great tools by Roelof Temmingh.
Check out Sensepost.com.

- We've invaded the privacy of millions.
« We're all still awake. Right?

Google '
Hacking

e B i ek g




Thanks!

« Thanks to God for the gift of life.
* Thanks to my family for the gift of love.
» Thanks to my friends for filling in the blanks.

* Thanks to the moderators of ihackstuff.com: Murfie, Jimmy
Neutron, ThePsyko, Wasabi, |0om, Stonersavant

« Thanks to Roelof T for the great code, and to the current
Google Masters: murfie, jimmyneutron, klouw, 10om,
stonersavant, MILKMAN, ThePsyko, cybercide, yeseins,
wolveso, Deadlink, crash_monkey, zoro25,
digital.revolution, Renegade334, wasabi, urban, sfd,
mlynch, Peefy, Vipsta, noAcces, brasileiro, john, ZInCh



